
Straightforward  
protection for your 
business – wherever 
you’re heading

Protect any device
• Windows and Mac workstations
• Windows file servers
• iOS and Android smartphones 

and tablets
• Secure Microsoft Office 365 

communication and collaboration
• Leverage EDR capabilities to combat 

evasive threats

Break free from the 
on-premise burden
• Hosted solution
• Managed from a web browser
• Always available at  

cloud.kaspersky.com

Enjoy cloud benefits
• Faster time to protection
• No capital investment
• No more ‘patching Fridays’
• Redeploy your resources
• Pay as you grow
• Outsourcing friendly

Learn more at 
cloud.kaspersky.com

https://cloud.kaspersky.com/


Our cloud-based approach means your users can work securely on any 
device, and collaborate safely online, at work or at home, from remote offices 
and in the field.  And our cloud-based console means your security can be 
managed from anywhere, any time. 
 
Kaspersky Endpoint Security Cloud promotes safe cloud adoption, with 
Shadow IT Discovery and protection for MS Office 365.  Getting started 
is quick and easy, with no need to set up a server or configure security 
policies, and your users are protected from the instant they come online. 
As well as being more secure, with Kaspersky Endpoint Security Cloud you’ll 
spend less time managing your IT security, giving you more time to focus on 
other business priorities. 

A single security solution for all your 
IT security needs
All you need to protect Windows desktops and file servers, Mac OS devices, 
iOS and Android mobiles and even Microsoft Office 365.
It’s easy to sign up for a Kaspersky Endpoint Security Cloud account and 
deploy endpoint agents remotely, instead of getting tied up in hardware 
and software provisioning. Enjoy immediate protection with pre-defined 
policies developed by our security professionals as well as automatic threat 
prevention and malicious activity rollback, for an effortless response and 
overall time savings. 

The Kaspersky Endpoint Security Cloud Pro license includes online 
cybersecurity training to ensure you’re up to speed with the latest evasive 
threats and mitigation techniques as your IT security matures. 

Endpoint Detection and Response
Boost your protection with Kaspersky Endpoint Detection and Response 
(EDR), an enterprise-grade cybersecurity tool which provides threat visibility, 
simple investigation tools and automated response to detect threats, reveal 
their full scope and origins and mitigate them rapidly. The easy, labor-saving 
user experience allows IT staff to perform Root Cause Analysis with detailed 
killchain formatted information on detected objects. 

You can start with Root Cause Analysis (Plus license) and continue to 
Kaspersky Endpoint Security Cloud Pro, adding automated response options 
like IoC scan and host isolation.

Mobile security 
and management for two 
devices per user license

• Anti-virus protection defends 
against threats, viruses, and other 
malicious applications in real time.

• Web protection blocks access to 
phishing and malicious websites, and 
monitors access to websites.

• Password protection secures 
device access with a screen unlock 
password supporting Face ID and 
Touch ID.

• Application and feature controls 
restrict inappropriate use of 
corporate policy apps and mobile 
device features.

• Anti-theft allows you to remotely 
locate, lock or sound an alarm, or wipe 
data from a device that’s been lost or 
stolen.

• Rich capabilities for supervised 
devices give businesses greater 
control over their iOS devices.

Kaspersky Endpoint Security Cloud provides a single solution for all your organization’s 
IT security needs. Make sure your business is running smoothly while Kaspersky blocks 
ransomware, fileless malware, zero-day attacks and other emerging threats.

Sign up at
cloud.kaspersky.com

Add devices
to protect

Manage weekly for
15 mins (approx.)

Sign up at  
cloud.kaspersky.com

Add devices 
to protect

Manage weekly for
15 mins (approx.)

https://cloud.kaspersky.com/


1  Kaspersky Endpoint Security Cloud Plus or Pro 
license includes Kaspersky Security for Microsoft 
Office 365

2  According to anonymized statistics of events 
detected by Kaspersky Endpoint Security Cloud 
during beta testing. The statistics consist of 
depersonalized metadata voluntarily provided by 
Kaspersky customers.

Cloud Discovery

Reduce the number of uncontrolled 
cloud IT services on the corporate 
network, such as:

• File sharing
• Web email
• Social networks
• Messengers
• and many more

Be anywhere and protect anywhere
Regardless of the location of your physical offices, or where your staff work 
while carrying out their jobs,  protect them all from the cloud-based console. 
Secure geographically dispersed offices, home and field-based workers 
at their desk or on the go, and no matter what devices they’re working on. 
Enable remote encryption to make sure your corporate data is safe, even if a 
device gets lost or stolen. A rich set of device management capabilities helps 
ensure that mobile devices out of your sight are still secure and under your 
control.

Take control of the cloud
You can be sure that your users will be generating ‘Shadow IT’ at work, 
chatting on instant messengers, sharing files with personal cloud disks, 
sending emails from personal accounts and wasting time on social networks. 
Know your Shadow IT and keep control of your infrastructure, restrict 
unsanctioned cloud services or particular users on your network, and avoid 
data breaches. Meanwhile, enable safe collaboration and communication in 
Microsoft Office 365 – protection for all its major apps is already included1 in 
Kaspersky Endpoint Security Cloud. 

Get visibility into your Microsoft 365 
cloud data to meet compliance
Ensure compliance readiness with a continuous Data Discovery audit of
your data in the cloud. Rely on preset templates to identify confidential and
sensitive information related to Personally Identifiable Information (PII) and
payment data. Reveal its sharing via Teams, OneDrive and SharePoint Online 
supplemented with  access level (public, company, private,) and  enforce 
remediation to maintain data integrity and meet compliance goals.

Discover and control Shadow IT

160 — the average 
number of files 
containing sensitive 
data kept by SMBs in 
their cloud storage

15% of these are shared outside the 
business and pose a data leak risk.2

AVTEST
Personal Identifiable Information
Protection: Sensitive Data 
Discovery test.

Learn more

https://www.av-test.org/fileadmin/pdf/reports/AV-TEST_Kaspersky_DLP_Test_August_2021_EN.pdf


Cyber Threats News: securelist.com
IT Security News: business.kaspersky.com
IT Security for SMB: kaspersky.com/business 
IT Security for Enterprise: kaspersky.com/enterprise
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SECURITY FEATURE SET
File, Web, Mail Threat 
protection

Firewall

Network Attack 
Blocker
Ransomware and 
Exploit Prevention
Vulnerability 
Assessment

Cloud Discovery

Mobile protection

Adaptive Anomaly 
Control

BadUSB Prevention

MANAGEABILITY FEATURE SET

Cloud blocking

Data Discovery 
Microsoft Office 365 
protection
Web Control, Device 
Control
Encryption and Patch 
Management

Application Control

Remote Wipe

INVESTIGATION & RESPONSE FEATURE SET

Root Cause Analysis*

EDR (IOCscan, 
automated-response, 
one-click isolation)

Cybersecurity Training

Three pricing 
tiers — choose 
what you need

Get your FREE 30-day trial at cloud.kaspersky.com

If you decide to keep Kaspersky Endpoint Security 
Cloud, just pay for the license and you’re all set – 
no need to redeploy endpoint software.

*  Root Cause Analysis –formerly known as EDR 
preview.  
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