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NmnopTosamelwieHmex». MNpnmep N?1

PeructpauvoHHbii l HavmenoBaHue Kog Knac
HOMep nporpamMmMHoro obecneueHus Knacca obecr
cney

04.04 Cpepnt

L

MUHUCTEPCTBO LIM®POBOI'O PA3BUTHS, CBSI3U U MACCOBBIX
KOMMYHUKALMI POCCUINCKON ®EJIEPALIMHA

ITPUKA3

Mocksa

O ¢GopMHPOBAHHH U BeICHHH €IHHOI0 PeecTpa POCCHIICKHX NporpaMm
JJTH JJIEKTPOHHBIX BBIYMHC/IHTEJIBHBIX MALIIHH H 0a3 JAHHBIX H €IHHOTO
peecTpa NPOrpamMm JUist JIeKTPOHHBIX BLIYHCIHTEILHBIX MAIIHH 1 623 JaHHBIX
H3 rocy1apcrTB — “WICHOB EBpE}HﬁCROFO IKOHOMHYECKOI0 CoK3a,
3a uekmoyennem Poceniickoii @exepannn

B coorserctBum ¢ nyukramu 25, 26 Ilpasui GpopMHpOBaHHMs W BEJCHMS CIAMHOIO
peecTpa POCCHICKHX TPOrpaMM /Ul SJEKTPOHHBIX — BBIYMCIHTEJIBHbIX  MallHH
M 0a3 JaHHBIX M EIMHOrO peecTpa MPOrpaMM JUIA IIEKTPOHHBIX BBIYHUCIHTEIbHBIX
MaliuH ¥ 0a3 JIAHHBIX M3 IOCY/ApCTB — WieHOB EBpasHiickoro 5KOHOMHYECKOro Cok03a,
3a  uckmouennem Poccuiickoit  Menepauuy,  yTBEPKICHHBIX  [OCTAHOBJICHHEM
Ipasutenscta  Poccuiickoit  Menepanmu ot 16 moadps 2015 r. Ne 1236
«O0 ycTaHOBJIGHHH 3alpeTa Ha JIONYCK MPOrPaMMHOIO 00eCIeUeH s, MPOUCXO/IALIEro
M3 MHOCTPAHHBIX TOCYAAPCTB, VIS NECH OCYMICCTBICHHA 3aKyMOK uis oOecredeHHs
roCy/IapCTBEHHBIX M MYHHUMINAILHBIX HY#» (nanee — IlpaBuna), u Ha OCHOBaHMH
pemieHns DKCNEpPTHOrO COBETa 10 MporpaMMHOMY obecreueHnio npu MuHHCTEpcTBE
uM(ppOBOro pasBHTHA, CBA3M M MaccoBbIX KoMMyHHKaumii Poccuiickoit ®enepaumu
(nanee — DxcnepTHsiit coBet) or 31 mas 2021 .

ITPHKA3BIBAIO:

1. BIOYNTH CBEJCHHS O MPOrPaMMHOM OOECTICUCHHH B €IMHBIIH peecTp
POCCHIICKHMX MPOrpaMM JUis 3JIEKTPOHHBIX BbIMHCIHTEIBHBIX MAlMH M 0a3 JaHHLIX
C TIPHCBOCHHEM KJ1acca (KJIAaCCOB) B COOTBETCTBHHM C JIOKYMEHTAMH 3asBUTEIS COIJIACHO
npuoxkenuto Ne 1 k HacTosemy npukasy.

2. BKIIOYHTH CBEJCHHA O MPOrPAMMHOM OOECIICUCHHH B CIHHBIH peecTp
POCCHHCKHX MPOrpamMM Ul JJEKTPOHHBIX BBIYHCIMTEIBHBIX MamuMH ¥ 0a3 JAaHHbIX
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BHenpeHns
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MHUHHUCTEPCTBO HUDPOBOI'O PAZBUTHUSA, CBA3H U MACCOBbLIX

Sauasumu/0bbenr

BKHC-2 KasaHcKoro HedTEraso€oHaeHcaTHomn
MECTOPOXAEHKA

Pe
HO

MKC Cegepo-0OCTaHWMHCKOMD MECTOPOMAEHUR

MC Cegepo-0CTAHHMHCKOMD MECTOROKASHUA

OHC ZanagHo-KpanWBMHCKOND MECTOpOXaAeHMA

Hassanwne doTo

ABTOMaTH3IWMPOBaHHAA CUCTEME YNPABNEHMA TEXHONOTMYECKHMMK NPOLECCaMK
NoAroTOBKM TEXHONOMMYECKON BOsl M €€ NOCNEAYOWER NEPeKadky Aanee no xoay
TEXHONOMWHECKOro NpaUeCcca NOBbIWEHWA NNACTOECND A3BNEHHA

CWCTEMa MOHMTOPMHTE W 0BpaboTku MHdOpMaUMK © X04e TEXHONOMMMECKOND NpoUecca
KOHTPONA COCTOAHMA 0OLEKTOB NOXAPpHOW OXPaHbl @ Tak Xe 00beKTos ©
NOTEHUHANEHOR BO3MOMHOCTE NOABAEHWA ONacHOA KOHUWEHTPAUMER ropoyYMX rasos.
A TaK Me C BOSMOXHOCTBIC YNPABNEHWA 3aMYCKeM ras0sero W NEHHOro
NOXAPOTYLWEHWA NOAKOHTPONEHEIX 0EBEKTOE.

ABTOMaTWINMPoBaHHaA CUCTEMAE YNPABNEHHA TEXHONOMMYECKHMMKM NPOLUECCAMKM 0bbeKTOE
razoKoOMMNPECCOPHOM CTaHUMMK

CWCTEMa MOHMTOPMHTE W 0BpaboTku MHdOpPMaUMK © X04E TEXHONOMMMECKOND NpoUecca

NoAroToBKK HediTu

n



AHanns npopykTa

12



AHanuns npoaykTa

$ head -nl1o ./--3.18.6—Base—debian.x86_64/opt/-/3.18/ReadmeP@06.txt

Siemens WIinCC OA
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Yazsumoctu WinCC OA, akTyanbHble ans npoaykTa

£ CVE-2022-53139, CVSSv3: 9.8

The following versions of SIMATIC WinCC OA, a SCADA HMI
system, are affected:

 SIMATIC WinCC OA v3.16: All versions

 SIMATIC WinCC OA v3.17: All versions

 SIMATIC WinCC OA v3.18: All versions

Siemens (https://cert-portal.siemens.com/productcert/pdf/ssa-111512.pdf)
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https://cert-portal.siemens.com/productcert/pdf/ssa-111512.pdf

Yazsumoctu WinCC OA, akTyanbHble gng npoaykKTa

[MmaeHan = CNWCOK yA3BMMOCTER

OUNETPALIMA

KOHTEKCTHBII NOMCK MO HA3BAHHIO YASBUMOCTH

Q, | Beegwre crioeo Wik criol

lNpow3soauTent MO

e ] ]

Tun Mo

MNporpamMHoe ofecneyeHne

Mo Bawemy 3anpocy HangeHo 9 sanvcen

BeiBoauTe no: 10, 20, 50, 100  Coptuposka: v

BDU:2022-
03715

BDU:2021-
02031

BDU:2019-
01778

YA3BUMOCTE SCADA-cucTembl SIMATIC WInCC, cBA3aHHaA C BO:
AYTEHTUDUKALMK HA CTOPOHE KITMEHTA, NO3E0NAWAR HADYLUKMTE

YA3IBUMOCTb CETEBOMO NPOrpaMMHOro obecne4yeHna Siemens, CBs
HaNWMCaHWK 3NEMEHTOB MNK NYTeR NOWCKE, NO3BONAKILIAA HapyL
KO C NMOBLILIEHHLIMKM MPUBUNETHAMK

YAIBUMOCTE NporpamMmMHore obecnededuna Siemens, CBA3aHHanA C
BEOOMMbBIX aHHBIX, NO3BONANLAR HAPYLUKWTEND BbI3BaTh OTKA3 |
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Yazsumoctu WinCC OA, akTyanbHble gng npoaykKTa

[MmaeHan = CNWCOK yA3BMMOCTER

OUNETPALIMA

KOHTEKCTHBII NOMCK MO HA3BAHHIO YASBUMOCTH

Q Eeegure cNoBo WK CNOBOCOMETAHWE

lNpow3soauTent MO

e ] ]

Tun Mo

MNporpamMHoe ofecneyeHne

Mo Bawemy 3anpocy HangeHo 9 sanvcen

BeiBoauTe no: 10, 20, 50, 100  Coptuposka: v

BDU:2022-
03715

BDU:2021-
02031

BDU:2019-
01778

YA3BUMOCTE SCADA-cucTembl SIMATIC WInCC, cBA3aHHaA C BO:
AYTEHTUDUKALMK HA CTOPOHE KITMEHTA, NO3E0NAWAR HADYLUKMTE

YA3IBUMOCTb CETEBOMO NPOrpaMMHOro obecne4yeHna Siemens, CBs
HaNWMCaHWK 3NEMEHTOB MNK NYTeR NOWCKE, NO3BONAKILIAA HapyL
KO C NMOBLILIEHHLIMKM MPUBUNETHAMK

YAIBUMOCTE NporpamMmMHore obecnededuna Siemens, CBA3aHHanA C
BEOOMMbBIX aHHBIX, NO3BONANLAR HAPYLUKWTEND BbI3BaTh OTKA3 |

MporpamMHoe obecneyeHune

BoiDepuTe nporpammMHoe obecne4yeH1e

COBNagsHUA He HAWASHO
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“imnoptosamelneHune”.
NMpumep N°2




OTeuyecTBEHHDBI NPOAYKT

K noaTBEPOMAM CTATYC
OTEYECTBEHHOW NPOOYKLIMU

B MioHe MHMeHepHaa KOMNaHKUA «_ nony44na o4YepesHoe 3aK4YeHHe oT
MHHKCTEPCTEA NPOMBIWNEHHOCTH M ToproenM P@ o coOTEETCTEMM BLIMYCKIEMON NPOAYKLWM
Mocranoenenuio Mpaeutensctea N2 719 ««0 noaTEepMASHUM NPOM3BOACTEA
NpOMBILWNEHHOH NPOAYKLMH Ha TeppHTOpHH PoccHidckoid @eagepaumnmn». HoBLIH JOKYMEHT

NOATEEPKAAET, 4TO NPOrpaMMHpyeMele NOrHYECKHE I(ﬂHTPD.I'IﬂEPhI_
NPHZHAKTCA NPOM3BEAEHHLIMU HA TepPUTOPHM PoccHu.
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MpoAyKT BKNIOUEH B peecTp poccuiickoro 10

- —

] I owo

IDE

Cpensl pazpaboTkKn, TECTUPOBEHWA M OTNEOKW

BcTpoeHHeIE cUcTEMHEIE NporpaMmel: BIOS,
UEF| 1 MHBIE BCTPOEHHBIE CUCTEMHEIE

nporpaMmMel K

MNMpowwuexa

03.08.2022

05.03.2022

Ccbinka

Ccoinka
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CODESYS

CODESYS

E Development

System

@@ CODESYS Control Runtime

% Operating system

Hardware

PLC
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CODESYS

CODESYS

E Development

A System

PLC program

@@ CODESYS Control Runtime

% Operating system

Hardware

PLC

22



PaboTa c yassumocTamm

CODESYS Security Advisories

Last update
27.07.2022
30.06.2022
30.06.2022
30.06.2022
30.06.2022
30.06.2022
30.06.2022
23.06.2022
23.06.2022
23.06.2022
03.06.2022
03.06.2022
14.04.2022
06.04.2022
27.01.2022
30.11.2021

30.11.2021

Advisory number
2021-13
2022-09
2022-07
2022-06
2022-05
2022-04
2022-02
2022-13
2022-12
2022-11
2022-14
2022-10
2022-08
2022-03
2022-01
2021-18

2021-04

Advisory (PDF)

Security update for CODESYS Development System V3 including CODESYS Installer and CODESYS SVN
Security update for CODESYS V3 products containing a CODESYS communication server

Security update for CODESYS V3 web server

Security update for several CODESYS V3 products containing a CODESYS communication server
Security update for CODESYS Control V3 online user management

Security update for various CODESYS V3 products using the CODESYS communication protocol
Security update for CODESYS Control V3 configuration file access

Security update for CODESYS Gateway V2

Security update for CODESYS V2 password transport

Security update for CODESYS Control V2

Security update for CODESYS V3 Visualization

Security update for CODESYS OPC DA Server V3

Security Note: Framework for attacks on ICS and SCADA systems (INCONTROLLER / PIPEDREAM)
Security update for SysDrv3S

Security update for CODESYS PROFINET

Security update for CODESYS Git

Security update for CODESYS Gateway V3
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NccneposaHue 6esonacHocT CODESYS Runtime

Yactb 1 Yactb 2

YacTtb 3
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https://ics-cert.kaspersky.ru/publications/reports/2019/09/17/security-research-codesys-runtime-a-plc-control-framework-part-1/
https://ics-cert.kaspersky.ru/publications/reports/2019/09/17/security-research-codesys-runtime-a-plc-control-framework-part-2/
https://ics-cert.kaspersky.ru/publications/reports/2019/09/17/security-research-codesys-runtime-a-plc-control-framework-part-3/

SallVLLEHHOCTDb
OTeYeCTBEeHHbIX
pelleHnn




YassumocTeii B KoHTponnepax Siemens SIMATIC S7-1200



Ya3BMMOCTEN B KOHTPOI/Iepax O4HOro poCCNCKOro BeHaopa



rlOTpaTI/IﬂI/I Ha Haxo>XXaAeHne Kputud




1yac

MoTpaTnnn Ha HaxoXkAeHNe KPUTUYECKON YI3BMMOCTU B KOHTPOJIIEPE



NMpumep znopoeon
KOMMYHMKaLu ¢
BEeHAOpPOM




Mpumep 300pOBOI KOMMYHUKaALNW

Mbl Hawnm ysa3sBMMoCTb,
BOT nogpo6HocTH

NccnepoBaTtenb

\ 4

BeHnpop
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Mpumep 300pOBOI KOMMYHUKaALNW

Cnacwmbo! NMepenaém
wH$opmaLmio

paspaboTunkam

N

NccnepoBaTtenb

BeHnpop
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Mpumep 300pOBOI KOMMYHUKaALNW

EcTb HOBOCTU?

NccnepoBaTtenb

\ 4

BeHnpop
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Mpumep 300pOBOI KOMMYHUKaALNW

Hawnm B 4ém npobnema,
AyMaeM, KaK MOUNHUTD

N

NccnepoBaTtenb

BeHnpop
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Mpumep 300pOBOI KOMMYHUKaALNW

Owwn6bka B npoayKTe
ApYroro BeHgopa.

MNMpucsounu CVE.

N

NccnepoBaTtenb

BeHnpop
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Mpumep 300pOBOI KOMMYHUKaALNW

Korpa ny6nukauus?

NccnepoBaTtenb

\ 4

BeHnpop
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Mpumep 300pOBOI KOMMYHUKaALNW

MnaHupyem
onybnukosaTb Toraa-

NccnepoBaTtenb

BeHnpop
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Mpumep
KOMMYHMKaLu ¢
BEeHAOpPOM




Mpumep He3a0pPOBOI KOMMYHMKaLUU

Mbl Hawnm ysa3sBMMoCTb,
BOT nogpo6HocTH

NccnepoBaTtenb

\ 4

BeHnpop
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Mpumep He3a0pPOBOI KOMMYHMKaLUU

NccnepoBaTtenb

Monyunnocob

BocnpoussectTu? HyxHa

MOMOLLL?

\ 4

BeHnpop
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Mpumep He3a0pPOBOI KOMMYHMKaLUU

MNMonyunnocb. PaboTaem
Hag o6HoBIEHNEM

N

NccnepoBaTtenb

BeHnpop
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Mpumep He3a0pPOBOI KOMMYHMKaLUU

NccnepoBaTtenb

Korpa ny6nukauus

pekomeHaaLuvii ans
KJIMeHTOoB?

\ 4

BeHnpop
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Mpumep He3a0pPOBOI KOMMYHMKaLUU

NccnepoBaTtenb

EcTb HOBOCTU?
Hy>xHa nomoLus?

\ 4

BeHnpop
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Mpumep He3a0pPOBOI KOMMYHMKaLUU

MNMomoLupb He Hy>Ha

N

NccnepoBaTtenb

BeHnpop
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Mpumep He3a0pPOBOI KOMMYHMKaLUU

NccnepoBaTtenb

EcTb HOBOCTU?
Korpa nnaHupyeTre
ucnpaBsuTb?

\ 4

BeHnpop
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EcTb nipopmauns o6




EcTb Hpopmaumns 06 ya3BUMOCTSX Ha cainTe



EcTb oToenbHas nouta 4,




EcTb oToenbHas nouta gng penoprta ya3BUMOCTEN



Yto penartb?




Yto penatb BeHpopam?

YnpaenaTtb
YS3BMMOCTSAMU
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Yto penaTtb BeHpOpam?

YnpaenaTtb
YS3BMMOCTSAMU

YBepgomneHue nonb3oBaTenen
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Yto penatb BeHpopam?

YnpaenaTtb
YS3BMMOCTSAMU

YBepgomneHue nonb3oBaTenen

KaHnan npuéma nidpopmaumm o
HOBbIX YSI3BUMOCTSX
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Yto penatb BeHpopam?

YnpaenaTtb
YS3BMMOCTSAMU

YBepgomneHue nonb3oBaTenen

KaHnan npuéma nidpopmaumm o
HOBbIX YSI3BUMOCTSX

[Momnck HOBbIX Y93BUMOCTEN B
npoaykTte
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Yto penatb BeHpopam?

YnpaenaTtb
YS3BMMOCTSAMU

YBepgomneHue nonb3oBaTenen

KaHnan npuéma nidpopmaumm o
HOBbIX YSI3BUMOCTSX

[Momnck HOBbIX Y93BUMOCTEN B
npoaykTte

YassumocTun B ncnofb3yemMbliX
KOMMOHEeHTaXx
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Yem Kaspersky mo>keT nomoub?




Yem Kaspersky mo>keT nomoub?

,ﬁf‘*'

o

AHanns 6e3onacHOCTM NPoAYKTa
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Yem Kaspersky mo>keT nomoub?

AHanns 6e3onacHOCTM NPoAYKTa

AHanuns npoueccoB KOMMNaHNA
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Yem Kaspersky mo>keT nomoub?

AHanns 6e3onacHOCTM NPoAYKTa

AHanuns npoueccoB KOMMNaHNA

Threat Intelligence
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Yem Kaspersky mo>keT nomoub?
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AHanns 6e3onacHOCTM NPoAYKTa

AHanuns npoueccoB KOMMNaHNA

Threat Intelligence

TpeHunHrn no noncky
ysa3BuMocCTeEN



UTto penatb knueHtam?

MOHUTOPUHI U
pearnpoBaHune
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UTto penatb knueHtam?

MOHUTOPUHI U
pearnpoBaHune

O6Hapy>xeHue aTakK
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UTto penatb knueHtam?

MOHUTOPUHI U
pearnpoBaHune

O6Hapy>xeHue aTakK

O6Hapy>xeHue ya3BMMocCTel

63



UTto penatb knueHtam?

MOHUTOPUHI U
pearnpoBaHune

O6Hapy>xeHue aTakK

O6Hapy>xeHue ya3BMMocCTel

XappeHWHr NHPPaCTPYKTYpPbI
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Yem Kaspersky mo>keT nomoub?




Yem Kaspersky mo>keT nomoub?

KICS




Yem Kaspersky mo>keT nomoub?

,ﬁf‘*'

o

KICS

PaccnepoBaHue nHUMpeHToOB

67



Yem Kaspersky mo>keT nomoub?

KICS

PaccnepoBaHue nHUMpeHToOB

AHanns n oueHKa ya3BUMOCTEN
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Yem Kaspersky mo>keT nomoub?

KICS

PaccnepoBaHue nHUMpeHToOB

AHanns n oueHKa ya3BUMOCTEN

Threat Intelligence
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Thank you!

Artem Zinenko Artem.Zinenko@kaspersky.com

kaspersky



