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TexHoAorMyeckoe AMAEPCTBO
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BeHnamuH AeBUOB

AnpekTop LleHTpa akcnepTnabl
|(aSpe rSI(y Mo KOPMOpaTtUBHbLIM PeLlEHUAM




OcHoBa TeXHOAOrMYECKOIro AUAEPCTBA

GHGRERIEL coGe i Hocrer

3alUULLAEMON CPEADI
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B HauaAe nyTu

3alwmTa o1 BpEAOHOCHOr0 PLC integrity check
MO ¢ MUHUMAAbHbIM BAUSHUEM

Ha cuctemy

MNpoTMBOAEHCTBUE KOHTPOAb NMPUAOXKEHWMI
WrdpoBaAbLLMKAM W YCTPOWCTB

Ob6HapyxeHue B Tpaduke
nepeAaBaeMbIX TEXHONOTMYECKMX
napameTpoB U UX OTKAOHEHUM
(MpomblLAEHHBIM DPI)

Risk scoring cobbiTui
1 y3n0B

06HapyxeHue
OTKAOHEHUI OT 6a30BbIX
napamMeTpoB B CETEBbIX
KOMMYHUKaLMAX

MHBeHTapu3aLmUsa aKTMBOB, BKAOUaSA
AaHHble 06 yA3BUMOCTSX U
COCTOSIHWUM Y3AOB
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Certified Industrial Endpoint ICS network monitoring, Network segmentation
Protection, EDR intrusion and anomaly (KISG)
detection
ics <! . Kaspersky
n.fg:., :éag%eésl?l_(rysewices ~@)~ Unified Monitoring

and Analysis Platform

OT Services and Tl SIEM KUMA



YcTpouncteo Kpocc-npoayKToBble
HbIX Yrpo3 U MOAAEPKAHUE (XDR-like) cueHapumn

npoueccoB SOC anq pearMpoBaHus
MHAYCTPUAABHOW CpeAbl
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BHellHWe cepBUCHI MHBeHTapu3aumsa bBesonacHocTb TexHonor
MOHWTOPMHIa COBbITUI aKTUBOB KOMMYHUKaumm ¢ loT BUPTYaAMU3aLNY
nb OYHKUMK

ANS 3ALUATDI

MHAYCTPUAABHOW CPEAbI



3aLumta ot B0 1 CAOXHbIX Yrpos

EDR ¢yHKUMOHAA
ANA TPOAKTUBHOTIO MOUCKa
yrpo3s

[lpoBepKa KOHEYHbIX TOYEK C
OrpaHUYEHUAMM Mo
ycTaHoBKe 3aluuTHOoro 0

Ncrnonb30BaHUE AQHHbIX
Threat Intelligence

Ncnonb3oBaHue ICS
MITRE ana obHapyXeHus
CAOXHbIX atak

Retro-scan Ha y3aax
B TeYEHWE OrpaHUYEHHOro
nepuopa BPEMEHMU



YcTponcTBO U nopAepxaHue npoueccoB SOC AN UHAYCTPHUAABHOMU CpeAbl

! » Kaspersky

~@)-~ Unified Monitoring
“T™  and Analysis Platform

C NHTEerpauma )

TecHas MHTerpaumsa ¢ peLleHnamm
AAS 3aLLNUTBI KOHEUHBIX TOUEK
¥ MOHUTOPUHTA MHAYCTPUAABHOM CETu

( [OCCOMKA )

Mopaepxka dopmaToB AAA NeEpeAaYn
AaHHbix B TOCCOINMKA

C MbKoCTb )

MoAYAbHOCTb M TOPU3OHTaAbHAsA
MacLUTabupyemMmocTb

( KOHCAATUHT )

Yeayrn SOC KoHcaATUMHra

C APDEKTUBHOCTb )

APDEKTUBHOCTb MCMOAB30BAHUSA
B M30AMPOBAHHOM CPEAE

XDR

Mcnoab3oBaHWe B pamkax OT
XDR KoHLenumn

C AeTektnpoBaHue )

Heobx0AMMOCTb AETEKTMPOBAHUSA Yrpo3
Ha rpaHuLe CErMeHToB (cross-segment
detection and Kill-chain)



LleAnbHOe npeanoxeHue AnA 3awmTtbl OT m IT cpea

IT Cybersecurity

Kaspersky
Unified Monitoring
@ Kaspersky and Analysis

Symphony
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OT Cybersecurity
Kaspersky
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CyberSecurity




LleAnbHOe npeanoxeHue AnA 3awmTtbl OT m IT cpea

KoHBepreHums g—

OT n IT cpea
< )
4
IT Cybersecurity
Kaspersky
Unified Monitoring
® Kaspersky and AnaIySiS
Symphony

OT Cybersecurity

= Kaspersky

& Industrial

CyberSecurity
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YnpaBAeHUe yA3BUMOCTAMMU

PeannsoBaH PeannsoBaH
COOCTBEHHbIN MEXaHU3M

OVAL aKTUMBHOIO onpoca
MHTEPNPETATOP Yy3AOB

MoaKAtOUEHbl BaHK AaHHbIX yrpo3 6e30MacHOCTH
MHbOPMaLMK:

OCTIK PO basa ICS CERT

Kpome npoBepku yasBumocten npolneku PLC kak
OAHOIO 13 aTpubyTOB y3Aa — NOABASIETCA
BO3MOXHOCTb KOHTPOAS ysi3BUMOCTeEN ICS
NPUAOXKEHNI

A MHorux ysassumocten OVAL 6a3a ICS CERT
oboralleHa cueHapuamm pearmpoBaHus 6es
yCTaHOBKK 0O6HOBAEHUSA ya3BMmMoro MO
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https://bdu.fstec.ru/vul
https://ics-cert.kaspersky.ru/

Kpocc-NpoAYKTOBbIe CLieHapuu pearMpoBaHus

Kaspersky
Security Center

i Kasper_sky _ e Kasper§ky .
=1 Industrial CyberSecurity Industrial CyberSecurity
for Nodes for Networks

o1, Kaspersky
~()~ | Unified Monitoring
‘ and Analysis Platform

MHBeHTapu3aums

PearnpoBaHue
C UCMOAb30BaHWEM
ceTeBoro obopyaoBaHuUs

Koppensuusa cobbiTui

AHaAu3 cobbITUM
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Ncnonb3oBaHWe BUPTYyaAu3auum ceteBon ¢yHKUnm (SD-WAN)

EamHan Touka Pasaenenue

BXOAA ANS NMOTOKOB A@HHBbIX

KICS4Networks OT pasHbIX
NAOLLAAOK

Kpome 3epkana

ynpouieHue Tpadurka BOSMOXHO

NMOAKAOUEHUA yAaAeHHoe

HOBbIX MAOLLEAOK B3aumoaencteue ¢ Ub
peLleHnamMu

Ha KOHEYHbIX TOYKaX

MoAKAOUEHUE reorpadUUeckn pacnpPeseAEHHbIX
0OBEKTOB B EAMHYIO MHOPACTPYKTYPY
MOHUTOPUHIa CeTH

SPAN Session
OT Network

Security Network KICS for Networks KICS for Networks

SENSOR + EPP-PROXY SERVER

— — — - Security communications via OT Network

SD-WAN channels

SD-WAN CPE
SD-WAN Orchestrator

KICS for Nodes KICS for Nodes KICS for Nodes SD-WAN Controller

+ Integration + Integration + Integration
+1CS EDR +1CS EDR +1CS EDR

* A ‘ Public Network
Policy, Events l 7 — s
Telemetry, loC,
Response \
—

— e Ny Y

Security Center
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Kaspersky OT CyberSecurity

D EAMREAKORNERNAS npombiLLAeHHON KnbepbesonacHOCTH

TexHonOrMH 3HaHUS JkcnepTmnsa
[MOAHBIN apCeHaA 3aLUUTHbBIX PELUEHUN, AOCTOBEPHAs aHaAAUTUKa Yrpo3 Habop akcnepTHbIX CEPBUCOB
NPOTECTUPOBAHHbIX BeEHAOPamu ACY TI1 B ACY Tl n cneupanbHble TPEHUHTK AN KOMMNAEKCHOW MPOMBbILUAEHHOW

Knbepbe3onacHOCTH
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CocrtaB Kaspersky OT CyberSecurity

MpombllAeHHbIM XDR 1 SIEM AHanuTMKa 06 yrpo3ax AHaAM3 3aLLMLLLEHHOCTH
XDR
Kaspersky Kaspersky
7 Kaspersk ceRr > | Kaspersky amg /
ks IndupstriaIyCyberSecurity fo.0) ICS Threat 'j Ask the Analyst :"om ICS Security
Intelligence Assessment
« ! . Kaspersky for Networks
(@)= | Unified Monitoring
P - \ Kaspersky
and Analysis Platform L Kaspersky . Digital Footprint
o1 !fndtlj\ftgal CyberSecurity Intelligence
or Nodes
+ BCTPOEHHbIA EDR YnpaBafaemas 3alumrta
O Kaspersky
Managed Detection
Cneunann3MpoBaHHble peLleHns [NoBbILWIEHWE OCBEAOMAEHHOCTH @ and Response
Kaspersky .y Kaspersky
g;{%&sﬁy -@- ii?c%er?:g le:'n Machine Learning @ Security
sowan for Anomaly Detection > Awareness
Ckopas nomoLLb
Kaspersky
@ Industrial
PelwweHns Ha 6ase KOS TPEHUHIU AAR CMIELLUAAUCTOB Emergency Kit
@ Kaspersky Kaspersky =~ | Kaspersk
loT Infrastructure [N | secure Remote ﬂ Kaspersky |} P Y
Security = Workspace ICS CERT Training o)) Incident Response



NoueMy Kaspersky?

FAobaAbHOE NPUCYTCTBME, OMbIT U
3HaHWS MUPOBOIO YPOBHS

CobCcTBEHHOE MEXAYHAPOAHOE
noppaspenenme ICS CERT

Bbicokni cTatyc
B MHAYCTpuK 6e3onacHocTu IT/OT-
cucTem

AokasaHHasa adHEKTUBHOCTb
TEXHOAOTUM U COOTBETCTBUE
CTaHAApTam

Bonee 80 ceptnomkaron
0 COBMECTUMOCTH
C peweHuamn seHaopos ACY TI1




Cnacunbo!

lkaspersky



