
ICS 
Cyber Security 
Risks through 
the VLR Triad
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ICS Related Impacts: 

• Operating Outage

• Damage to Machines

• Hurting people



Vulnerability Likelihood
• Intent /Motivation

• Cyber Capability

• Resources

• Unknown / 0-Day

• Known / Unsolved

• Caused by Failure
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• Redundancy

• Complexity

• Diversity

• People

• Procedures

• TechnologiesPPT TriadRDC Triad
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ICS Related Impacts: 

• Operating Outage

• Damage to Machines

• Hurting people

PPT TriadRDC Triad

• Safety

• Reliability

• Productivity

SRP Triad

Machinery shall always Operate Reliably, 

and Operation Safety must be assured
Productivity and business 

Continuity must be assured

Risk = Impact * Likelihood

Note: All input factors to be defined 1-5
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