RN

=

8-10 ceHTa6p4

kaspersky

oHepeHUMN




Cpena, 8 ceHTa6ps

12:00 - 20:00 Perunctpauus Ha koHdepeHuuno. Otenb Radisson Collection Paradise Resort and Spa, no66u

19:30 - 22:30 MpueeTcTBeHHbIN YXKnH. OTenb Radisson Collection Paradise resort and Spa, 6ap «Y py6a»



YeTtBepr, 9 centabpa 9:30 - 13:20

9:30 - 10:00
10:00 - 10:20
10:20 - 10:40
10:40 - 11:00
11:00 - 11:30
11:30 - 12:00
12:00 - 13:20

Perunctpauus

Crparerus TpaHchopmaumm pelueHuii Jlabopatopum Kacnepckoro Anst NpOMbILLAEHHbIX cpea,
CucTemHblii noaxop k 3awmTte KA

Llenesble aTaku Ha npombilneHHble komnanum B 2020/2021

OnbIT pearnpoBaHnsi Ha KOMNblOTepHble MHUMAeHTb! B 2020/2021

Mepepbis Ha kKode

ManenbHas anckyccus: Lindposoii cyBepeHNTeT B NPOMBILLAIEHHOCTU: PeanbHOCTb, PUCKN 1 BOSMOXHOCTU

BenvamuH Jlesuos
JvipekTop rno6anbHoro LeHTpa aKCNepTH3bl MO KOPNopaTuBHLIM pelueHrsam, Kaspersky

Kvpynn Ha6oiiuykos
INinnep Hanpaenerus sawwmTel KWW, Kaspersky

Mapusi 'apHaeBa
Crapwuii uccneposatens yrpo3 nHpopmaumoHHoi 6esonacHocTw, Kaspersky

Anexkceii Hosrikos
CoTpyaHuk, HauvoHanbHbIli KOOPANHALMOHHBIA LEHTP NO KOMMbIOTepHbIM nHumaeHTam (HKLKIA)

YuacTHUKW:

Kacnepckuii EBrerHuii BaneHtuHoBuY

[eHepaneHbiii gupekTop, Kaspersky

Jotukos Butanuii Cepreesuny

Bamectutens aupektopa, PCTOK Poccumn

LLnak Bacunuin BukToposuny (no BuaeokoHdepeHLICBSA3M)
3amectutens muHucTpa, MudnpomTopr Poccun

MoHbkuH Anexcarap CepreeBuy (Mo BUAEOKOHEPEHLICBS3M)

JvpekTop [lenapTameHTa CTUMYIMPOBaHUS CNPOCa Ha Paano3NEKTPOHHYIO MPOAYKLMIO,
MuHumdpbl Poccum

Bapanos ApmeH JleoHTbeBMY
Buue-npesupeHT no ctpaterum v passutuio 6usHeca B Poccun n CHI, Schneider Electric
MNapdeHTbes Hukonaii AnekcaHaposuy

JlvpekTop no undposM3aLmmn 1 HPOPMALIMOHHBEIM TEXHONOTVSM - HaYanbHUK [lenapTameHTa
unbpoBM3aLMK 1 aKCNyaTaLumy MHGOPMaLMoHHbIX TexHonoruit, MAO «PocceTtn»

Mopnepatop:

LLvnynuH AHTOH
PyKOBO,D,MTeJ'Ib ﬂpOI’paMMHOFO KomuTeTa
Kaspersky Industrial Cybersecurity Conference 2021



YetBepr, 9 ceHTabpsa 13:20 - 22:00

13:20 - 13:40

13:40 - 14:00

14:00 - 15:00
15:00 - 15:30

15:30 - 16:00

16:00 - 16:30

16:30 - 17:00

17:.00-17:30

17:30 -18:00

19:30 - 22:00

Hosblii noaxop k paspaboTke cucTembl HpopMaLmnoHHoii GeaonacHocTu

CeHcaums noa mykpockonom. Buencekuus nepeoro peansHoro kuéepmmmyHHoro yctporictea ans lloT — KISG 100
Ha KasperskyOS

O6ep,

CnyduHr rno6anbHbix HAaBUrALMOHHbBIX CMyTHUKOBbIX cnctem (GNSS) — HoBasi yrposa Anst KpUTUYECKOIA
nHbpPacTPyKTypbI

Kn6ep6esonacHocTb B Cy[OXOAHOM AeATENbHOCTU opraHusaumii. O630p MexXayHapOAHOro 1 POCCUICKOro
HOPMAaTUBHOrO pPeryanpoBaHust

[AvinnomaTuisi 1 3alwmTa KpMTUHECKO MHPPaACTPYKTYpPbl OT Kubepyrpos

MepepsbiB Ha Kode

HaBcTpeuy TbmMe — Bbik/lloueHNe (HEKOTOPbIX) CONMHEUHbIX NEKTPOCTaHUMIA (A3bIK Aoknaaa: AHrANACKUIA)

Tekywumii cTaTyc perynmpoBaHus NPOMbILLNEHHO knbepbesonacHocT B Typuun B CBETE reononTnkn n
cTpaTerum (s3bik Aoknaaa: AHrAMCKNIA)

Fana y>uH 1 LepemMoHus HarpaxpaeHus. Baikal Bar & Restaurant

Anekcefi [NeTyxoB
Pykosoantens Security CAD, Kaspersky

Anppeit Cysopos

eHepanbHbIil aupekTop, HMO «ApanTueHble MNpombiluneHHsle TexHonornum»
Makcum KapryxuH

JvpekTop no npopaxam, HMO «ApanTveHble MNpoMbiluneHHsie TexHonorumy

Makcum Bopoabko
Founder & CEO, GPSPATRON

Cepreii Pagolukesny
Manager, Ernst & Young

Oner Wakvpos
KoncynbtaHT, MUP-Lientp

LLtedaH MepnuvHr (Mepmanms)
Crapuwwii uccnegosatenb yrpo3 nipopmaumnorHoii 6esonacHocTu, Kaspersky

>xan Jemvpen (Typums)

PykoBoauTesb KOMaHzbl CePBICOB MO MPOMbILLEHHOI knbep6esonacHocTn, Cyberwise



MaTHuua, 10 ceHTabpa 9:30 - 13:00

9:30 - 10:00
10:00 - 10:20
10:20 - 10:40
10:40 - 11:00
11:00 - 11:30
11:30 - 12:.00
12:00 - 12:20
12:20 - 12:40
12:40 - 13:00

Ceccusi 1
Peructpauus

MocTpoeHune apbekTUBHON cUCTEMbI
obecneyeHnsi NHPOPMaLMIOHHO
6e30nacHOCTM Ha Npumepe rpynnbl
KomnaHwuii PocceTtn

Peanusauus npoektos ACY TN
BNEeKTPNYECKNX NOACTAHUMIA
B COOTBETCTBUM C TpeboBaHusmm D3-187

MynbTtuwmHa 10G undposoii
MOACTaHLMN — NOTEHUMANbHbIE
npo6emMbl 1 HOBbIE BO3MOXHOCTH
PasBMTMS 06BEKTOBOro Komniekca
nHdopmaumoHHoli 6e3onacHocTn

KpunTtorpadus Ans NpoMbILAEHHbIX
cuctem

MepepsbiB Ha Kode

LieHTp akcnepTusbl MHPOPMaLMOHHON
6e30MacHOCTU B 3NIEKTPORHEPreTnKe

Ku6epnonuron "Lindpposas aHepreTmka”.
WccnepoBanus n paspaboTiku pelueHnii
no o6ecneueHuio IB coBpemMeHHbIX 1
nepcnekTuBHbIX komnnekcos ACY TI

Kun6ep6eaonacHocTb cuctem ynpasneHus
COBPEMEHHbIX 06'bEKTOB
3NEeKTPOSHEPreTUKN — Apaiisep

VN TOPMOS3 B Pa3BUTAN

OMunTpuii XvxkmH
BamecTutens HauanbHuka [lenaptameHTa
obecneyeHuns 6eaonacHocTu, Poccetn

Anexceii ViBaHoB
Hesasucumblii akcnepT

Makcum Hvkanapos
HupekTop, OO0 «MHTennekTyansHble Cetu»

MapuHa CopokumHa
PykosoauTens npoaykTosBoro HanpaeneHus, Infotecs

Jles Manei
HauanbHuk cnyx6bl THPOPMaLIMOHHO 6e3onacHoCTy,
AO «CO ESC»

Anexcanap BonowwuH

[HvpekTop LlenTpa komneteHunii HTW «TexHonorum
TPaHCMOPTUPOBKIN SNEKTPO3HEPrn 1 pacnpeaeneHHbIX
VHTEeNNeKTyanbHbix aHeprocuctem», HAY "MBU*

Anekceii ['ypeBuny

WHaveuayaneHein uner CIGRE, uneH komuteta BS
CIGRE, cekpeTapb paboueii rpynnbl D2.51 komuteTta D2
CIGRE, uneH paboueii rpynnel no knbep6e3onacHoCTr
EnergyNet

Ceccus 2

MpakTuka knbepyueHuii — aenumecs
onbITOM

OnbiT HopHukens no cosaaHuio
nccnepoearenbckoii naéopartopum UB:
cpaBHeHne nnathopm knbepyueHuii

Mnatdopma Kaspersky ans moHuTopuHra
1 aHanusa uHumpaeHTos VIB — O630p HoBbIx
byHKUMIA

Kaspersky Open Single Management
Platform - XDR nnatdopma Ans BbisBneHus
W pearmpoBaHng Ha NHUMAOEHTbI noéoro
YPOBHS C/IOXHOCTN

Mnatdopma rpaHNyHbIX BbIUMCAEHU
Siemens Industrial Edge: nepcnektusbl n
6e3onacHocTb

Ha rpaHu nHpopmauvoHHol n dranyeckomn
6e3onacHocTW. 3almnTa NPOMBbILLNIEHHOM
MHPPACTPYKTYpbl OT APOHOB

YposHu 3penoctu ACY TI kak o6bekToB
3almnThl M NOAXOALI K YHUdMKaLMM cUcTem
3alWnThI

Cepreii Mosbiwes

Craplunii MeHeaxXep-pyKoBOAUTENb HanpaBneHus
«YnpaeneHne NHGOpMaLIMOHHON 6e30nacHOCTY,
CesepcTanb

Anexceii MapTbiHLIEB

P\/KOEO,ELI/WTeﬂb HaﬂpaBﬂEHVl‘;l perVIOHaJ'IbHOrO
CONPOBOXAEHUS 1 nHCnekuwii B,

MAO «MK «Hopunbckuii H1Kenb»

Masen TapaTbiHOB
ApXUTEKTOP LEHTPOB NH(GOPMALIMIOHHON
BeaonacHocTu, Kaspersky

AHTOH ViBaHOB
TexHuueckuin aupekTop, Kaspersky

AnexcaHap JlndaHos
PykosoauTenb HanpasneHus «[pombineHHbIe
KOMHb}OTepb\ n I'paHIAHHb\e BblYNCEHUS» Siemens

Bnaoumup Typos
Pykosoautenb npoekTta Kaspersky Antidrone
Kaspersky

AnexcaHap KapneHko
PykosoauTtensb HanpasneHus sawwmtsl ACY TI1u KU,
WHudpocucTembl Ixet



MaTHuua, 10 ceHTabpa 13:00 - 17:30

13:00 - 13:20
13:20 - 1340
13:40 - 14:00
14:00 - 15:00
15.00 - 15:20
15:20 - 15:40
15:40 - 16:00
16:00 - 16:30
16:30 - 17:30

Ceccusi 1

BesonacHocTb cucTem ynpaeneHus
Typ61Hamu B aneKTpoaHepreTunke

NN-BnaeoaHannTnka Kak MUHCTPYMEHT
KOPMOpaTUBHOrO PUCK-MEHeAXMEHTa B
MPOMBILLAIEHHbIX KOMMNaHUSIX

O6ecnevueHne foBepeHHol cpeabl
yAaneHHomn paboTel B pamKkax
MPOMbILLIEHHbIX OsbeKTOB

O6en
WcnonbsosaHne nnatdopmbl Anbbpyc B

VHPOPMALMOHHO-3aLLMULLEHHBIX
NPUMEHEHVSIX B NPOMbILLIEHHOCTN

Mpoueccops! Baikal - nnatdpopma

6e3onacHbIX oTeuecTBeHHbIX UT-pelueHnii

Opranu3auys 6e3onacHoro yaanéHHoro
AOCTYNa K NPOMBbILLIEHHBIM cUCTEMaM U

cucTemam ynpasneHus MHGpacTpyKTypoit

Vulnerability Assessment B ICS Ha ocHoBe

nH$popMaumn 13 Ny6ANYHBIX UCTOYHNKOB.
O uém monuart BeHpopbI?

MopgeneHne ntToros KoHpepeHUMn

AnekcaHgp KopoTuH
CreuvianucT no aHanu3y 3awmiieHHocTy, Kaspersky

['ne6 dbsikoHos
[IvpekTop no koHcanTuHry, NtechLab

KoHcTaHTuH PopuH
PykoBoanTENb TEXHNYECKOTO LIEHTPA,
00O «AlnTu BacToH»

KoHcTaHTVH TpyLwkuH
Bamectutens reHepansHoro avpektopa, AO «MLICT»

AnexcaHap MyTuH
[vpekTop no mapkeTuHry, Balikan OnekTpoHnke

Cepreit XananuH
PykoBoauTtenb cuctemHbix nHxeHepos, Citrix
BocTouHas EBpona n Poccus

ApTem 3UHeHKO
PykoeoanTens otaena nccnefoBaHns 1 aHanmaa
YSI3BUMOCTEN NHAYCTPUanbHbix cuctem, Kaspersky

Ceccus 2

Ataku APT rpynnupoeku Lazarus
Ha NpeanpusaTUS 060POHHOIA
NPOMBILLNEHHOCTU

Kak He cnomaTb: 4TO BaXXHO y4yecTb nepen, B

XOfi€ 1 Mocne peanvsauum npoekTa no
3awmTe ACY TMN?

PassuTue knbepbezonacHoctn ACYTN
B YCOBUSIX LM¢POBN3aLMN NPEANpUSTARA

MpakTuueckne noaxoapl K peannsauvm
cuctem KnbepbesonacHOCTU Ha
npombILuneHHbIx o6bekTax KUW ans
CYLWEeCTBYIOWMNX 1 BHOBb NPOEKTNPYEMbIX
OT / ACY TI. Peanusaums npoekTa ans
000 «IMI' ochoput»

MpoekTbl no 3awute ACY TI Buepa,
ceropHsl, 3aBTpa

KoHuenuus nHpopmaumoHHoi
6e3onacHocTu «posi» Kubepdusnueckunx
cuctem

OcHoBHblE CLeHapun peanusauum yrpos
Ha ACY TI1 v nx npenomneHune
Ha MeToanKy oueHkm yrpoz PCTIK

Bsauecnas Koneiiues
CTapLwuin nccnenosatesnb yrpo3 MHPOPMaLMOHHON
6e3onacHocTu, Kaspersky

EBrenuii Jpy>XuHuH
Benywwii akcnepT HanpasneHns HGOPMaLOHHON
6e3onacHocTu, KPOK

Bacunuiz LLlaypo
PyKOBO/:LV\Teﬂb HaﬂpaEﬂeHV\q CTpaTeFVNeCKOJ’O
MapkeTuHra, Emerson

OmuTpuii XomeHKo
[vpexTop aenapTameHTa nHGOPMALMOHHO
6esonacHocTu, MIPOMTEX

Wropb Pbixos
PykosoauTenb HanpaeneHus LieHTpa npombilneHHo
6e3onacHocTu, AO HUM <MHpopm3samTar

AmuTpuii Mpasrkos

JupekTop HayuHo-06pa3oBaTenbHOro LeHTpa HoBbIX-
nHPOPMaLMOHHO-aHannTuYeckux TexHonoruii (HOL,
HWAT), PT'Y Hed v n rasa (HAY) um. UMIy6kuHa

Anekcein Jlykaukuin
BusHec-koHcynbTaHT no 6eaonacHocTy, Cisco



