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Cewmb waros agpekTnBHON 3awmTbl ACYTT]

[MpnmeHeHune whitelisting n end point 38*
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YMeHbLUEeHNe NoTeHuuansHom obnacTtu atakm 17
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MOHUTOPUHI aKTUBHOCTU
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*Reference: Department of Homeland Security: Seven Steps to Effectively Defend Industrial Control Systems.
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https://ics-cert.us-cert.gov/sites/default/files/documents/Seven Steps to Effectively Defend Industrial Control Systems_S508C.pdf

Cemb waroB adodektnBHoM 3awmTtbl ACYTT

1. Whitelisting n Endpoint.
Whitelisting npunoxenun ans cuctemsl DeltaV - octaHaBnmBaeT crnyyanHoe BbINOSIHEHNE BPEOOHOCHbIX nporpamm. dann He
HaxogsLWwmMnca B «6enom crnmcke» Ha 3ToM YCTPOUCTBE, He MOXET BbITb BbiNofTHEH. Endpoint Security ansa cuctem DeltaV
obOHapyXuBaeT 1 ygandeT UM noMeLaeT B KapaHTUH CKPbITbIE UMK CrisLue BPeAOHOCHbIE nporpamMmbl (Ha 6a3e Kaspersky
KICS for Nodes).

2. YnpaBneHme oOHOBNEHUAMU M nNoaaepKaHMe aktyanbHbiX Bepcuun MO

ABTOMaTn4yeckoe pacnpocTpaHeHne OOHOBIIEHUI NPU HANNYUKU U CODNOAEHUM NONNTUK U Npouenyp rapaHTupyeTt Yyto Bawwa
3alnTa He UMEET N3BECTHbIX ysa3BumMocTen. [1na cuctem DeltaV gocTtyrnHO aBToMaTM4eCKOe pacrnpocTpaHeHne obHOBNEHNI
yepes cuctemy Guardian Software Update Delivery Service (GSUDS)

3. YMeHblleHMe noTeHunanbHOu obnacTu aTakm.

Habop nonutuk npu cosganHum ACYTIT pekomeHgoBaHHbIn anga DeltaV
N3onupynte cetn ynpasrieHUs TEXHONMOMMYECKUM NPOLIECCOM.
OTKNIOYNTE BCE HEUCMNONb3yeMble CNYXObl B CETU ynpaBieHNA TEXHOSTOMMYECKMM MPOLEeCCOM.
cnonb3ynte bpaHamMayapsbl, rae 3T0 BO3MOXHO (HE TOSbKO AN NOAKITIOYEHUST K BU3HEC-CETSAM).
3abnokMpynTe Hencnosib3yemble NopTbl U CITYXObI.
3abnoknpynte BO3MOXHOCTb nameHeHus MNMMO B yanax ACYTI
&
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Cemb waroB adodektnBHoM 3awmTtbl ACYTT

4. 3awmeHHas cpega

BHenpuTe perynspHble ayauTbl kKnubepbesonacHOCTMW.

Cetn ACYTIT gormkHbl 6bITb CErMEHTUPOBAHbI.

BO3MOXHOCTb NOAKITIOYEHUSI CbEMHbIX HOCUTENEN OTKIOYEHa, 4O TeX NOop, NoKa 3To HE NoHagobuTcs.
Hewncnonb3yemble NopTbl KOMMYTaTOPOB 3a0r10KMPOBAHbI.

5. YnpaBneHue 4OCTYNOM

B DeltaV BCTpO€HbI NONUTUKN UCMONb30BaHMS U pasrpaHMyeHust npae norb3oBaTenen.
Ncnonb3yloTcs He3aBUCUMbIE OT KOPNOPaTUBHOW CUCTEMbI YYETHbIE 3aMUCH.
[0 BO3MOXHOCTW UCMONb3yeTcs MHOrodakTopHasa ayTeHTudunkaums.

6. MOHUTOPUHI aKTUBHOCTH

NHpopmaums o 6esonacHocTn 1 ynpasrieHne cobbituamm (SIEM).
OtcnexusaHnue IP-Tpaduka B ceTn ynpaBneHnsa Ha npeaMeT BpegoHOCHbIX MOAKIYeHA 1 / nnu cogepxmnmoro (Ha 6ase
Kaspersky KICS for Networks).
BcTpoeHHble cpeacTBa Asisi pe3epBHOIO KOMMPOBaHUS 1 BOCCTAHOBIIEHUS.
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Cemb waroB adodektnBHoM 3awmTtbl ACYTT

7. BHegpeHue ynaneHHoro 3alMiueHHoro gocryna

OTcnexusanTte U NPUMEHANTE NONUTUKU N Npoueaypbl yaaneHHoro 4ocTyna.
CoennHeHna HacTpauBaloTcs U paspeluatorca ICS.
AKTMBHOCTb NOAKIMOYEHUN OrpaHnyYeHa TeM NepUoaoM, Korga OHM HEODXoaUMBI.
cnonb3yetcsa MHOrogakTopHasi ayTeEHTUdUKALNIO U «OXKaMn cepBepa» ANns NOAKMOYEHUN, UCXOOAWMX N3 BU3Hec-ceTen n
BHelwHnX VPN ceten.
cnonbayetcsa nnatdopma yrnpasneHna nonutnkamm 6e3onacHoCcTu, Kotopasi aBToMaTmsanpyet n obecneunsaet 6e3onacHbIn
OOCTYN C y4ETOM KOHTEKCTa K CETEBbLIM pecypcam.
Cisco Identity Services Engine (ISE) - aTo anstepHaTtuBHbIN CEPBUC, Npeasiaratomm npuMeHeHne rnonnuTmnK
B6esonacHoCcTK K ntobomy yaaneHHoOMY yCTPOMUCTBY / nonb3oBartento, nogkntoyatouwemyca K ICS n3 nokanbHom dusHec-
ceTn unn 3a npegenamu npeanpuatuda Yepes VPN-coegnHeHue.

EMERSON
METPAH



TexHnyeckme cpenctea 3awnTbl MHopmauun INTK DeltaV.
KommyTaTtopbl DeltaV Smart Switch

OcobeHHOCTH

. He ncnonb3yemblie NOpTbl KOMMYyTaTopa 6roKMpYyHTCS
HakaTmem OgHOW KHOMKK (Mnn rno ucrevyenmm 60
MUHYT).

. ABTOMAaTUYECKOE onpeaeneHne HeKOTOpPbIX man-in-
the-middle aTak.

. [unarHoctnyeckasa nHpopmauma aBToMaTUYeCKu
HanpaBnseTcs Ha ctaHuum MNTK DeltaV.

. «3epKanupoBaHue» BXxoasawero Tpaguka BblIbpaHHbIX

NOPTOB KOMMYyTaTOpa Ha BblOpaHHbIN NOPT ANs
MOHUTOPUHIa C NOMOLLIbIO CPeaCcTB aHanmsa ceTeBoro
Tpadduka Takmx kak KICS for Networks.

rrrrrrrrrrrrr

Bbicokas cTteneHb 3aluThbl NepuMeTpa TEXHONOMMYEeCKon CETH, NErKoe pa3BEpTbiBaHME, LEHTPaNn3oBaHHOE

yrnpasrieHne n MoHUTopuHr BE3 yctaHoBku gononHutensHoro [MO. &
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TexHun4eckmne cpeacraa 3awwmTtbl MHPpopmauum INTK DeltaV.
[pombiwneHHbIN MexxceTeBou akpaH DeltaV Firewall-IPD

OcobeHHOCTHU

«lpo3payvHbIN» MeXceTeBOW 3KpaH.

IPD — CpefcTtBo npegoTBpalleHns BTOPXKEHNN.

dunerpauma KomaHabl «pa3broknpoBaTb» A4 Y30B
DeltaV ypoBHsi aBTOMaTnsauum L1.

duneTpauma KomaHgbl «pa3brokupoBaTb» Ansa y3nos SIS
DeltaV.

,D,OCTyI'IeH C MegHbIM N ONTUYECKMU NMOPTaMN.

HatueHoe pewenue ans MNTK DeltaV, paboTtatouiee «u3
KOPOOKMN».

HoBoe KOMOUHMpPOBaHHOE peLLeHne, coveTatolee dpyHKUMOHanbHble Bo3MoXXHoCTK Controller Firewall n &
SIS-IPD. Pexxnm 6510KMPOBKU MPOXOXKAEHUS KOMaHA, YyNpaBnseTCsl «XKene3HbiM» AUCKPETHLIM CUrHaNoM. EMERSON



TexHnyeckume cpeactea 3awnTbl MHopmauun MNTK DeltaV.
[MpomblLneHHbIN MexceTeBoun 3kpaH Tofino Xenon

DeltaV Workstations
TR ER K

. HauunHas ¢ Bepcun 13.3.1 B [1TK DeltaV, kak 4ONONHUTENBHbIN
NPOAYKT, NoaaepKuBaeTcs NPOMbILLNEHHbLIN MEXCEeTEBOW 3KpaH

EOR— Tofino Xenon.

Tofino Xenon pekomMmeHayeTcss NCnosib30BaTth Npu MHTErpauum
JICAY B INTK DeltaV.

OcobeHHOCTU

Controllers & /O
‘FEREE

BbinonHeHne yHKLUN MEXCETEBOIO SKpaHMPOBaHMSA Tpaduka.

MNopaepxka 6onee 125 IT n NPOMbILLNIEHHbIX
Industrial f§ - B, KOMMYHMKaLMOHHbIX NMPOTOKOSOB.

Networks Firewall .
[my6okun ananna naketos (DPI) onsa npotokonos Modbus TCP,

' EtherNet IP n OPC.
PL.C:SJJED#S ol seees

HacTtpaunBaeTcsa ¢ NOMOLLbO UHTYUTUBHO NOHATHOMO rpadpuyeckoro nHtepdenca,
KOHJoUrypmpoBaHue He TpebyeT rnybokux saHaHum B cdepe IT.
AHanorn4yHo DeltaV Firewall-IPD nmeet pexnum 6r10KMpPOBKK, yrpaBisieMbl «XKefne3HbIM» OUCKPETHBIM CUTHANoM.

METPAH
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TexHu4yeckune cpeactaa 3awuntbl HGopmauun INTK DeltaV

Emerson Smart Firewall

3awmTa nepmmeTpa
cetu INTK DeltaV

4 bmMmz
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DeltaV Firewall-IPD

3awuTta cetu
KOHTPOnnepoB
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TexHunyeckme cpeactea 3awnTtbl MHopmMauun MNTK DeltaV.
_2-X (paKkTopHas ayTeHTUPUKaLnS

METPAH"

» DeltaV Logon
Current user: ADMINISTRATOR _“
m
|PLANET =l Cancel I
™ Use Siant Card Logor
User name:
JADMINISTRATOR =] Logoff |
| Password:
| | Change Password
[ Deltaviogon ™
[nsert a smart card- Eee e
Computer [ 1]
{PLANET ~| Cancel |
¥ Use Smast Card Logor]
Other Credentials .‘ Logoff '
Insert card and enter PIN:
[
[ByxdaktopHasa AyTeHTudukaumsa c NpumeHeHnemM COBMECTUMbIX &
¢ Windows Crypto API Smart Cards n Smart Card Readers EMERSON



[1lporpammHbie cpeactBa 3awunTbl MHPopmauuu INTK DeltaV.

[lpunoxexune DeltaV User Manager

Bo3amoxHocTHn

. NHTerpauus c gucnetyepom
noneb3oBaTtenenm OC Windows.

. YnpasneHue rpynnamu
nosis3oBaTenen.

. YnpasneHue npaBamu
[OCTyrna nosfib3oBaTesen.

. [MpunoxeHne MoXeT ObITb
3anyuweHo Ha nobon paboyen
ctaHummn\cepsepe NTK DeltaV.

METPAH

o1 Delta¥ User Manager USAUST-TEST3543 [_[O]
File Cdt Wiew Reporks Tools Window lslp
b2 2l2e
F Users A= EF || =) Locks: MR EE || - 515 Locks o | I
User Mame Full Marme Description Lacks Type Description SIS Lacks Type Descripticn
ADMINISTRATOR, Bult-in account For admnistering the computerfdamain Alarms Wite SIS Alarms Write
CONFIGURE Batch Cperate Write: 515 Can Calibrate Write:
EMERSON Build Recipes Write: 515 Can Corfigure Write:
Guest Bult-in account For guest access to the computerjdomain Can Calbrate Write: 515 Can Download Write:
JEMNY Can Configure Write: SIS Contral Write:
KERMY Kenny Can Download Write: 515 Diagnostic Write:
MAINTAIMER Contral ‘Wiite: SIS Mo Access “Wirite:
CPERATOR Diagnostic Write 515 Restricted Control — Write
SI5_COMFIGURE Restrictzd Control Write 515 User Lack 01 Write
SUPERVISOR System Admin Write 515 User Lack 02 Write
System Records Write 515 User Lack 03 Write
Tuning Wirite 515 User Lack 04 Wirite
User Lock 01 Write SIS User Lack 05 “rite
User Lock 02 Wiite SIS User Lack 06 “irike
User Lock 03 Wiite SIS User Lack 07 “irike
User Lock 04 Wiite SIS User Lock 08 “irike
User Lock 05 Wiite SIS User Lack 09 “irike
User Lock 06 Wiite SIS User Lack 10 “irike
Vzer | nck N7 ke 515 Warsinn Crnkrnl ke
User Lock 0F Write:
_ ¥ Groups 100X | userLackns Write
GEroups Descripkion User Lock 10 White
IMaintenance Wireless Provisioning Write
Operate
SIS Enginesring
SIS Operate
SIS Supervise
Supervise
Tune
4] | || K1 | |
For Help, press F1 [ om0 |

&

&

EMERSON



[TporpammHble cpeacTtBa 3awnTbl MHpopmauum [NTK DeltaV.
[MpunoxeHune DeltaV Security Administration

L ot Appicatiors Ieok  Hek

3| X | =

Contents of ‘wireless /O Nezwork

s Wireless 110 Network LABECYBRE | HET W oW

B INTK DeltaV 13.3.1 1 BbilLe AOCTYMNHO

= DeltaV_System
Lbrary

npuroxeHmne ajJid MOHUTOPUHIa COCTOAHUA U o

& Contral Strategias

HacTpoek 10 TTK. he—

+1- Yy Equipment Trairs
3, AREA_A
i AREA > T
5 EXTERIOR_PANT ¥ Deltav Security Administration
- g SIMULATION Hab

gty Fhysical Netwerk
L;@:‘;Ts:i::&x il Manage BuiftIn Accounts
"B il Deltay Builtn Interactive Ussre

= DeltaV Security Administration

Audit Report Showing Differences

The Windows Services Audit shows the curre

erices on the work
n highlighted (see Hig
5. orto add the s an approved
*a2 s source, Note: Missing or new services

st of the Window
B - a8 B Doy uiinsopcaiontras | o e DD e e b
03 M O)i( H o CT M - 10 Network DettaV Service Account Password change. right click on a changed service that has a “current
ol Wireless 10 Netwerk Windows Administrator Account cannotbe resetbut can be added as an approved change
- i SI5 Network =1-Window Seraces on the Workstabon
Current Settings

etting

Changed #:2  Mis or New Sendces. 0 Exportto XML
el Files o the Wor Aoproved 20 Total Count 223 D Exportte Y Eprile Fi
Current Settir N B Start Log OnAs & o2
. OHTPOJIb COCTOAHUSA CEPBUCOB L o B oo
‘Audit Report Showing Differencs DetaV Running Auto ADeltaVAdmin Current State
. - Windowrs Fireweall for DelaV Works! DetaV Runing  Manual A\DeltaVAdmin Dedtal Defaut
Manage Firewall Rules for DeltaV
WI N d ows v Remote Regity Somed o e e | OateniSiae
.

Audit Hightlight Chart NT '
ightlight Cha Flemote Fegily Running  Auto UTHORIT L edSeice | DelaY Defaut
Yellow Highlight  The Seice seings are
- difierent. Both the currert state of the Senice b
° KO H T Oﬂ b eJ—I O CT H O CT I/I a M n O B and the Service state as configured by Daltay | | Al Rutee Setvice Stopped  Dicabled | 11ion it oraSevice | B9
displayed so that th vice settings c. o
oo displayed Yo Bt b Serics sstingt o 4o Readiess Stopped  Mawsl | Looalystem Boh

be compared

Active Instaler (Axin: Stopped | Disabled | LocaBystem Both

_ The Sewvice is either new or Applcshon [dentty Stopped Disabled NT Authealy\LocaService | Both

missing. I the Sourcs field of the Gervice is 2eriiaion Inialion Stopped  Manual Lacabysten Boh
. ‘CurrertState.” then ti a new Servios that NT

was not on the workstation when DeltaV was Aopicabon Layer Gatoway Somace | Stopped  Disabled | 3 \ruini o ocaSersice | BOM

installed. lithe Source field is “DeltaV Default”

Wi e GaRics hiy b sh vedoad! appivation Mensgement Stopped  Dissbied | Locabiystem Both
Green Highlight' The Senvice was once red or AppX Deployment Service (AppXSVE|  Stopped Manus| Localsystem Both
e HTerpauuna ¢ WWindows rirewall. ot chargo o oSS | T s e FONI - Fme
Teugonaphme s hanged Senosbyalath Background rtaligent Transfor Serviee | Stopped  Disatied | Localsystem Boh
g Backgownd Tasks Infiasiuctue :

It a Service is highlighted in yellows. only the Sanice Runnng  Auto Localiystem Boh

“Gutrent State” ey can bs added as an o
° npasJrieHne BCTPOEHHbIM aKKayHTaM. sosrmd Chn Bl e Fens A Wl cncasenen 900
For Heb, rez L Toremove a Serd Bitlockes Diive Encypicn Sovice | Stopped  Disabied | booalsystem Both

Change list, right cl
highlighted in green

Block Level Backup Engne Service | Stopped  Disabied Both

EMERSON



[TporpammHble cpeactea 3awnTbl MHpopmauum N TK DeltaV.

_DeltaV Network Device Command Center

Bo3mMoXxHoCcTH

. MOHUTOPUHI COCTOSIHUS CETEBOIO
obopynosaHus INTK DeltaV (Smart Switch,
Firewall-IPD, Emerson Firewall).

. KoHdourypmposaHue kommytaTtopos [1TK
DeltaV (Smart Switch).

. BepneHne ctaTUCTUKN ceTeBoun
aKTUBHOCTW.

g MOHUTOPUHT COObLITUI GEe3onacHOCTM.

. PyLIHaFI N aBTOMaTnN4eCKad 6J'IOKVIpOBKa
HENCNOJ1b3YyEMbIX NMOPTOB KOMMYTAaTOpPOB.

L Network Device Command Center

= E_ DeltaV Area Control Network
= {) Decommissioned Switches

) oo:22:€5:10:€2:14

00:22:€5:12:3F:D2
= ) Commissioned Switches

SX_RMS_PRID1_$X
SX_UTL_PRID1_SX
=} jg DeltaV Remote Network
=i () Decommissioned Switches
P Primary Network
= @ Commissoned Switches
P Primary Network
=) & Other Network (PLANT LAN)
= 1) Decommissioned Switches
N Network
= () Commesioned Devices
=N Network
) L25_FIREWALL_$W

§ SX_CENTR_PRI_$X

For Help, press F1

[= & Network Device Command Center (on PROPLUS133)

= P Prmary Network (PRIMARY ACN)

= P Prmary Network (PRIMARY ACN)

= =0
| SX_CENTR_PRI_SX Office Building 2
| Property Nome | vaive | Location Desaription | =
Security =]
™ Locking Status LOCKED Switch locking status
"= Lock Timer Timer before switch locks down automatically
™™ password Age 44days Determines (in days) the countdown hardware alarms are...
Alarms =]
P E/=Smart Switch Command Center I [ 3
= anep | 1005 el ]
=y || EEs Delav System R_WATER_TRET1_$x Z]
™ ADVISE - Decommissioned Switches Property Name | value | Description [ -
LB P Frimary network Security E]
Current St 1) 00:z2:ES:EL:7RES
= 1) oo:zzESELTC:20 ,-E—ankinq Status UNLOCKED Switch locking status
Power Sy 0 0022 ESELTC:3 "=\ ock Timer Timer before switch locks down automatically
™ power Su . S Secondary Network -
W Chassis T 1)) oo:zz:ES:00:08:F2 Alarms =]
G onal Re 1) 00:22iES:ELPCD4 - - o ]
-0 Commissianed Switches comm Determines if a COMM alarm is active on the switch or not
&P Primary Network TEFALLED Determines if a FAILED alarm is active on the switch or not —
1_’35_]_5_ ' BOILER_1_CHTL_$x ,-E—MA[NT Determines if a MAINT alarm is active on the switch or not
L1 v B 5 Secondary Network = ADVISE Determines if a FAILED alarm is active on the switch or not
1.2 N T WATER_TRETI 4% -
21 Y Current Status =]
22 N i
¥4 v Zramer Supply L Good Status of power supply 1
24 N = Pawer Supply 2 Good Status of power supply 2
25 N assis Temperature 36 degrees C Switch chassis temperature
26 N = signal Relay Closed (OK) Specifies whether signal relay is activated on the switch o...
27 N ™ piscovery Protocol  Read-only Status of the Discavery Pratacol for the switch ~|
28 N ‘Ql
Part | Enabled | Node Name | Port Lack Address | Port Lacking vidlation |
1.1 Yes (1dle) Mo
1.2 Yes (One attive) Ho
1.3 Yes (1die) Ho
1.4 Yes (One active) Mo
15 Yes (1dle) Mo
1.6 Yes (1die) Ho
1.7 Ves (Tdle) Mo
1.8 Yes (1dle) Mo
For Help, press F1 Ll 2

MpunoxeHne obecnevymBaeT ynpaBneHne u MOHUTOPUHI HaTUBHbLIM ob6opyaoBaHuem MTK DeltaV.

METPAH
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[ lporpamMmmMHbIe cpeacTBa 3awmnTbl MHQopmMauun [TK DeltaV.
HacTpoinka BCTPOEHHbIX MEXaHM3MOB 3aLunTbl MHPpopmaummn OC
“Windows

Bo3moXHOCTH /\

[na MTK DeltaV gocTynHbI napameTpbi C I S Center for Internet Security®
KOHDUIypaLMK HacTPOeK 6e3onacHoCTy °

onepaunoHHon cuctembl Windows,

NoAroToBNEeHHbIE HA OCHOBAHUK

6eHumapk-cnuckoB opraHnsauunm CIS.

KoHdurypmnpoBaHme HacTpoek

6e3onacHOCTN MPOUCXOOUT B MOMEHT c s h k ™
ycTtaHoBKkK cneuuaneHoro MO MNTK @ I Benc mar S
DeltaV.

[ns npymeHaeMbIx NnapamMmeTpoB
6e3onacHoctn OC Windows, cyuiecTtByeT
nogpobHoe onncaHne ons NpUBEOEHNS B
COOTBETCTBME C KOPNOPATUBHbBIMM
cTaHgapTaMu 3akasyuka.
&

EMERSON



| l]porpamMmHbie cpencTtea 3awunTtbl MHPopmMauum I11TK DeltaV.
CepBwuc pacnpocTtpaHeHnsa oobHoBrieHnn IO B pamkax nporpamMmsbl
_TexnogaepXKku

Bo3mMoXxHoCTH
QCUARDIAN &

EEEEEEE

KomnnekcHas nporpamma cepBUCHOro 06CnyXnBaHma u
nogaepxkn Guardian, BkntovaeTt B cebs Guardian Software .
Update Delivery Service (GSUDS) — cepBuc nony4yeHus vl ) ‘
o6HoBMNeHW 1 ncnpaenexuii MO MTK DeltaV. vt otV Y
3akasuumkm nony4yatoT 06HOBNEHNA ONS NPOAYKTOB S\
Bxoaswux B coctas MO MTK DeltaV, npeasapuTensHO -
npowealwmne TeCTMpoBaHMe Ha COBMECTUMOCTb CO @
cneumanbHbim 10 MNTK.

Takum 06pa3om pacrnpoCTPaHAKTCS: %ﬂ%‘;g‘@"

«  O6HoBneHunsa n ncnpasnexma ans OC Windows.

*  CcbInku Ha OBHOBMEHNA U UCNpaBieHUs NS
aHTusmpycHoro [10.

«  OOHOoBNEHUS N UCnIpaBneHNa ansa AONONHUTENbHbIX
npoayktos NTK DeltaV (Taknx kak AMS Device Manger,

AMS MHM un 1.4.). &

EMERSON
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[TlporpammHbie cpeacTsa 3awmTtbl MHPopmauum [NTK DeltaV.
[TporpammHbin npogykT DeltaV Backup & Recovery

PelueHne KkomnaHum OMEPCOH AN pe3epBHOro KonmpoBaHua U BoccTaHoBneHnst nHdopmauum NTK DeltaV, ocHoBaHO
Ha npogykrte komnaHuu Acronis (Acronis Backup & Recovery).

Pe3sepBHOe KonupoBaHue

-2 Acronijs’
¢ B :
. [To3BongaeT Npon3BoaUTL pe3epBHOE : 5 A::::ci :‘q‘““verv 115 g PelwleHne ons Bcex TMnos
- SEIVer ror Windows -
KonnpoBaHWe Ha perynapHom OCHOBE. E | ctaHumn MNTK DeltaV.
. [oTOBOE pelweHune ans INTK DeltaV. Te . Moopepxka pexxmma Universal
. O6ecneyrBaeT LeHTPanmn3oBaHHbIN, restore (BOocCTaHOBMeHwe Ha
& OPYromM «Kenese» ¢ 3aMeHou

BoccTtaHoBneHue u3
pe3epBHbIX KONMUN

/ ATH)(,‘.‘

yOaneHHbIW KOHTPOb 3a NpoLeccoMm
pe3epBHOro KONMpoBaHMA U
BOCCTaHOBJIIEHUS.

apansepoB 0b6opyaoBaHUS).

&

EMERSON



[MporpammHbie cpeactBa 3awuTbl MHPopmauuu INTK DeltaV.

KOHTPOSb N3MEHEHUU

Bo3moxHocTu

3anucb U3MEHeHUIn KoHdUrypaumn.

HarnagHoe otobpaxeHne naMeHeHuin B
KOHpurypauun.

Bo3MOXXHOCTb OTKaTa K NpeablayLLnm
BEPCUAM.
Co3naHue oT4eToB 00 U3MEHEHUSAX.

OT1obpakeHne ngeHTndnKkaTopoB BEPCUN
AN 3arpy>keHHbIX 31EMEHTOB.

ABTOopu3auus 3arpyskm moaynen NA3 (B
3aBNCUMOCTM OT ypoBHSA SILoT 1 o 5
SNEKTPOHHbIX NOANUcen).

AsTopusauma TectoB A3 (B 3aBUCMMOCTH
OT ypoBHA SIL 0T 1 0O 5 3NEKTPOHHbIX
nognucen).

ABTOpM3aLUUs peLenTos.

METPAH"
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. 3alUULLEHHBIN YOaneHHbIn OOoCTynN

alan Active
CISCO. Directory
Identity Services Engine

HHHHHHHE
.

h rd -
LA,
I ‘w‘/ | Renote User

Business Network

PR T T N

Cisco Switch

Firewall |
e —

DMZ :

Emerson Smart

Firewall WEsssns erse gl
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Professional Plus

DeltaV =
Controller n:
Firewall | =,

DeltaV ACN

I Terminal Server
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METPAH"

YpaneHHbI nonb3oBaTesb NoaknovaeTcss 3 busHec-ceTu.
ISE npMeHsieT NonMTUKM 6e30nacHOCTM ANnst HOBbIX
YCTPOMNCTB.

[Tonb3oBaTernib BBOAUT yYeTHble AaHHble (OBYyXd)aKkTopHas
ayTeHTudunkaumns).

ISE npoBepsieT y4eTHble AaHHblE C NOMOLLLIO Active
Directory.

ISE oTnpaBnseT cnncok ynpasneHns oCTynomM Ha
KOMMYTaTop, K KOTOPOMY MOAKSTHOYEH yAaneHHbIN
nofb3oBarterb.

CornacHo crnmcky KOHTponsa 4OCTyna, Nonb3oBaTenNb
3abnokunpoBaH ans «Cepsep nepexonoBy.

[Tonb3oBaTenb yCTaHaBNMBaeT yaareHHbIN ceaHe Ha
npuknagHon padboyen ctaHUMn ¢ «cepBepa nepexogoBy.
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TexHunyeckume cpenctea 3awnTbl MHpopmauun INTK DeltaV.
KomaHga 6nokupoBku ana y3nos HenstaB (Firewall-IPD)

Haunnas ¢ Bepcumn 13.3.1, y3nbl INTK DeltaV (Takne kak KoHTposnnepsbl, CIOC, WIOC) He npuHMMaloT creaytowimne
KOMaHAbl, €CIIN HAaXo4ATCS B 3aWMLLEHHOM PEXNME:!

( R
« 3arpyska. DeltaV v13.3.1

BbiBoa 13 paboThl.
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*  OOGHoBrneHue.
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ApXnTEKTypa peLlleHnsa no nHdopmMmaLMoHHON 6e30MacHOCTH

GSUDS

Emerson Smart Firewall

DeltaV Backup and

ﬁ!ﬁm_ m Tofino Xenon

@ 1
&y il &
@ EMERSON.
e v

METPAH"
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beclLioBHOe pacLumMpeHne CUCTeMbl

kKnoepsawuntol ACY

METPAH"

DeltaV
Security
Administration

Emerson
Smart
Firewall

DeltaVv
Backup
&
Recovery

DeltaV
Database
Administration

Firewall
IPD

DeltaV 2FA

DeltaV
Domain
CIS GPO
Hardening

DeltaV
User Manager

DeltaV
Version
Control

DeltaV
FlexLock

DeltaV

Network Device
Command
Center

Kaspersky
KICS for Nodes

DeltaV
Application
whitelisting

KICS NSM
Network
Security
Monitor

DeltaV SIEM
Security
Information
and Event
Management
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CoBmecTtumocTb CepTudukatbl U NMNLEH3UN

. JInueH3una Ha gessTeNnbHOCTb NO TEXHUYECKOW 3aLuuTe
KoHdmaeHunanbsHoM NHopMaunm.

%
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. JTnueHsus Ha geaTenbHOCTb No pa3paboTke u
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Cnacubo 3a BHUMmaHue!

DELTAV

NHdopmaymoHHas 6e30nacHOCTb
BOlNPOCbHI?
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