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Gartner 2020 Competitive Landscape for OT Security

OT Endpoint Security
OT Network Monitoring and Visibility

Anomaly Detection, Incident Response and Reporting

A SERNEE RN

OT Security Service

MokpbiTue Wupe, yem y nioboro gpyroro BeHpopa

Gartner Competitive Landscape: Operational Technology Security, Ruggero Contu, March 2020.
GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and is used herein with permission. All rights reserved.



OT3biBbl KNeHToB B Gartner Peer Insights for OT Security

KICS otmeueH Hanb6onbwmm uncnom “5-star” o63opos

Ton 3 npnumH nokynku KICS no MHeHWIO KNNEHTOB:

Kaspersky

1. BrenpeHve nHHoBaumi Operational Technology Security
2. CobnogeHne TpeboBaHWin perynsatopa 1 oLeHka pUCKoB
3. YnpaBneHve 3aTpaTamu

Ton 3 kauecTea KICS, noBnmnsBLIMX Ha peLueHe O NOKYMKe: 4.7 ***** 9 5% |.

87 verified reviews » Recommend

1. Poapman npogykTa v BugeHue byayLiero
2.  DyHkumoHan 1 BbICTPOAENCTBIE NPOAYKTA

3. CwunbHas cepBuUCHas NoOAaep KKa .
Bonblue peTtaneia:

https://www.gartner.com/reviews/market

/operational-technology-security

As of 12 Aug 202



https://www.gartner.com/reviews/market/operational-technology-security
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Severity of security issues

. Industrial zone
Level 2 2 ;
o - Site operations
Cell area Cell area and control
Basic control Area supervisory

control

109

Cell area

Issues in main industrial
process network with PLCs
can directly impact automation
process by altering or
disrupting production.

91

Industrial zone and cell area

Compromise of management
systems of industrial process
might lead to loss of operations
control and visibility of
automation process.

2

External networks

Potentially adversary

can get access to some
systems or networks from
Internet.



Ucnbitanna « MITRE ATT&CK Evaluations for ICS» 10

2021 - MNepBble ncnbiTaHUS PELLEHN MO MOHUTOPUHIY 6e30MacHOCTN CeTel
ACY TIM Ha ocHoBe 6a3bl TexHuK aTtakyowmux MITRE ATT&CK for ICS

Kaspersky Industrial CyberSecurity for Networks oanH ns natmn yyactHukos.

e Armis

* CyberX, a Microsoft company

* Dragos

* The Institute for Information Industry

« Kaspersky
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https://medium.com/mitre-engenuity/announcing-the-att-ck-evaluations-for-ics-fall-2020-cohort-19fb6a1df164
https://medium.com/mitre-engenuity/announcing-the-att-ck-evaluations-for-ics-fall-2020-cohort-19fb6a1df164

YXusHeHHbI unkn paspabotikm KICS for Networks ceptnduumposaH Ha IEC 62443 Part 4-1

CraHpapt M3OK 6244 3-4-1:2018 be3onacHocTb AN CMCTEM YnpaBneHUs U NPOMbILLIEHHOW
aBTOMaTUKN: TP€b6OoBaHNS K XXUBHEHHOMY LKy 6e3onacHoi pa3paboTkm NpoaykKTa

KICS for Networks nepBbiii npoaykT B Mupe B cBOel kaTeropumn
npowen cepTudmrKaumio Ha YpOoBEHb 3penoCT NPOLLECCOB
6e3onacHol paspaboTkm ML-3 (ML-4 makcrmanbHbliA)

* bBonblag cTeneHb yBepeHHOCTM B 6€30nacHOCTM NPoAyKTa
* BeposTHOCTb ysI3BMMOCTE MaKCUMarbHO CHMDKEHa

*  Jlyuwme npakTuUKmn NporpamMmmMupoBaHmns

* BcecTopoHHee TecTMpOBaHNS N BOKYMEHTMPOBaHNE

TOVY
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Certification according to IEC 62443

Security for industrial automation and control systems
Part 4-1: Secure product development lifecycle
requirements (IEC 62443-4-1:2018)

In accordance with TUV AUSTRIA SERVICES pracedures, it is hereby certified
that

Kaspersky Lab JSC
Leningradskoe sh. 39A bid.2
125212 Moscow

Russian Federation

applies a soct
ata maturity I

CERTIFICATE | CERTIFICAT | CERTIFICADO | CEPTUOUKAT | 3ulyst | 4 | 21M

ZERTIFIKAT
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I'Iporpamma coTpyaHun4decTBa C uccnepoBate/ZibCKumMmm na60pa'ropm||\n|n n yHUBepcutetamm 12

Mpodunb napTHEpOB

BY3bl, uccneposaTtenbckme aenapTameHTbl NPOMbILLIEHHbIX KOMMaHWA, LLeHTPbl
MoHuTopuHra (SOC), LeHTpbl pearnpoBaHuns Ha nHUMAeHTbl (CERT and CSIRT),
W Apyrve opraHu3auum y KoTopbix ecTb nabopatopun/ctenabl ACY TMun
KOTOpblE NPOBOASAT NCCNEAO0BaHNS U 06yYeHne cCneumnanmcToB

Bbiroabi

* BecnnaTHble NULIEH3MN Ha NPOAYKTbI AN 3aAaHHbIX Lienei
« KICS for Nodes — Industrial Endpoint Protection
* KICS for Networks — Industrial Network Anomaly Detection
¢ MLAD - Process Variables Anomaly Detection
+ OkcnepTHasi nopAepXKKa Npu co3aaHun nabopaTopHoii cpepbl,
pa3BEpTbiBaHUM 1 HanaaKe HalMX UHCTPYMEHTOB, MOMOLLb B
MOAENMPOBaHNN CLIEHapUeB aTaK, MHTErpaLmvm peLLeHuiA B NpoLLEecChbl
SOC, u pazpaboTke npaBun AETEKTUPOBaHNS 1 KOppenaumum

Hawwu uenn

+ Bxnap B noBbileHne KBanudukaumm npodpeccuoHanos

+ [JocTyn K pasHbiM NPOMBbILLNIEHHBIM MPOLIeCcCaM As yuLllei ux 3aluThl

+ OG6paTHas CBS3b Ha HaLLW TEXHONIOMMM AN UX COBEPLUEHCTBOBaHUS

* B03MOXHOCTU AEMOHCTpaLnii COBMECTHBIX YCrnexoB npodeccuoHanbHoMy 1
aKkapeMuyeckomy coobLuecTBy Mo kKnbep6e3onacHOCTY 1 MPOMBbILLNEHHOIA
aBTOMaTU3auun
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