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Te3auc #1.;

NMupamuabl 6onblie HeT (CKopo ToYHO He byaeT), Cloud un
Edge npoHukaloT, Knbepcpunsnyeckne CUCTEMbI KPENHYT U
obpacTaroT CBA3AMMU
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Te3uc #2:

SIEMENS
’hamuify-fbr&‘fe.

WHTerpaumsa Bcero co BceMm, yrinyorneHue nHterpaumm,

BepTUKanbHasa MHTerpauusa, ropm3oHTanbHasa MHTerpaums,
elwe donbLie MHTerpauum

HCHU ERP

LUndpoBbie ABOMHUKMK TOuP OnepaTuBHOE
ynpaBneHue
OHeproyyéT u Cknag v NMPOU3BOACTEOM
3HEeproMeHeMKMeHT norunctuka

MOHMTOpMHF N KOHTPOJb

KoHTponb oxpaHbl Tpyaa nepcoHana

NMpoTuBOoaBapunHasa 3awmTa
JNlokanbHoOe No3nuMoHNpoOBaHUe

SKONOrmM4eCKUn KOHTPOIb
rnac NMnannpoBaHune

UpoeHTndmkaumsa m
BuaeoHabnoageHue npocrieXknBaeMocCTb
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UnniocTtpaumnsa Tesuca #2: SIEMENS

WIinCC OA — OcHoOBHbIe nogaepXXnBaemMblie MPOTOKOSbI U lngenuity for ife
TexXHonormu
M3K 61850
I2@® Mok 61400
i M3K 60870

EtherNet/IP=>

n i [*wBACGnet

¥ ADO, XML, XML Parser, XML-RPC-Interface, TCP, Websockets, Open AP, ...
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AHannUTUKa No3BosifieT BbhKaTb BCE camoe BKYCHOe U3
AaHHbIX Ppa3sHbIX BUAOB, COPTOB MU MPOUNCXOXAEHUSA

11077 'BpeMeHHble psAabl (napameTpbl Npolecca)

|1 01010111010 B
1101001101 noeonoTok

1010111010 reo.anHble
priene NMapameTpbl OKpyXxaloLen cpeabl

101010111010

TpeHAabl

Anapmbl

KMn3

MNMporHos
OnTnmmnsauums
NMpuHATUe pelueHnn
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UnnocTpauua Tesmnca #3.
WinCC OA SmartSCADA

KoHTponb Moanepxka npu
NMPUHATUN

COCTOSAHMUA pelweHnn
MpuyYnHHO-
cneacTBeHHbIN
aHanu3

JdnarHocTnyeckoe
obcnyxuBaHue

SmartSCADA

P

AHanuTukKa

d34YNKOM

OnTuMunsauums

MoBbIWweHue
3Hepro-
achchekTUBHOCTH

Busyanusauus

YHMBepcaanble MHCTPYMEHTbl U MacTepa

ﬁ
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YTO MOXHO caenaTtb:

* Pacuyét n aHanus KINa

* BblsiBNeHne NpuyYnHHO-CeaCTBEHHbIX CBA3EN
* lNogoepkka npu NPUHATUN pPeLLUEHNN

« CucteMHas onTumMm3sauums

Y10 ANns 3TOro ecrb:

* IHCTpyMEHTbI, BUONNOTEKN 1 LLABMOHDI
* ANropnTMbl MaLLMHHOTO OBYyYEHUS
NHTepdenc Kk a3biky R

CueHapumn nonb3oBaTtens

Open API

NHTerpaumsa ¢ unpoBbiMU BOUHUKAMN



SIEMENS
’hamuify-fbr&‘fe.

eTeporeHHas
Pe3epBupoBaHHas

MynbTunnardgopmeHHas

KaTactpocdoycTtonumBas
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UnniocTpauusa Teanca #4. SIEMENS
AnnapaTtHble nnatgopmMbl U onepaunoHHble CUCTEMDI, lngenuity for Life
nopaepxmBaemblie WinCC OA

I i

Raspberry Pi 10T2040 Nanobox IPC PC Server Data Center

[1o 10 mnH. BHewHuUx teros, A0 2 048 cepBepoB B pacnpeneriéHHbIX cuctemax
Pe3epBupoBaHue 1 katactpocoycrtonumBble KOHpUrypaumm 2x2

el g/ =, m 2
AN uNy,. "= Windows Server Red Hat  &BCentoSs “( S an>30I1>

Windows 10 2019 OpE‘ﬂSUSE

+ cpeAcTBa BMpTyanu3auumn, ckopo — nogaepxka Astra Linux n SIMATIC Industrial OS
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Te3uc #5: SIEMENS
’haaehui\(y-fbr&‘fe.

MobunbHble YCTPOMCTBA U HOCUMaAs 3NIEKTPOHUKA B KOHTYpe
SCADA — 310 aktyanbHbIU User Experience, a He ownMbKa npu
npeaocTaBrneHuun npas AocTyna

Unrestricted © Siemens 2020




UnniocTtpauma Teauca #5: SIEMENS
MoObunbHble knueHTbl WinCC OA gna iOS u Android, lngenuity for Life
MHTerpaumusa ¢ Siwatch (yMHble Yyacbl, OpacneTbl, KacKu,

HOCUMbIE METKWN)
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Te3uc #6: SIEMENS
’haﬂauify-ﬁ)r&‘fe

UHXUHUPUHT, BHEApEeHUE U CONPOBOXAEHUE
SCADA-npoekToB — He npocTto Drag&Drop n ucnonb3soBaHue
Wizard’oB, a nonHoueHHbIN DevOps
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Llenoyka ueHHocTtn SCADA: BYepa, ceroaHA 3aBTpa SIEMENS

Ilz\g,a«uf\ty for Ufa

NMopknroyeHne obopynosaHus n cuctem (MJIK,
RTU, KAI, ACYTTI/TIAS...),

Busyanusauusa cocTosiHUs, TPEHOO0B,
npeaynpeanTenbHas n aBapunHasa curHanusayus

YaoanéHHoe ynpaBrneHue yCTaHOBKOW /
obopygoBaHneM / TEXNPoOLECCOM

Llenb: o6ecneuynTb NPo3payHOCTb U CUTYaLMOHHYIO
OCBeAOMIEHHOCTL AN CBOEBPEMEHHOro NPUHATUA

peweHun No nopaepKaHn TpedyemMbix
NpPoOu3BOACTBEHHbIX NOKa3aTenen n/mnu
nokasarteneun 3acppeKTMBHOCTH

Unrestricted © Siemens 2020

I/IHTerpal.wm MCTOYHMNKOB OaHHbIX U COI'IpFI)KéHHbIX
I/lHd)OpMaLI,I/IOHHbIX Cnctem

O6paboTka OaHHbIX C UCNOMb30BaHMEM aHaNUTUKN,
MOAENNPOBaHNA, ONTUMU3ALINN

3anyck n ucnonb3oBaHue MHdOPMaLI-
OHHbIX cepBUcoB. Agantauus / mogmdu-
Kauns K MeHsiiLmmcs TpeboBaHmnsam

i

Llenb: nocTpoeHne CKBO3HbIX MH(OPMaLMOHHbIX
Lenoyek, o6ecne4ynBalolmUX LeneBoe yrnpaBreHue

NPOU3BOACTBEHHLIMU U/UNN NH(PPACTPYKTYPHLIMU
aKTUBaMMn M onepaumsiMm, C UCMOJIb30OBaHUEM
TPaAULMOHHBLIX U HOBbLIX OM3Hec-moaenen




SCADA v obnako: oTnunuuTtenbHble 0COOEeHHOCTU

SCADA - nnatcgopma ana onepaTMBHOro ynpasreHus

WU UHTEerpauvm npou3BoACTBEHHbIX CUCTEM U
MHPACTPYKTYpPbI NpeanpuaTUs

O b AT
@
3

C6op n obpaboTka 3aMKHYTble KOHTYpbI

JlokanbHOe xpaHeHue

AaHHbIX B peXxXume ynpaBreHus AaHHbIX B
peanbHOro BpemMeHu
+/ ommm
J_
o/ o=
 am
IEC 61508
q)yHKLIVIOHaanaﬂ KOHTpOJ'Ib KPUTN4eCKuUx BbinonHeHue
6e3onacHoOCTb npoueccoB cneu./Kopn.
TpebGoBaHuUKU
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SIEMENS
lngenuity for tife

O6nako — 3KocucTema rotoBbIX NMPUSTOXKEHUN ANA

3anycka uMdpoBbIX CEPBUCOB U NOCTPOEHUSA
KOOoMnepauuoHHbIX Lienoyek

B S5
.+ o o ‘e

dkocuctema rotoBbix CoBMecTHas obpaboTka
NpUNoXeHUn AaHHbIX U3 Pa3fIU4YHbIX
MCTOYHUKOB

—
N
NN

O3epo AaHHbIX

Ucnonb3oBaHune mopaeneun
3HaHWUM (CeMaHTHUKa,
OHTONOrNA)

LUndpoBbie cepBUCHI U
KoonepauuoHHbIe
LLeno4Ku



KomMmnnekcHbI noaxon SIEMENS
K KubepoesonacHoctn SCADA lngenuity for life

AcnekTbl obecneyeHusa knbepobesonacHoctn SCADA:

= (O0becnevyeHne He3onacHOCTM npouecca pa3paboTku
camou SCADA:;

= BbesonacHocTb SCADA Kak KOMNOHeHTa pellueHus / M 3 K 2
naHawadgTa HPOpPMaLMOHHbLIX CUCTEM; 6 443

= [lpoueccbl UHXXUHUPUHIa, BHeAPEHUA N IKCnnyaTaumum
peLleHns.

KomnnekcHasi koHuenuusa Siemens
OCHOBaHa Ha cTaHgapTe

OxBar:

= YcTaHOBKM / cucTeMbl / NPOU3BOACTBA B LIENOM,;

* H(popMaLMOHHbIE CepPBUCHI,

= CKBO3HbIE Lleno4ku obecneyeHns npoaykTMBHOCTHU /
Koonepauuu.
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Ceptndpukauma no MIK 62443-4-1 u MOK 62443-4-2 SIEMENS
Ihg&huf\‘y{oru‘[a

CERTIFICATE | 4-1: YpoBeHb 3periocTn npoueccoB pa3paboTtkm — ML 3

No. IITS2 001934 0001 Rev. 00

Holder of Certificate: ETM professional control GmbH

4-2: BbinonHeHne TpeboBaHMN K ypOBHSM 6€30NaCcHOCTH:

__________sLCilSLC2/SLC3/SLC4

ol e S OBuiee konmyecteo 92 116 122

e on e e 17t TpebosaHun MOK 62443-4-2

Tested EC 62443-4-1:2018
1 IEC 62443.4-2.2019
according to: PPP 1500342018

The product was tested on a voluntary basis and complies with the essential requirements. The Kon M LI e CT BO en e Ba H T H b I X
P 32 49 61 66

certification mark shown above can be affixed on the product. It is not permitted to alter the

certification mark in any way. In addition the certification hokder must not transfer the certificate to ~ 0
i TpebosaHun (WinCC OA)

Test report no.: 19CR02S033

ez KonnyecTBO BbINOSTHEHHbIX
Date, 2020-01-23 ( Christian Dirmeier ) o . 3 2 4 8 5 7 6 0
TpeboaHun (WIinCC OA)

BbinonHeHue Tpe6oBaHun 100%  98% 93% 91%

AUSTRIA

Site(s): 001934

Certification Mark:
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TOV SUD Product Service GmbH « Certification Body « Ridlerstrafie 65 + 80339 Munich « Germany.
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npOLI,ECCbI MHXUWHUPUHTaA, BHeAPEeHUA N SKCrnyatauunuum

cuctem Ha 6asze WinCC OA

- PykoBoacTBO no ob6ecnevyeHno 6e30nacHOCTMU:

- BasnpyeTtcsa Ha mexayHapoaHbIX CTaHOgapTax
IEC 62443/ISA99, ISO/IEC 15408, ISO/IEC 17799,
ISO/IEC 27001, NA 67, NA 103, NA 115 v gp.

SIEMENS
lngenuity for tife

OcHoOBHbIe noaxoabl

MHoroypoBHeBas 3awmTa

CermMeHTauus Ha As4enKu 6e3onacHoOCTH

— YnpaBneHune npaBamMu nofib3oBaTteneun B
E— 3aBMCMMOCTMU OT BbINOJNHAEMbIX 3a4ay

LleHTpanu3auna oaHOTUNHbIX onepauuin

Security Guideline
SIMATIC

WinCC Open Architecture
3.17

oBoACTEA No

PykoBoAcCTBO No o6ecnevyeHuto

6e3onacHocTn ::::: Ha CTaNAapTBI M
SIMATIC
WinCC Open Architecture Onpepenenus

Version 3.16 FP1 (P004)

uuuuuuuuuuuuuuuuu
oBecneuennn

K (OHTPONLHbIA CNUCOK

uuuuuu

sssssssssssss

AAAAAAA
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V3.14, V3.15, V3.16 — ocmyriHbl Ha PyCCKOM S3bIKe.



TexHonornnm n MmexaHn3ambl obecnevyeHms 6e3onNacHOCTU B

coctaBse WInCC OA

LLindbpoBaHue naHenewn,
cLieHapueB 1 BubnmoTek

AyTeHTUdUKaLUA
meHeaxkepoB WINnCC OA
Ha CTOpPOHe cepBepa
(ceptudpmkatbl X509)

SSL-wundpoBaHue npu
nepenaye gaHHbIX

SIEMENS
lngenuity for tife

Pa3rpaHuyeHue ypoBHeU
gocTtyna

KOHTpONbHbLIE CYMMbI
anga obecne4vyeHus
LIeNTOCTHOCTM Npw
nepenayvye JaHHbIX

HTTPS ana obmeHa
ONaHHbIMU C BED- U
MOOUNbHBLIMU
NPUNOXEHUSAMM

UHTerpauma c Active
Directory n gpyrumm
cucTeMamm aBTopusaumnm

[looaeprkka NnpoToKosa
CETEBOU naeHTudmnKaumm
Kerberos

CosgaHve 1 npoeepka
9NEKTPOHHbIX Noannceu
(Crypto API)

Unrestricted © Siemens 2020



SIEMENS
Il«\g,ev\w\ for life

Ucnonb3oBaHue cpeactB obecnevyeHus 6e3onacHOCTHU
SCADA un HC3: coBmectumocTtb WInCC OA u KICS

KomnaHun ETM Professional

Control GmbH (goyepHaa komnaHnA
Siemens AG, pa3pabotumnk WinCC OA) n
AO «JlabopaTtopua Kacnepckoro»
NPOBOASAT perynspHoe TeCTMpoBaHue
coBmecTumocTun cuctembl WInCC OA un
peweHuns Kaspersky Industrial
CyberSecurity (KICS).

AKTyanbHble BepCumn NpPoayKTOB,
yCcrnewHo npolweawmnx TeCtTupoBaHume:
KICS for Networks 2.5,

KICS for Nodes 2.7,

WInCC OA 3.16.

B HacTosiLee BpeMsa MOET TECTUPOBAHME
TEeKyLMX BEepCUn NPOAYKTOB.

STATEMENT OF COMPATIBILITY

By and between

Kaspersky Industrial CyberSecurity for Nodes 2.5
and Kaspersky Industrial CyberSecurity for Networks 2.7

products of

AO KASPERSKY LAB
39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

hereinafter referred to as "KICS" and "Kaspersky Lab" respectively
and

WinCC Open Architecture 3.16 P006
product of

ETM professional control GmbH,
A Siemens Company
Marktstrale 3, A-7000 Eisenstadt

hereinafter referred to as “WinCC OA” and "ETM" respectively

ETM and Kaspersky Lab hereby agree on the following statement regarding the use of their
products in a common SCADA environment, their compatibility and contribution to fulfillment of
certain cyber security requirements:

WinCC OA and KICS are software products that are developed to be used in the field of
industrial automation. WinCC OA is a SCADA system. KICS is a cyber security solution
consisting of industrial host protection and network monitoring components.

ETM and Kaspersky Lab have carried out extensive compatibility verification tests covering the
joint use of their products in a common WinCC OA environment. The outcome of the tests
proved that, subject to their individual system requirements, the said products can be used in a
common WIinCC OA environment. The tests did not reveal any compatibility issues affecting the
WinCC OA operation

Both the products, provided that they are installed in a common WinCC OA environment can
contribute to fulfillment of essential cyber security requirements (including those which are
defined by the Russian Federal Service for Technical and Export Control (FSTEC), Order 239
dated December 25", 2017) and can be used jointly.

051_Statement_regarding_Compatibility_WinCCOA_Kaspersky_3_16_final_FSTEC.docx
04.03.2019 15:31:00 12

Apart from benefiting from WinCC OA and KICS security features, additional measures may be
necessary in order to impl a holistic, state-of-the-art ial security concept. The exact
set of measures depends on various circumstances and is specific to a particular
production/operational environment. Such measures may, among others, include installation
and use of other products, appropriate product configurations and implementation of certain
organizational measures.

AO Kaspersky Lab ETM professional control GmbH
Date: 2/ 37044 Date: 05 2 1.207f
%v}___'.;_,

—

frpordt 1 pnaifd htro

Name: Name:

Andrey Tikhonov Dr. Bernhard Reichl
Title: Title:

Chief Operating Officer Chief Executive Officer

051_Statement_regarding_Compatibility_WinCCOA_Kaspersky_3_16_final_FSTEC.docx
04.03.2019 15:31:00 22



SCADA-cucTteMbl HOBOr'o IOKOJIEHUA

HHTerpanusa
AHa/JIUTHKA

[lepudpepuiinbie BbIYUCIEHUA
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