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3auem Hy>keH SIEM?

@

O6HapyxeHue
CNoXHbIx yrpo3 VIb

=
PaccnepoBaHue CooTBeTcTBME
UHUMAEHTOB TpeboBaHnaMm



[MpobnemaTuka

Knaccmnyeckux
SIEM

NMpounssopgutrenbHocTb
He cnpaBensiotcs ¢ Tekywmmn
o6bemMamm AaHHbIX

Cno)xHocTb BHegpeHus,
aKcnnyaTtauum,
MaclTabupoBaHus

CroumocTb BnapgeHus



CaV,

-SIEM

NG

Log management

Koppensuns

OTueTbl

Pa6oTa c koHTekcToMm (asset mgmt, Threat
Intelligence)

ABTOMaTU3aLMs N opKecTpaums

MexaHn3mbl o6Hapy>keHUsl n aHann3a Ha 6a3se
ML/AI

PaclumpeHHbIi aHanus n BU3yannsaums AaHHbIX




MnaTdopma 6esonacHocTn Kaspersky

MoHUTOpPUHr 1 OpkecTpaunsg n EavnHas koHconb

pearnposaHuve aBTomMaTuMn3aung ynpaejeHuda

MoaynbHaga nnatdopma Kaspersky



Kaspersky Unified Monitoring & Analysis Platform (KUMA)
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KnioueBbie npemnvywecTtsa

MpounsesoanTenbHocTb Mm6kas apxuTeKTypa
300k+ EPS Ha oaHy HoRy koppensTopa CoBpeMeHHas MUKPOCEPBUCHAS aPXUTEKTYPa

O M2,

Hu3akue cuctemHble TpeboBaHus NHTerpaunm «n3 kopobku»
C pewenuamu «/labopatopum Kacrnepckoro» v cTOpOHHUX
rnocrasLnKoB



Apxutektypa KUMA
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OTkasoycTounBoCcTb N 6anaHCcMpoBKa Harpy3km

HTTP20+TLS +LB

Normalzed bass events
HTTP20+TLS+ LB
Correlated events
N collector HTTP 2.0 Failover + TLS Prima
processes Normalized base evenis ry

Correlator 1

Collector 1

sources Load Balancer

N collector Secondary
processes (standby)

When primary correlator fails — write events to disk buffer
and auto switch to secondary when it's socket is available

Collector 2 Correlator 2

HTTP20+TLS +LB
Correlated events
HTTP20+TLS+ LB (only when acts as primary)

Normalized base events

1. Stafe sync|{primary pushes)

Elastic

MNode

ES ransport protocol

n



Onuns BHeppeHNs ¢ 6pokepom CoobLLEeHWIA

HTTRP20+TLS + LB
Normalized base events

Consume raw logs from topic ‘Logs’
Optional TLS

Group: A

Produce normalized events to tapic
‘Events’
Optional TLS

Produce raw logs to topic Logs’

Produce normalized events to tapic
‘Events’

Group: A Optional TLS

Consume raw logs from topic Logs’
Optional TLS

HTTRP20+TLS + LB
Normalized base events

Consume from topic ‘Events’

Optional TLS

1. State sync|

(only when acts as primary)

HTTP20+TLS +LE

Correlated evenis

Correlator 1

imary pushes)

Secondary

Group: B
(standby)

Correlator 2

HTTP20+TLS+LB

Correlated events

(only when acts as primary)

Elastic |-
MNode

ES ranspont protocol
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PacnpeneneHHasi uHdppacTpykTypa
OPTION 1 OPTION 2

Branch

Collectors Correlators (optional)

Access local evenis

Correlators Collectars

Access branch evenis Manage branch services
- Export events to HQ for ge
by selecting target ; configuration
storage cl in persistence a_nd
Web Console

Collectors Collectors

Access local evenls
Access local evenis

Correlators Correlators




MoaneprxuBaembie NCTOUHMKN AaHHbIX (Q4 2020)

Kaspersky

° Kaspersky Anti Targeted Attack Platform

° Kaspersky Endpoint Detection and Response

d Kaspersky Security Center

d Kaspersky Secure Mail Gateway

i Kaspersky Web Traffic Security

i Kaspersky CyberTrace

i Kaspersky Threat Lookup

. Kaspersky Industrial CyberSecurity for Nodes

. Kaspersky Industrial CyberSecurity for Networks
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CTOpOHHME NocTaBLUMKN

° Palo Alto NGFW & Panorama

° FortiGate UTM

. FortiAnalyzer

° Windows OS (Windows Event Log)
. Netflow v5/v9

i Cisco ASA

° Cisco I0S (R&S)

° Cisco WSA

. ViPNetCoordinator

° Exim

i Unbound

° Dovecot

° Nginx

. Apache

. Bind

° Linux (auth,rights, owner,FW)

o FreeBSD (auth,rights, owner,FW)
o VMWare



KoHHekTOpbI N napcepsbl

KoHHekTOpPBI

e TCPlistener
* UDP listener
*  Netflow v9

« NATS
+ Kafka
e HTTP
* File

« SQL

Hopmanaiizepbi
+ JSON
+ CEF

*  CSV/TSV (with configurable delimiter)
*  Key/Value (with configurable delimiter)
* Regexp

* Syslog (RFC3164 & RFC5424)

XML

*  Windows Event Log
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Envnas mopenb paHHbIX

GUI

Moppeprkka kKacToMusaunm napcepos
Moppepxka 3" party NICTOUHUKOB «13 KOPOBKIM»
Mopnep>kka coxpaHeHne «CbipbiX» COObITUM
Moppeprxka Active List

PeTpocnekTnBHbI aHanus (peTpockaH)

Moppeprkka peXxMMoB 0TKa30yCTOWNUNBOCTU U
G6anaHcupoBKN

HactpauBaemble pawbopppbl n 0THETDI
RESTful API

Role-based Access Control

O6oraweHune cobbiTnin b uepes LDAP, DNS,

Kaspersky CyberTrace, Kaspersky ThreatLookup

ABTOMaTUYeCKas UHBEHTapn3auus akTUBOB C
Kaspersky Endpoint Security
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YnpaBneHne nHpopmMaLMOHHbIMY aKTUBaMU
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NoTokoBoe «oboralieHne» cobbiTuin

KUMA
Correlator

«oboraleHHble» cobbITUs

A

Enriched event

src_ip: 192.168.1.10
dst_ip: 1.2.3.4

url: example.com
action: allow

"first_seen":"01.01.2018 12:00"
"last_seen":"02.02.2020 22:00«
"threat_score": 80

Kaspersky Kaspersky
CyberTrace  Threat Data

Feeds
g _J
Tl-koHTEKCT Observables
(ip/hash/url/etc)
( )

«Cblpbie» cobbiTus

A

KUMA Collector

dst_ip:1.2.3.4
url: example.com
action: allow

src_ip: 192.168.1.10 :

e o

7

—0

MpunoxeHnsa
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CeTeBble
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APM

NcTouHnku
DaHHbIX
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«Ob6oralieHne» cobbiTuii No 3anpocy

VHUMAEHTa aHHbIMY U3

CesizaHHble IP:1.2.3.4,2.3.4.5,
Kaspersky Threat lookup

e N (
3anpoc no 3Banpoc no nHgukaTopy
O UHAUKaTOPY (url, hash, domain, ip) -
(Bpy4Hylo/aBTO) »
"
‘ A Mpumep -URL: < Kaspersky
“example.com”) . , Threat

1 N 1

! OTBeT Ha : Lookup
1 N 1 KUMA : 3anpoc i
; KapTouka ' ! 5
' MHUMAEHTa 5 - S ! -
i 1 ! URL: «example.com» !
E Nms: «O6HapyskeHo E E first seen: “2016-08-10" E
E B3anmopgeiictene ¢ CnC | ! last seen:” 2020-03-01" E
| cepBepom» E E CBsizaHHbIE X3LU-CYMMBbI !
E OnucaHue...... E ! BPeAOHOCHBbIX ¢aiinos E
! CBsi3aHHbIE COBBITUSI: ...... ! E MD5:"....." !
E CsaszaHHble IP:1.2.3.4,2.3.4.5, ... E P ! SHA-1: “....” E
! CesizaHHble Nonb3oBaTenu: ! - E SHA256:" " !
E i.lvanov, a.petrov, .... E “OBoraLuyeHue” KapTouKy E SSE?EHTbIe BPEAOHOCHbIe E



NHTerpaunsa c Kaspersky EDR

4 )

KUMA Core

Tpurrep

(Hanpumep, cpaboTka
npasuna Koppensuum
VNN KOMaHAa aHanuTuKa)

4 )

KUMA Correlator

Kaspersky
EDR Central Node

PearuposaHune

LeiicTBus no

pearmpoBaHuio:

- W3onauusa xocTta

- OcrTaHoBKa npouecca

- YpaneHune unn
KapaHTuH daiina

- Banpoc
pon.nHdopmaumm ¢
xocTa

- WNT.Ao...

v

—

KEDR
Expert

KEDR
Expert

KEDR
Expert

APM —



KUMA
Roadmap*
2021

(* - ocHOBHbIE

HanpaBneHns pa3BNTUSA)

JNokannsaumsa Ul
CepTudukauns no TpebosaHuam ®CTIK (TY, HOB4)
PeecTtp oTteuecTBeHHoro 10

WuTerpauus ¢ HKUKW n cooTBeTcTBUS TpeboBaHnam
FocCOlMKA

Moppep>kka pyHKUMIA permcTpaumm v yueta UHLMAEHTOB
(case management)

Moppepikka nepapxmyeckoii moaenu passepTbiBaHns SIEM
(F'onoBHble 1 NogYMHEHHbIe HOAbI)

PasBuTtre dyHkumoHana ynpaeneHns akTuBamu (asset
management)

PasBuTue ¢pyHkumMoHana o6oraleHus cobbiTuin

PacwmpeHue cncka nHTerpauuii ¢ peLueHnamm
«JlabopaTtopum Kacnepckoro»

PaclumpeHue cnncka nopaepXnuBaembix «M3 KOPOGKU»
VNCTOYHUKOB JaHHBbIX

ABTO-NpUOPUTN3ALMNS NHUNAEHTOB C UCMONb30BaHNEM
meTopoB Machine Learning n ungopmaumn Threat
Intelligence (ML- & Tl-assisted auto triage)

®yHKUMM aBTOMaT3NpPOBaHHOro pearnposaHus ¢ Kaspersky
EDR n Custom scripts

Multitenancy



3aknoyeHne
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Threat
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Kaspersky
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CyberSecurity
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Security

= e

Kaspersky
Endpoint
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Kaspersky Anti
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Attack
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Secure Mail
Gateway

Kaspersky
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Security for
Internet Gateway
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Pewenna
CTOPOHHUX
NoCTaBLUMKOB

EnnHaga skocucrema
6esonacHocTu Kaspersky

KUMA - kniouyeBoil KOMMOHEHT
3KOCUCTEMbI

Penuns nepsou Bepcun KUMA -
Aekabpb 2020.

Hewmo un nunot tech preview
Bepcumn BO3MOIKEH yXXe celvac.
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Thank you!

Subtitle

Maesen TapaTbiHOB ApxuTekTop LEeHTpOB pavel.taratynov@kaspersky.com
nHpopMaLVoOHHOI
6e3onacHocTn

kaspersky



MprmepHbIN can3uHr

~40k EPS
Correlator + Collector + Core XpaHunuwe cobbituii (Elastic)
KonnexTop: CPU-24 vCPU
-« CPU-8VvCPU RAM - 48Tb;
* RAM-4TEb; Storage— 500*I'b
» Storage-100Tb
KoppensTop:
« CPU-8vCPU;
* RAM-16Th;
» Storage-100Tb
Yapo:
« CPU-4vCPU
* RAM-8Th;

« Storage-50TIb

*06beM XpaHUULLA 3aBUCUT OT AJINTENIbHOCTY XPaHEHUs COBbITUIA



Ewe oguH SIEM?

MupoBbiii pbiHOK SIEM -
KOHKYPEHTHbIN U
3pesnbin....

Ho 6e3anbTepHaTUBHbIN.

* Gartner Magic Quadrant 2079

ABILITY TO EXECUTE

COMPLETENESS OF VISION



Haw nopxop,

TexHoNOrMm

JKcnepTHoe
coobulectso

KoHcanTuHr

Mopaeprkka ot
aKcnepToB

«JlabopaTopuu
Kacnepckoro»
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