kaspersky

Cybersecurity

: g Kaspersky Industrial
Conference 2020

KoHcTaHTVH
Caxapos

- PykoBoguTenb ynpaeneHuns
MHPOPMALMOHHOW N KOMMbIOTEPHOMN
6e3zonacHocTn ACY TI1, AO «PycaTtom
aBTOMaTN3NPOBaHHbIE CUCTEMbI YNPaBIeHNS»

#KasperskylCS
Uar KOHpepeHuun: http.st: //kas.pr/kicscon




RASU
ROSATOM

O

OGecneyeHne MHpOPMaALUOHHOU U
KOMMNbLIOTEPHON 6Ge30nacHOCTH
ACY T ASC

KoHctaHTuH CaxapoB




—® CogepxaHume @ vossron
« AO PACY
 TepMmuHonorus
« CTaHpapTbl U peKkoMeHaaunmn
« OcHOBHbIe noagxoAabl
 CepTndhmkauyus
* NHBECTULIMOHHbIE NPOEKTbI

and its affiliated companies. RASU disclaims all responsibility for any and all mistakes, quality and completeness of the information.



AO «Pycatom ABTOMaTU3NPOBaHHbLIE
CUCTEMbI yripaBneHus» \\\




RASU
ROSATOM

«@® [MABHbIN KOHCTPYKTOP ACY Tl A3C 6"

CuncrteMHbIN MHTErpaTop n noctaBLLUnNK
TekyLwine npoekKThl

7

Cabiwe DD0 BbicokokeanbuLMpoBaHHbIX

cneuuanvcrtos n 350 NHXXEHepoB Casiwe 30 npeanpunaTumn
| |
Cabiwe 2 300 pa6otHukos Bo Bcem GusHece Cebiwe /0 6rnokos ASC obopynosaHbi ACY I
ACY TTI1 (Bkntoyast busHec-nogpasgeneHms), paspabotkn PP
| |
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CUCTEMHbIA MHTEMPATOP U NOCTABLUMK ACY Tl n LAY
& SNEKTPOOBOPYOBAHUSA u’
AO PACY — BHeapeHUEe NPOEKTHbIX pelleHUn Ha BCex aTanax co6CTBEHHbIMU
cMnamMun N 9KCNEPTM3ON B MHTErpaumn n koonepauum c 3apybexHbimn BeHgopammu
®  CucrtemHas nHTerpaums ®  YnpaeneHue nocrasLiMKamMK
® TpoekTupoBaHue ®  MerTpornorus
®  YnpaBneHune npoektamm ®  CepBuCHOE CONPOBOXAEHWE
Cunctembl H3 n dnekTtpoobopynoBaHue
PaspaboTka, [NNpon3BoacTtBo u TectupoBaHue
= HXUHUPUHT = TecTMpoBaHue = AHXUHUPUHT = TecTupoBaHue
= [lponsBoacteo = PaspaboTka = [lpon3BoACcTBO = PagpaboTka
A4 A\ 4
. MocTtaBka . MocTtaBka . MocTaBka . MocTaBka
KOMNaHUsAMu Apyrumun KOMMNaHNAMMU Apyrumu
Pocatoma KOMMNaHUAMM Pocatoma KOMMaHUAMMU
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~® TEKYLUME NPOEKTbl ASC Y
BeHrpus BaHrnapew
Makw-2 A3C Pynnyp ASC
PuHNAHAMUA Typuus
XaHxukneu A3C Axkyro ASC
Uuaua Ernner
KyHagkynam A3C 232"'136“
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12,5 %

75 %

12,5 %

*  WHdopmaumoHHaa 6esonacHocTb (ISO/IEC 27000) —

COXpaHeHune KOHCbMAeHLIMa.ﬂbHOCTVI, UeNnoCTHOCTU N AOCTYNHOCTHU MHCbOpMaLI,MI/I.

 KubepbesonacHocTtb (IEC 62645) —

KOMMNIEKC MepOonpUATAN U Mep, LieNbIo KOTOPLIX SIBMAETCA NpeaoTBpalleHue, BbisiBIEeHME U pearupoBaHue Ha:

- 3r0HaMepeHHble Moaudukaumm (LenoCTHOCTb) (PYHKLMIA, KOTOpble MOryT MOCTaBUTb MO Yrpo3y nepegady wnm
LenocTHoCTb Tpebyemoro cepsuca nporpammupyembiMn uudpoBbiMm CKY (Bknouyasi moTeplo ynpasneHusl), 4To MOXeT
npuBEeCTM K aBapun, Hebe3onacHon cUTyauun U CHWXKEHUIO NPOU3BOANTENBHOCTMY;

-3NIOHaMepeHHOE COKpbITUE NN NpeaoTBpaLleHne ocTyna K MHopMaLLMm1, AaHHbIM UNK pecypcam (BKroyasa notepro
KOHTPOIS) KOTOpbIe MOrYT NPUBECTU K HapyLLUEHUIO AocTynHocTu cepaucos CKY, koTopble MOryT NpuUBECTM K aBapuum,
Hebe3onacHOM CUTyauumn UM CHXKEHUIO NPOU3BOAMTENBHOCTY;

-3NlOHaMepeHHoe packpbiTue nHdopmMaLmn (KoH(pUaeHLManNnbLHOCTU), KOTOpas MoXeT BbITb UCNONb30oBaHa AN BbINONHEHUS
3rOHaMepEeHHbIe OENCTBUSA, KOTOPbIE MOTYT NMPUBECTU K aBapum, HeGe30MacHOM CUTYaLMM NN CHUKEHNIO
Npon3BOANTENBHOCTH.

 KomnbroTtepHasa 6e3onacHocTb (NSS 17) —

37O cneunduryeckmin acnekT nHpopMaLMoHHOM 6e30MNacHOCTM, OTHOCALLMINCS K KOMMbIOTEPHLIM CUCTEMAM, CETAM U
LMdpoBLIM cucTemam.
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~®CTtaHgapTbl U peKoMeHaauuu @

 |AEA NSS 17 - Computer Security at Nuclear Facilities

* |AEA NSS 33-T - Computer Security of Instrumentation and Control Systems at
Nuclear Facilities

« |EC/ISO 27001 - Information technology — Security techniques — Information
security management systems — Requirements

« |EC/ISO 27002 - Information technology — Security techniques — Code of practice
for information security controls

« |EC 62645 - Nuclear power plants - Instrumentation, control and electrical power
systems - Cybersecurity requirements

 |EC 62859 - Nuclear power plants - Instrumentation and control systems -
Requirements for coordinating safety and cybersecurity

* BHyTpeHHMe 3aKoHOAaTenbHbIEe aKkTbl 1 HT[
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® OcHoBHble TpeboBaHua Kb k NMTC ‘c
Ob6ecneynBaTtb LLENOCTHOCTb, AOCTYMNHOCTb U, NP HEOBX0ANMOCTN,
KOH(pUOEeHUNarIbHOCTb
\ He okasbiBaTb 3Ha4YMMoOro HeratTusHoro sriuaHue Ha ACY TT1
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® OcHoBHble TpeboBaHua Kb k NMTC "
(m ]
ﬂ BbITb cOBMECTUMbBIMU C NMPOMbBILLUNTEHHBLIMMU, CbI/ISVILIeCKVIMI/I,
K HgLoo] noxapHbiMH, pagnaumMOHHbIMU N NHBIMU MEPaMN ©e3onacHocTun
5- _ bbiTb coBmectumbiMu ¢ MNA cpegctsamn ACY TT1
F «"|F .
S S
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NUCTOYHUKKN pUCKOB YpoBeHb 3aLUTbI

YpoBeHb PUCKa
Yrpo3sbl

BeposTHOoCTU OueHKa pUcKa
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Defense in Depth Layers

U
un LA

=Y
T

U
un LA

=Y
T

The content of this presentation is for discussion purposes only, shall not be considered as an offer and doesn’t lead to any obligations to RASU 17
and its affiliated companies. RASU disclaims all responsibility for any and all mistakes, quality and completeness of the information.



0 RASU
O r33 u’ ROSATOM
 ®dusnyeckan sawmTa
PaccmaTtpuBaeTcs 4aCTUYHO
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%—]] ° nOHI/ITI/IKI/I, NniaHbl, NporpamMmmsbl, npoueaypbl

NocneaoBaTenbHbLIX NoAxon
* WUcxopHble aaHHble. EPC-KOHTpaKT,
pekomeHpauumn MAIATI, ctaHaaptbl MOK

 MNonwutuka, MNMnaH, NMporpamma, MNMpoueaypol
ACY TN

* MNonwutuka, MNMnaH, NMporpamma, MNMpoueaypobl
noacuctem ACY TI
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—©® KoMnneKkcHbIN nogxoAa -
VA SIEM ACY TIN
A
AKKYMynSauua n xpaHeHue fioros ot
\ pa3fINyHbIX NICTOYHUKOB: CceTeBble
ycTpoucTBa, npunoxeHus, OC, C3U
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* WUcknro4veHue pacnpoctpaHeHus oTtka3oB K ACY Tl

Computer Security

. SIEM i
™ WorksStation
I&C Subsystem N Data diode — pr—
rrTrTrT (o5 - “
SPAN-POIt  frmmp| T W W W W > >
IDS |m=—m / \ =| Antivirus
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Pa3Hble npousBoguTenu
Pa3Hble npMHUMNbI U aNTOPUTMbI
Pa3Hble B[] yrpo3
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—©® Ceptudukauus

« ®CTIK Poccumn
v' OrpaHu4eHHbIN BbIOOp cepTudmumpoBaHHbix C3U

JlokyMeHTbI No cepTU(IMKaLMK CPEACTE 3alMThl MHOpMaLMK M aTTecTaumu 06 bexToB MHopMaTHIaUmK No TpeboraHwAM BesonacHocTH wH(pOpMaLnK
FocynapcTEeHHEIN peecTp cepTUhUMULMPOBAHHEIX CPeacTE 3allMTEl MHOPMaLMK
PeecTp / nepeyeHs / cnncok
QueHHTE: + 246 = -95
m locyaapcTeeHHEIR peecTp CepTHMUMPOBaHHEX CPEACTE 3alUMTEl MHAOPMAaL1 212 KB | 533128
TexcT ANA Noucka 10 hd
Wudopmaumua
HanmeHnoeanus ob
ﬂﬂTﬁ Cpok NOKYMEHTOB, PekBn3nThI OKOHYaHHH
No B P eﬁ?mun " Hawmet ol TP . Cxema ~ McnwiTateneHas . OpraH no ~ T " 3aABHTENA ~ cpoKa .
ceptudmkara & DeecT ¥ m’f‘ e ¥ cpencrea (wup) 7 KOTOPbLIX ¥ cepradmkaumn ©  nabopatopua | cepTMdmkaymm ¥ (uupexc, agpec, * TexXHMYeckow
peectp P COOTEETCTEYET TenedoH) MO PHEKH,
Cpegcreo nony4eHHan
OT 3aABWUTENA
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« Common Criteria (ISO/IEC 15408)
v' CeptudmumpoBaHHbix C3U kpaHe mano
. Statistics {= Download CSV Archived Certified Products
Certified Products
The Commaon Criteria Recognition Arrangement covers certificates with claims of compliance against Common Criteria assurance compenents of either:
1. a collaborative Protection Profile (cPP), developed and maintained in accordance with CCRA Annex K, with assurance activities selected from Evaluation Assurance Levels up to and including
level 4 and ALC_FLR, developed through an International Technical Community endorsed by the Management Committee; or
2. Evaluation Assurance Levels 1 through 2 and ALC_FLR.
Where a CC certificate claims compliance to Evaluation Assurance Level 3 or higher, but does not claim compliance to a collaborative Protection Profile, then for
purposes of mutual recognition under the CCRA, the CC certificate should be treated as equivalent to Evaluation Assurance Level 2.
The CCDB has approved a resolution to limit the validity of mutually recognized CC certificates over time. Certificates will remain on the CPL for five years. Effective 1 June 2019,
certificates with an expired validity period (that is, 5 years or more from the date of certificate issuance) will be moved to an Archive list cn the CCRA portal, unless the validity period
has been extended using the appropriate procedures.
expand/collapse all categories
H Access Control Devices and Systems — 28 Certified Products
[ Boundary Protection Devices and Systems — 40 Certified Products
H Data Protection — 59 Certified Products
H Databases — 10 Certified Products
[ Detection Devices and Systems — 7 Certified Products
[ 1Cs, Smart Cards and Smart Card-Related Devices and Systems — 579 Certified Products
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~® CepTucunkaums @

+ Ceptudukaumua nnatgopm Ha cootBeTcTBUe |IEC 62645
IEC 62645:2019

Nuclear power plants - Instrumentation, control and electrical
power systems - Cybersecurity requirements

TC 45/SC 45A | Additional information

Abstract PREVIEW

IEC 62645:2019 establishes requirements and provides guidance for the
development and management of effective computer security programmes for 1&C
programmable digital systems_ Inherent to these requirements and guidance is the
criterion that the power plant 1&C programmable digital system security programme
complies with the applicable country’s requirements.

This document defines adequate measures for the prevention of, detection of and
reaction to malicious acts by digital means (cyberattacks) on I&C programmable

digital systems. This includes any unsafe situation, equipment damage or plant
Show more »

The content of this presentation is for discussion purposes only, shall not be considered as an offer and doesn’t lead to any obligations to RASU 28
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*® NHBECTULMOHHbDbIE NPOEKTDI \"
« Jlabopatopusa no nposepke NO
« CteHp npoBepokK Kb
MO aHanu3sa puckoB
The content of this presentation is for discussion purposes only, shall not be considered as an offer and doesn’t lead to any obligations to RASU 30

and its affiliated companies. RASU disclaims all responsibility for any and all mistakes, quality and completeness of the information.



RASU
ROSATOM

~® JlabopaTopua tectupoBaHusa MO @

OpraHusaumna n NnposeaeHne cneumanbHbIX UCNbITaHUA ANA NOATBEPKAEHUA OTCYTCTBUS

B INC
HeneknapmpoBaHHbIX BO3MOXKHOCTEMN

l . YassumocTten
K

I'IporpaMMH bIX 3aK/1a40K

MpeaHamepeHHbIX NPOrpamMHbIX
nedeKTos

Bupycos 1 MHOro BpeaoHOCHOIo NPOrpaMMHOro Koga

—L
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—® CreHp npoBepoK Kb ':'3

5 OugeHKa cooTBeTCTBMA noacuctem M KomnoHeHToB ACY TN tpeboBaHuam WuMKB nytem
~ MOAENNPOBAHMNA KOMIMbIOTEPHbIX aTak Ha NoAcUcTeMbl U KOMNOHeHTbI ACY TI1

Eg OueHka apdeKkTnBHOCTU Mep 1 cpeacTs 3awmTbl ACY Tl OT KOMNbIOTEPHbIX aTaK

E BbiAaBneHne yA3BMMOCTEM M HEeOOCTAaTKOB MEXaHWM3MOB 3aluuTbl UCCAedyeMbIX
noacuctem ACY Tl B nporpaMmMHOM 1 annapaTHOM obecneyeHnu

@ MoarotoBka pekoMeHAAUMN MO YCTPAHEHUIO BbIABAEHHbIX YA3BUMMOCTEM WAM MNPUHATUIO
KOMMEHCUPYIOLLNX Mep

5i | PaspaboTka 4acTHOM MoOAENM Yrpo3 WcCNeayemoit  CUCTEMbI, OnpeaensioLled

AN BO3MOXHble BEKTOPbl HECAHKLIMOHNPOBAHHOTIO BO3,£I,EI\;1CTBVIH Ha CUctemy

Ao
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Mopynb
cumynaTopa
KOMMNbIOTEPHbIX

Mopaynb aTak
onepaTtopos

SR A

Mopgynb 3awWwmThbl

Moaynb
obecneyeHusn

Y
paboTbl cTeHAa

Mopaynb
aHanusa
3aLMULLEHHOCTH

Mopaynb
cumynauum TOY

The content of this presentation is for discussion purposes only, shall not be considered as an offer and doesn’t lead to any obligations to RASU 33
and its affiliated companies. RASU disclaims all responsibility for any and all mistakes, quality and completeness of the information.



® O aHann3sa pUcKos @

RASU
ROSATOM

x MoaenuposaHue ACY TM: nogcucTem, KOMMNOHEHTOB, IMHUIA CBA3M,
KOHGUIrypaumii U HaCTPOEK, ypoBHA ywepba n 1.4,

@ CumynAaumna passuTUA KOMNbIOTEPHbIX aTak Ha cmoZennpoBaHHyo ACY TT1
P=

MoaennpoBaHue 1 OLeHKa NOCNEACTBMIA KOMMNbIOTEPHbIX aTaK Ha
noacucTembl U KOMnoHeHTbl ACY TI

-_——
=- OueHKa NOTeHLMaIbHOrO YPOBHA ywep6a OT KOMMNbIOTEPHBIX aTak,
»
- »
=== npoBefeHHbIX N0 Pa3INYHbLIM CLLEeHapUAM

Ig”g_l MWHMMM3aUNA YPOBHA CYOBEKTUBHOCTM NPU OLLEHKE PUCKOB
—  MHPOPMaLMOHHOW M KoMNbloTepHOW 6esonacHocTM ACY TN

@ OueHKa 3¢ PeKTUBHOCTM MPUMEHEHUNA CPeaCTB 3awmTel ACY TN oT
4, KOMMbIOTEPHbIX aTaK

@.‘@ BblABNEeHME HE3AKPbITbIX YA3BMMOCTEN cMOAenMpoBaHHbIX ACY TI1
— nO,ﬂ,FOTOBKa AaHHbIX 4nA pa3pa60THM YacTHOM Mo4enn yrpos
:"] cmopenuposaHHoi ACY TIM
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