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LindopoBas akoHomuka chopmupyeTtcs noa
BINMUAAHMEM YCKOPSIHOLLMXCA BOSTH UHHOBaLMIA

MeitHhpeiMbl 1 6a3bl AaHHbIX

HacTonbHble cCUCTEMbI U NepPCOHaNbHbIE KOMMbIOTEPDI

MO ana koMnaHuin

WHTEepHET 1 3NeKTPOHHas KOMMEPLNS

Mo6UNLHBIN LWMPOKOMNOAOCHLIW A0CTYN

CouwnanbHble CeTU

Bonblune MaccuBbl faHHbIX
W MHTEPHET BeLLei

BP*, BIJ1A™,

po6oTtoTexHuka, MA™

. 5 3 5 |
CoBpemenHble  basosoe KopnopatusHoe WHTepHeT- GPS CouwmanbHbie Bonblune lNporxosHeie
A3blkN Nporpam- oducHoe MO no TEXHONOr MK Wi-Fi. 2G/3G cetn MaccuBbl anropuTMbl
MUpPOBaHUA nK ABToMatTM3aumsi MHTepHeT- Hoy T6yKn CmapThOoHbI AaHHbIX MalumHHoe
Cybe[l O6paboTka BuaHec- TOProBns v npunoxenma  [lporHosHas oby4eHune
npoLeccoB MoGuneHele aHanuTuKa
[OKYMEHTOB SneKTpoHHaA TenedoHb Lncdposan BuptyansHas
XpaHeHue noyTa 1 Yarbl peknama WHTepHer peansHOCTb
¢ainos W MapKeTMHr BeLLen BecnunotHbie
Wrpei WMhoyctpusi 40  netarensHbie
annaparbl
PacnoaHasanwe
AA3bIKa
F=RTINET Po6otorexHuka



Nuayctpus 4.0 - "THHOBaULUOHHbIE TEXHONMOrnu
B NPOMbILLSIEHHOCTU U NPON3BOACTBE

Kubepdusnueckue

cUcTeMbl
MaccoBoe ABTOMaTU3aUMA

NPou3BOACTBO

MexaHunsauus

INDUSTRY 4.0

INDUSTRY 3.0

Kubepdunsmnyeckne cucremsi,
INDUSTRY 2.0 ABTOMaTHU3aLus, MHTepHeT Bewen, <ymMHoe

INDUSTRY 1.0 KOMMbIOTEPHbIE 1 NpOon3BOACTBO»
AneKTpUMKaunA n po60TU3NPOBaHHbIE CUCTEMBI
BHeApeHMe KOHBeepHoro

MexaHunsauus, napoBble npou3BoacTBa

ABuUraTtesnu, CTaHkKu

=~ 100 net
A

1784 1870 1969 Hawwu aHn
F::RTINET



LindbpoBusaumnsa Bcen nponsBoaCTBEHHOU Lienu

Cneuundmnunbie gna cermenta UT u OT uenu n pewseHus

3D printers Smart sensors + Field service systems

. + CAD/CAM tools J * Production/assembly systems 7 * Recall systems
 Designs, IDE and tools | * ERP Systems J

* Project management tools » Corporate Systems

+ Quality control * Order & Inventory mgmt.
Safety systems * Customer systems
NOC / SOC * Retail systems

+ SCADA systems o
PLC systems

» Maintenance, Repair Order

PaspaboTtka UHXeHepHble NnHuna XpaHeHue u Mpopaxu KopnopaTuBHbie
pelweHnn npoToTUnbI npousBoacTBa pacnpocTpaHeHue cUCTEMbI

F:=RTINET © Fortinet Inc. All Rights Reserved.



UHTerpauma umdpoBbIX TEXHONOrMnN Bo Bce cepbl
OusHeca, npuBoasias K pyHAaMeHTanbHbIM
U3MEHEeHUAM B TOM, KaK paboTaloT npeanpuaTusa m
KaK OHM NMPUHOCHAT NOSIb3Yy KIIMeHTamM

[Digital Transformation]

F:=RTINET © Fortinet Inc. All Rights Reserved.
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Bbi30Bbl KWUBEPEE30OMNACHOCTMU ANA YCNEWHOMW
LMOPOBOU TPAHCOPOPMALIM

.....

3ALUUTA JAHHDBIX

BHe 3aBUCMMOCTHU OT
MeCTOHaxoXaeHua B
CeTU, COCTOSAHUA U
¢opmara

F=RTINET

BE3OMNACHOCTb
TEXHOJIOrMYECKOU
MHOPACTPYKTYPbI

PacwupeHune 3amThbl
UT Ha
NPOMbILUSIEHHbIE CeTU

TMBKUE NPOLIECChHI COOTBETCTBME PACLUNPEHME
BE3OMNACHOCTM TPEBOBAHUAM BUAMMOI'O
FOPU3OHTA YIrrPoO3

3awumTa B pamkax ctparterumu .
KOHBepreHTHoOM, ynpaeneHusi puckamu [ TPe0yeT nHHoBaumn v
oGra4yHou u U oTpacneBbIX aBTOMaTMU3auum

rmépuaHon Tpe6oBaHuUM
WH(PaACTPYKTYpPbI

© Fortinet Inc. All Rights Reserved.
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3TO MHTerpauusa 6e3onacHOCTU BO BCe obnactu
LUPPOBbLIX TEXHONOIMN — apXUTEKTypa
Oe3onacHocTu, KoTopasa obecnevymBaeT LLUPOTY,

norpyxeHme n aBToMmatmn3aumio 3alluTbl

[Security Transformation])

F=RTINET




TexHonorum ucnonb3yemMblie Ana noanepXXku v
npoaBwxeHua Nuayctpum 4.0

0 11
1 10
0 1

Data Analytics Wireless 3D Printing Artificial Robotics and Digital Design, Advanced Internet of Augmented/
(additive Intelligence/ Automation Simulation, and Computing/ Things Virtual/Mixed
manufacturing) Machine System Cloud (networks and Reality
Learning Integration Computing sensors)

Be3onacHOCTb nmeer KpUutnyeckKkoe 3Ha4yeHue npmn mcnoJsib3oBaHuA TEeXHOJIormmn

Hpeumyu;ecmea UCrosib308aHUss UHHOBAUUOHHbIX MexXHor1oauu:
* yﬂy‘-II.IJaeT O©rnn30CTb N 3HAHUSA KITMEHTOB, AOCTYIM K bonee peneBaHTHbIM JaHHbIM
* [loBblilaeT MaHEBPEHHOCTDb IMNMpwn pa3BUTUN, a TaKKe ornepeXeHmMmn N BbITECHEHNN KOHKYPEHTOB

==RTINET



[Mpumepbl yBennyeHus kKnodep-pucka ans
COBPEMEHHOU NMPOMbILLFIEHHOU KOMMaHUN

JTiobble npobenbl B 6€30NacHOCTU ceTen KOHTpareHToB
MOTYT CAY>XWUTb TOYKaMM AOCTYyMa Ansl XakepoBs

ACY TTI1 obecnevnBaet

aBTOMaTmn3aunio, HoO OTKpPbIBaIOT

ABepb AN XaKepCKUX aTtak Ha
TeXHONMOrM4YeCckumn cerMeHT

KoHBepreHuus
IT/OT,

Xakepbl OPMUPYIOT N3 YCTPOUCTB

NOAKNIOYEHHbIX K IHTEPHETY «apMuio»

loT ana nopgaBneHus UueneBbIX
cepBepoB BPeAOHOCHbLIM TpadpmkoM | ...

CBA3aHHOCTb

Pecypcol A, yctponctea I0T 1 ymHas
MH(pacTpyKTypa MOXET ObITb
Lncdposusauus
B3/IOMaHa U CKOMMpoMeTupoBaHa 0T/ lloT

F=RTINET

b

KomMnnekcHble
3KocUCTeMbI

ATtakun TMna «oTka3s B 06CnyXMBaHUN» MOryT
@ NpMBeCTU K COOI0 B LiIeno4vKe NOCTaBOK,

AaXke ecnu Balla opraHu3auus He ABnAeTcS
NPAMOU Lernbio aTaku.

HoBsoe napTHepcTBO

Bes agekBaTHbIX Mep 6e3onacHoCTU u
pe3epBHOro KONMMPOBaHUS AaHHbIX
MHpopmauma B obnake MoxeT ObITb
Huskas nortepsiHa Unu ykpageHa

NpPOCBELEeHHOCTb
no 6esonacHocTn

BYOD u ypaneHHbIW [OCTYN MOBbILLAET
ynobcTtBo paboTbl, HO HeceT 3a coboun
Hmdoposon yBeriudyeHne Konm4yectBa BeKTOPOB aTaKMu.

yoaneHHbIn AoCcTyn




Kak MOXXHO CHU3UTb KNbep-prUcKn?

3alwmTa OT CIIOXHbIX U
LeneBbIX yrpo3

BuanmocTb ropmsoHTa
uucpoBbLIX aTak

HoBble TexHONnornm npmnBoaAT
K HOBbIM PUCKaM.

KonunyecTBo yrpos un
BpeaoHocHoro MO

HEeYKINOHHO pacTeT.
Heobxoavma wupokas y P

BUAMMOCTb FrOPMU3OHTA
yrpo3 1 npoakTnBHoE
oBHapyxeHue.

Heobxoanma KkoMmnnekcHas
3almTa Ha BCcex YPOBHAX
— YCTPOWUCTB, CETH,
NPUITOXEHUIA.

F=RTINET

Pl

CTpyKkTypupoBaTthb U
YyTBEPAUTb apXUTEKTYypy
6e3onacHocTH

CnoXHoCTb - Bpar
3PP EKTUBHOCTH.

Heobxoamo aBTOMaTU4YECKH
npeaoTBpaLlaTh,
oGHapyXuBaTb U
pearMpoBaTb Ha yrpos3bil.

Ynpoctntb COOTBETCTBUE
TpeboBaHUAM

MexayHapogHoe,
pernoHanbHoe, oTpacneBoe u
rocyaapCTBeHHoOe
perynuposaHue.

O6Gecne4ymB NOMHOLIEHHYIO
3alUUTy - CTaHET npolye
COOTBeTCTBME TpeboBaHUAM.
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Fortinet Security Fabric gnga 3awuTtbl OT

Fabric
Management
Center

LLIMPOTA

Visibility of the entire

digital attack surface Network Open Fabric
Access Ecosystem

UHTEIPALIUA

Protection across all devices,

networks, and applications Secure Cloud
WLAN/LAN Infrastructure
Operations and response driven by
Machine Learning
Endpoint Applications

=:RTINET Security

Operations



OcobeHHoCTU pelwueHunn ana OT

UHdopmauuna o6 yrposax NMpodhunbHaa komaHAaa

FortiGate Rugged 60D

d»--.I-.'ssss;
- ronrrer

FortiGate Rugged 90D

* Line of Rugged Firewalls  Industrial Control Services « Experienced professionals

* Line of Rugged Switches » OT-specific protocols » Decades in Industry

* Line of IPS-rated wireless » OT-specific vulnerabilities » Decades of customers
access points « More signatures than any other

cybersecurity vendor

» OT-specific sandbox, deception
solutions

==RTINET



Koroa BeHOOp paccKa3biBaeT O CBOUX peLleHUsX

F=RTINET 18



[MapTHepbI N MHTErpauua peLueHnin

TEXHONOIMNM4YECKUE NAPTHEPDI

¢NozoMi  SIEMENS oY m <) DRAGCS

Z scapafence [kaspersky () indegy A ™ OWLGE:-

-

NMAPTHEPbI NO PEWLEHNAM U UHTEIPALIUA

SIEMENS ADBD Schneider YOKOGAWA

ﬁ Electric
N%”
CGPQPJMM\AQ 4 ® At@S Baker 8
IBM Securlt orange” SOt World Wide Technolo Huahes
% Services ay NTT g

F=RTINET



Fortinet OT Customers

Oil & Gas Electrical & Utilities Manufacturing Transportation

ﬁbp @ (& conEdison M

AVANGRID

E 75(0 n @ ToTAL

KMIiBEHEPIro
- ontras
==, Dominion Gostranspert GmeH p
l‘" Energy"
O VE O L IA - New Braunfels Utilities
—— Powercor
(HEDND o ~“l’// RUSTRALIA Rw E
Gllﬂrgex The energy to lead
Verbundnetz sam HOUSTON o
. . "
Bas 46 CcELG Eidsiva "

CONELECTRICAS .

BS|NETZ
éeogresources %“ g;;?’gf“ @
N e% ( )
eoF L4 J @i

wogon SPgroup

F=RTINET

suea

Sydney

WAT<R

w—roluogelyy e 4diua |
Dubai Electricity & Water Authority

:.é 'é :»
o> Y
‘Water and Power

% ® Yarra
" Valley
Water

3 ) -.\.
o City West Water”

@ BarwonWater

|

@

Mercedes-Benz

o
@

Volkswagen

® BOSCH

GLENCORE

rRHElNMETALL
DEFENCE

AIR LIQUIDE ‘

DB
L csx ]

AIRBUS

MAERSK

&€ Hapag-Lloyd
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Knaccunuyeckas moagenb 6e3onacHOCTH
NIST Model

|ldentify the
Attack Surface

Trust
Assessment

Protect Against
Known Threats

Continuous

Rapid
Response

Detect Unknown
Threats

F=RTINET



[TyTb K 6e3onacHocTu OT-uHhpaCTPyKTYpbLI

I External

Enterprise

Operations &
Control

Internet

Zone
(4]

Management Zone
Operational Site DMZ

Cloud Services
Industrial Internet of Things

Remote Access ‘
3" Party Vendors & Employees

Enterprise Corporate
DMZ Services

Enterprise Corporate
Local Area Network

Manufacturing Zone
Operational Site Data Center

Supervisory Control
Supervisory Control Network

Process Control
Local Area Network

Physical Plant Floor

Instrument Bus Network

o

< 3

25

c N

(@)

(@]

Identify the
Attack Surface

F::RTINET

Protect Against
Known Threats

Detect Unknown
Threats

Rapid
Response

Trust
Assessment




[TyTb K 6e3onacHocTu OT-uHhpaCTPyKTYpbLI

— " Cloud Senices Step 1. Basic Visibility & Control

c c Level ndustrial Internet of Things o ]

5 2 jopRomote Access | - NGFW w/ OT protocol & vulnerability protection
.g o Enterprise Corporate

% 5 5 DMZ Services }}

e N Level Enterprise Corporate

L Local Area Network

Management Zone
Operational Site DMZ } }

Manufacturing Zone

Operational Site Data Center

Supervisory Control
Supervisory Control Network

Operations &
Control

Process Control
Local Area Network

Control Area
Zones

Physical Plant Floor

Instrument Bus Network

Identify the
Attack Surface

Detect Unknown
Threats

Protect Against
Known Threats

Rapid
Response

Trust
Assessment

F=RTINET ©Fortinetnc



[TyTb K 6e3onacHocTu OT-uHhpaCTPyKTYpbLI

T 5 Cloud Services Step 2 V|S|b|l|tv & Conflquratlon

c c Level Industrial Internet of Things

b e e = .

= £ Remote Access | - Add Management & Analytics
- 3" Party Vendors & Employees

@ o Enterprise Corporate

% 5 5 DMZ Services }}

e N Level Enterprise Corporate

L Local Area Network

Management Zone
Operational Site DMZ } }

Manufacturing Zone
Operational Site Data Center

Supervisory Control
Supervisory Control Network

C

Operations &
Control

Process Control
Local Area Network

Control Area
Zones

Physical Plant Floor

Instrument Bus Network

Identify the
Attack Surface

Detect Unknown
Threats

Protect Against
Known Threats

Rapid
Response

Trust
Assessment

F:RTINET © Fortinet In



[TyTb K 6e3onacHocTu OT-uHhpaCTPyKTYpbLI

External

o

Enterprise
Zone

perations &

Internet

Control

Control Area

Zones

Management Zone
Operational Site DMZ

Cloud Services
Industrial Internet of Things

Remote Access

3" Party Vendors & Employees

Enterprise Corporate
DMZ Services

Enterprise Corporate
Local Area Network

Manufacturing Zone
Operational Site Data Center

Supervisory Control
Supervisory Control Network

Process Control
Local Area Network

Physical Plant Floor

Instrument Bus Network

f

Identify the
Attack Surface

3 4

3 4

1]

Step 3. Internal segmentation

- OT Segmentation Firewall w/ OT-
specific protections

- Industrial Switching & Wireless

FRTINET

Protect Against
Known Threats

Detect Unknown
Threats

Rapid
Response

Trust
Assessment

© Fortinet Inc



[TyTb K 6e3onacHocTu OT-uHhpaCTPyKTYpbLI

. Cloud Servioes Step 4. Access Control Internal segmentation
[, Remote Access | - User Authentication (with MFA)
___________ - Device Authentication with NAC

- Device Protection, Detection and Response (EDR)

Enterprise Corporate
4L _L°ia'_’*rial“eM - Insider Threat Detection (UEBA)
)
[rpiz | Menzgement Zone | - 5 B o @) @
Manufacturing Zone
= [

External
Internet

Enterprise Corporate
DMZ Services }}

Enterprise
Zone
[&)]

1]

perations &
Control

Operational Site Data Center a

Supervisory Control %
Supervisory Control Network .:.

]

Process Control
Local Area Network a

Zones

ControlArea |I[ O

Physical Plant Floor

Instrument Bus Network

Rapid
Response

Detect Unknown
Threats

Protect Against

Known Threats

Identify the
Attack Surface

Trust
Assessment

=RTINET © Fortinet Inc Rights Reserved.



[TyTb K 6e3onacHocTu OT-uHhpaCTPyKTYpbLI

%E Level Induftllizlﬂﬂtjr?ezvlcf:'?ﬁngs Step 5. CIOUd Securltv

52 i DY - W - Add Cloud WAF

PR T — - Secure Cloud-based Apps
2 o Enterprise Corporate

5 5l==s DMZ Services 4 - Secure remote access

e N Level Enterprise Corporate

L 4 Local Area Network

Management Zone
Operational Site DMZ } }

Manufacturing Zone

1]

O s @ &

Operations &
Control

Operational Site Data Center a
Supemsory Control % O @
Supervisory Control Network 0ge =

Process Control
Local Area Network a

Control Area
Zones

Physical Plant Floor

Instrument Bus Network

Identify the Protect Against Detect Unknown Rapid Trust
Attack Surface Known Threats Threats Response Assessment
FRTINET © Fortinet In ts Reserved.



[TyTb K 6e3onacHocTu OT-uHhpaCTPyKTYpbLI

sq _Cloud Senices Step 6. Defend Against Unknowns
85 - .
5 2 oRemolehccess | QL Add Sandbox

e — - Add Deception Technologies
DMZ Services }} _ Add SIEM

Enterprise Corporate
Local Area Network

Enterprise
Zone
[&)]

w _
2]
c =5 ) --\./_
S E Management Zone }} — G;) ‘Q‘ Q #
®© 5 Operational Site DMZ — Y | )
o O
S Manufacturing Zone
Operational Site Data Center a
Supervisory Control 0 CE: 9] @
@©
G,_J Supervisory Control Network ::: - =
< (7]
5 e Process Control
s 0 Local Area Network a
8 N
O Physical Plant Floor

Instrument Bus Network

Detect Unknown
Threats

Protect Against
Known Threats

Rapid
Response

Trust
Assessment

Identify the
Attack Surface

FRTINET O Fortinet Inc



[TyTb K 6e3onacHocTu OT-uHhpaCTPyKTYpbLI

External

o

Enterprise
Zone

perations &

Internet

Control

Control Area

Zones

Management Zone
Operational Site DMZ

Cloud Services
Industrial Internet of Things

Remote Access
3" Party Vendors & Employees

Enterprise Corporate
DMZ Services

Enterprise Corporate
Local Area Network

Manufacturing Zone
Operational Site Data Center

Supervisory Control
Supervisory Control Network

Process Control
Local Area Network

Physical Plant Floor

Instrument Bus Network

|

Identify the
Attack Surface

-
aEl»

3 4

3 4

1]

@

Step 7. Integrate Physical Security

- Add IP Cameras w/ Facial Recognition
- Add presence analytics

O s @ &

o@@

—

" Yy o8

==RTINET

Protect Against
Known Threats

Detect Unknown
Threats

Rapid
Response

Trust
Assessment

hts Reserved.



[TyTb K 6e3onacHocTu OT-uHhpaCTPyKTYpbLI

—_— Cloud Services Step 8. Contextual Awareness
c c Level Industrial Internet of Things
5 —_— . -
o Remote Access - - Add DPI vendors with OT capabilities
w = 3" Party Vendors & Employees « SSL »
| iormation Tachnaiom
2 © Enterprise Corporate
el 5 DMZ Services }}
9]
N Enterprise Corporate
L Local Area Network
< | Amenteion sounamy
52 -l M t Z = 3¢
o= anagement Zone = ;
E g Opergtional Site DMZ }} E @ @ @ ‘Q‘ |Q' ’ %
@ O 4
S Manufacturing Zone
Operational Site Data Center a
Supervisory Control
g Supgrvisory Cor}irol Network :§: O g @
<3
35 Process Control @— 2 = .
_.g f(\%l Local Area Network a I(asperSI(y QF NOZON” & @z)lndegy /,/’ SCADAfence DR/\G&
CLAROTY
S Physical Plant Floor 9| M
Instrument Bus Network @
Identify the Protect Against Detect Unknown Rapid Trust
Attack Surface Known Threats Threats Response Assessment

F=2:RTINET © Fortinet Inc. A



ApxuTtekTypa pewueHuu Fortinet Ha mogenu Purdue

I
I
|
|
I
I
I
l
i
I
I
v

Level External
Internet

Level 5

Internet DMZ
Enterprise

Corporate Environment

Level 4 .8.

External
Enterprise LAN O

(J
Corporate Environment %

Level 3.5

Operational DC DMZ
Management Zone @3

Level 3 .8.

Operational DC
Manufacturing Zone O.O

FortiGate
FortiLink

Private VLANs
Micro Segmentation

2
FortiSwitch Q’E:?;Y A

Wide Area Network

MPLS, SD-WAN, 3G, 4G, APN,
VPN

ADSL, Cable

F=RTINET

Business
Servers

Remote User

. N
Email [
Servers

i¥ //

I

AN

FortiGuard “
Global FortiGuard Threat e\l{‘ea“e‘
Intelligence Intelligence Service \“1€R

Remote Vendor

Fortiweb

Authentication Services
& Domain Controllers

FortiMail /

Enterprise
Desktops

- NS FSSO
\ % S
/ FortiClient EMS “\_~ pomain ||

FortiNAC Server FortiAuthenticator Controller ..

Operational Technology (OT) Authentication Boundar‘

AW

Historian
Server Zone

Application
Server Zone

O Zones of Control
. . Zones and Conduits

O Micro Segmentation
O O Physical and Virtual

. Segmentation

Engineering Engineering
Server Zone WorkStation Zone

Operator
WorkStation Zone

Electrical Substation Purdue, ISA-99, IEC-62443
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Kak MOXXHO CHU3UTb KNbep-prUcKn?

3alwmTa OT CIIOXHbIX U
LeneBbIX yrpo3

BuanmocTb ropmsoHTa
uucpoBbLIX aTak

HoBble TexHONnornm npmnBoaAT
K HOBbIM PUCKaM.

KonunyecTBo yrpos un
BpeaoHocHoro MO

HEeYKINOHHO pacTeT.
Heobxoavma wupokas y P

BUAMMOCTb FrOPMU3OHTA
yrpo3 1 npoakTnBHoE
oBHapyxeHue.

Heobxoanma KkoMmnnekcHas
3almTa Ha BCcex YPOBHAX
— YCTPOWUCTB, CETH,
NPUITOXEHUIA.

F=RTINET
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CTpyKkTypupoBaTthb U
YyTBEPAUTb apXUTEKTYypy
6e3onacHocTH

CnoXHoCTb - Bpar
3PP EKTUBHOCTH.

Heobxoamo aBTOMaTU4YECKH
npeaoTBpaLlaTh,
oGHapyXuBaTb U
pearMpoBaTb Ha yrpos3bil.

Ynpoctntb COOTBETCTBUE
TpeboBaHUAM

MexayHapogHoe,
pernoHanbHoe, oTpacneBoe u
rocyaapCTBeHHoOe
perynuposaHue.

O6Gecne4ymB NOMHOLIEHHYIO
3alUUTy - CTaHET npolye
COOTBeTCTBME TpeboBaHUAM.



Cnacu6o 3a BHMMaHue!

NaHuun TameeB

PykoBoauTenb HanpasneHus no pabore
C NPOMbILLNEHHLIMU KOMNaHUAMU

dtameev@fortinet.com
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