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YCNoXKHEeHME NPOMBbILLAEHHOW cpeapbl
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https://www.smctraining.com/en/webpage/indexpage/312
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Bbi30B: Bbl HE MOXeTe 3allUTUTb TO, YTO Bbl HE 3HaeTe

B nocneaHue roabl Mbl BUuAMM, ACY Tl ya3BMMbI ANs KNb6ep MHUMAEHTOB.
OcBegoMNEHHOCTb pacTeT, n Bce 6onblue 1 bonblue opraHn3aunii
BHeAPAOT Mepbl 6@30NacHOCTM A5 NOBbIWEHUA YPOBHSA
Knbepbe3onacHOCTN CBOUX YCTPOMCTB U ceTeir. OgHaKo ocTaeTca
noBTOpAIOLAACA Npobaema: HeAOCTaTOUYHAA 0CBEAO0MIEHHOCTb 06
obbeme un 06w em KonnyecTBe aKTUBOB, KOTOPbIMU B/laaeeT
opraHusauus.

He3HaHuMe rpaHuL, 3aTPyAHAET NPUHATME Mep NO 3aLiuTe YCTPOWCTS,
MO3TOMY HEKOTOPbIE U3 HUX OCTaHYTCA He3alMLLEeHHbIMKU. Mcxoaa us
NPUHLMNA, YTO CMAA Lenu onpeaensetca ee cCambiMm cnabbim 3BeHOM, Mbl
MOXeM CAenaTb BbIBOA, YTO, €C/I Mbl He 06ecneynm oANMHaKOBYIO 3aLLUTY
BCEX aKTUBOB, 3TUX Mep byaeT HeaoCTaTO4HO.

NMostomy nepsbim Wwarom B obecneyeHnmn 6esonacHoct ACY TN saBnaetca
WHBEHTapu3aLums BCEX aKTMBOB, 3a4eNCTBOBaHHbIX B Npouecce. 3Ta
MHBEHTapu3aLuma, ecan BCe CAENaHO NpaBubHO, byaeT cobupatb
noApo6HY0 MHPOPMALMIO MO KaxKA0MY aKTUBY, BK/IlOUYan BEpCUU
NPOrpamMmmHOro obecrneyeHma unm mmkponporpamm. Umes sty
MHPOPMALMIO, MHBEHTAPM3ALMA MOXKET UCNONb30BaTbCA ANA
NPaBU/IbHOIO YNPaBAEHMA YA3BMMOCTAMM, YTO MO3BONAUT NPUHATL
HeobxoAumble Mepbl ANA UX YCTPAHEHUA N CMATYEHMA.

INCIBE-CERT. Guide for an asset inventory management in industrial control systems

KunbepbesonacHoCTb cucTtem NpombiluieHHO aBTomaTusaumm B 2019 roagy
https://ics.kaspersky.com/media/2019 Kaspersky ARC ICS report.pdf

B BalleM opraHm3auMm peanmsoBaHbl KakmMe-nMbo 13 NnepeymncreHHbIX HUXe
TEXHONOrMYECKMX Mep? KakMe 13 HUX NNaHMPYeTCcs BHeOpUWTh B BnuxKaniine 12 Mecales,
KaKMe Bac MHTEPECYIOT, HO elle 0BCy»KOatoTCs, @ KakKMe COBCEM HE MHTepPEeCyoT?

BozoywHbir 3a30p Mexay [T OT

MOHUTORWHT U CKaHWPOBaHWe Ha YA3BMMOCTU 7%

ObHapyeHKre 1 yrnpaBneHme akTMeamMi 35% 21% 6%

VIHCTPYMEHTbl ODHapy»KeHMa
aHOManuWin B NPOMBbILLMTEHHON CeTH

KoHTpONbL OOCTyna yCTPOWCTRB
Y Y

ObHapy»eHre BTOpXeHW/CpencTea
npenoTepalleHmna

0%
3almTa NPUNoXKeHniA
0%

MNHCTpYMEHTbLI KOHTRONA TEXHWMYECKOro AoCTyrna

MOHUTOPWHE CceTK 1 TpaduKa

e 10%

KomMnaHna MCNonb3yeT aHTMBMpyc ana ACY TI1

[MnaHupyeTca peanrn3oBaTbh
PeanuzoeaHbl ’ -
B TedeHye cnenyowmx 12 mecaues

He nHTtepecytor

https://www.incibe-cert.es/en/publications/guides/guide-asset-inventory-management-industrial-control-systems
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https://www.incibe-cert.es/en/publications/guides/guide-asset-inventory-management-industrial-control-systems

MHBeHTapu3aumna aktmeos B ctaHgapTax: CIS 20

Confidence in the Connected World

The CIS Controls™ - npuoputesmpoBaHHbIi HAbop Mep, KOTOPble B COBOKYMHOCTH
06pa3y|'0T Ha60p nepeﬂ,OBHX npaKTVIK ﬂ,ﬂﬂ ameﬂOHMpOBaHHOM 3aLL|,|/|Tb|, KOTOpble <E\IS Center for Internet Security”
cMmsAryatoT Hambornee pacnpocTpaHeHHbIE aTakn Ha CUCTEMbI U CETM.

@ CIS Controls” \/7 @ cCIS Controls”

Bas — Foundational i Organizational
1 Inventory and Control i 7 Email and Web 12 Boundary Defense § 17 Implement a Security
: of Hardware Assets . Browser Protections : Awareness and Training

: Program

: Version 7
Inventory and Control Malware Defenses Data Protection : Application Software 1
: : € 13 . O Implementation G
: for Industrial Control Systems
: 3 Continuous 9 Limitation and Control 14 Controlled Access : 19 Incident Response {

Vulnerability of Network Ports, Based on the Need

and Management
Management : Protacols and Services to Know

4 Controlled Use : 10 Data Recovery 15 Wireless Access
of Administrative : Capabilities ontrol
Privileges H

20 Penetration Tests and
Red Team Exercises

5 Secure Configuration for
Hardware and Software an
Mobile Devices, Laptops,
Workstations and Servers

11 Secure Configuration 16 Account Monitoring
for Network Devices, and Control

such as Firewalls,
Routers and Switches

(=)
=8

6 Maintenance,
Monitoring and

Analysis of Audit
Logs

https://www.cisecurity.org/white-papers/cis-controls-implementation-guide-for-industrial-control-systems/
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MHBEeHTapu3aLKMsa akTUBOB B CTaHAapTax

SECURITY

(’) AuditScripts Critical Security Controls erICIave

Critical Security Control NIST CSFvl.1 NIST 800-82 rev2 IEC 62443-3-3:2013 NERC CIP v7 NERC CIP v6 NERC CIP v5 NERC CIP v4 NERC CIP v3
CIP-002-4 R1 z:mi: 21
CIP-002-4 R2 )
ID.AM-1 SR12 CIP-002-4 R3 CIP-002-3 R3
o . . . . LAM- 6.216 CIP-002-5.1R1 CIP-002-5.1R1 CIP-002-5.1R1 =
Critical Security Control #1: Inventory of Authorized and Unauthorized Devices IDAM-S SR23 CIP-003-4 RS CIP-002-3 A2
ID.AM-2 6.217 CIP-002-5.1 R2 CIP-002-5.1 R2 CIP-002-5.1 R2 CIP-003-3 RS
PR.DS-3 SR78 “ Ra CIP-004-3 R4
. CIP-005-4 R2 CIP-005-3 R2
CIP-006-4 R3
CIP-006-3 R3
. . . N ID.AM-2 6.2.16
Critical Security Control #2: Inventory of Authorized and Unauthorized Software PR.DSE 217 SR12 CIP-010-3 R1 CIP-010-2 R1 CIP-010-1 R1
ID.RA-1
I:'E: IF:_IIZ 6.216 CIP-007-6 R2 CIP-007-6 R2 CIP-007-5 R2 CIP-005-4 R4 CIP-005-3 4
Critical Security Control #3: Continuous Vulnerability Assessment and Remediation DE M8 5'2'1? P C1P-0102 A3 CPD10-1 B3 CIP-007-4 R3 CIP-007-3 R3
CIP-007-4 RB CIP-007-3 RE
RS.AN-5
RS.MI-3
CIP-003-4 RS CIP-003-3 RS
hyed 27 opootsrs Pt opoosRe opos 42 opons 2
Critical Security Control #4: Controlled Use of Administrative Privileges i 'MA' 3 . 2 '15 CIP-004-5 RS CIP-004-6 RS CIP-004-5 RS CIP-0D5-4 RS CIP-005-3 73
. CIP-007-6 RS CIP-007-6 RS CIP-007-5 RS
PR.PT-3 6.217 CIP-006-4 R3 CIP-006-3 R3
CIP-007-4 R3 CIP-007-3 R3

https://www.auditscripts.com/wp-content/uploads/dim uploads/2016/04/AuditScripts-Critical-Security-Control-Master-Mappings-v7.0d.xIsx
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MHBEeHTapu3aLKMsa aKkTUBOB B CTaHAapTax

The NIST Cybersecurity Framework -

PekomeHaaumm no KnbepbesonacHocTu, and
OpraHM3aLnii YaCTHOIO CEKTOPA U KPUTUYECKOM
MHGPACTPYKTYPbI OLLEHKM U COBEPLUEHCTBOBAHUA

CBOUX Npoueccos no npegorTspaleHno,

O6HapPYKEHUIO N pearMpoBaHMIO Ha KNBep PUCKMU.

https://www.nist.gov/cyberframework

NIST Cyber Security Framework
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Improvements
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Function

IDENTIFY
(ID)

Category

Asset Management (ID.AM
The data, personnel, deviceg
systems, and facilities that enal¥
the organization to achieve
business purposes are identified
and managed consistent with their
relative importance to
organizational objectives and tl
organization’s risk strateg

Subcategory

ID.AM-1: Physical devices and systems
within the organization are inventoried

\/

i

)

Informative References

CIS CSC |

COBIT 5 BAI09.01, BAI09.02

ISA 62443-2-1:2009 4.2.3.4

ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A.8.1.1, A8.1.2
NIST SP 800-53 Rev. 4 CM-8, PM-5

ID.AM-2: Software platforms and N
applications within the organization are

inventoried /
/ \

CISCSC2

COBIT 5 BAI09.01, BAI09.02, BAI09.05

ISA 62443-2-1:2009 42.3 4

ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A.8.1.1, A.8.1.2, A.12.5.1
NIST SP 800-53 Rev. 4 CM-8, PM-5

ID.AM-3: Organizational communication
and data flows are mapped

S ——

_—

)

CIS CSC 12

COBIT 5 DSS05.02

ISA 62443-2-1:2009 42.3.4

ISO/IEC 27001:2013 A.13.2.1, A.13.2.2

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8

ID.AM-4: External information systems
are catalogued

L —

CIS CSC 12

COBIT 5 AP0O02.02, APO10.04, DSS01.02
ISO/IEC 27001:2013 A.11.2.6

NIST SP 800-53 Rev. 4 AC-20, SA-9

LA M-5: Resources (e.g., hardwR
devices, data, time, personnel, and

software) are prioritized based on their
classification, criticality, and business

Valuc\/

)

CISCSC 13, 14

COBIT 5 APO03.03, APO03.04, APO12.01,
BAI04.02, BAI09.02

ISA 62443-2-1:2009 4.2.3.6
ISO/IEC 27001:2013 A.8.2.1
NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, SC-6

ID.AM-6: Cybersecurity roles and
responsibilities for the entire workforce and
third-party stakeholders (e.g., suppliers,
customers, partners) are established

CISCSC 17,19

COBIT 5 APO01.02, APO07.06, APO13.01,
DSS06.03

ISA 62443-2-1:2009 43.233

ISO/IEC 27001:2013 A.6.1.1

NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11
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YnpasneHue aktuamm B Poccmun

Mpukas PCTIK Poccnn N2239 «06 yTeepKaeHnu
TpeboBaHuu no obecneueHuto 6esonacHoctn 30

MAIIETERCIID IGETHINK POCCRRCROR wEAEPALIHM
K M M Pq) ) . % 3APETHCTFHPOBAHO
| Pernerpaunonuuik 2 50 524

or ' 4
OEIEPANBHAS CIINoKkEASL Lo L2, 2074

M0 TEXHHYECKOMY H KCIIOPTHOMY KOHTPOJIIO
(®@CTIK Poccnn)

* |. UaeHTMdUKauma n ayteHTMdMKauma (MAD) ArHEAs
@259 nexabps 2017 r. Mockea N 335
V. Ayaut 6e3onacHocTtm (AYA)
 XIIl. YnpaBneHune koHourypaumen (YK®) 06 yroepmacrun TpeGopanmi
no obecnevennio Ge30MACHOCTH 3HAYHMBIX 00bEKTOB KPHTHYECKOIH
 XIV. YnpasneHue obHoBneHnamu NO(OMNO) A OpMAILHORNO HEPACTPYKTYPM Pocculiexo Dercpatinn

Mpukas PCTIK Poccnumn N2239 «06 yrBepaeHuu TpebosaHuii no obecneveHuto 6esonacHoctu 30 KUU PO»
https://fstec.ru/normotvorcheskaya/akty/53-prikazy/1592-prikaz-fstek-rossii-ot-25-dekabrya-2017-g-n-239
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[loaxoAabl K UHBEHTapU3aunum akTUBOB
Physical Inspection & Manual

Physical Inspection & Manual

A
\_/

PyyHas nHBeHTapusaummn 6e3 aBTomaTnaaumm, obbI4HO C
ncnonb3oBaHmem Tabnuy, Excel. TpebyeT MHOrO BpeMeHU
N Tpygo3aTtpar, NoABEPXKEHO YenoBevyeCcknm owmbkam u
HEeMNONHbLIM AaHHbLIM, €r0 CIOXKHO NoAaepPKNBaTh U
06HOBNATb. MOXeT ObITb 3(P(PEKTUBHBIM TONLKO AN
nepBoOHa4YanbHOW MHBEHTapMU3aLmm, 4ns HebonbLIOoro
KONn4ecTBa YCTPONCTB M AS1s1 HEKOTOPbIX YYBCTBUTENbHbIX
OObEKTOB.

Configuration files analysis

ABTOMaTU3NPOBAHHbLIN Noaxoa 1 6epeT cyliecTsyloLme
AaHHble KOHdUrypaumm (BKnoyas Tern) u3 CUCTem
ynpasneHna npoLeccamMmm, CETEBbIX YCTPOMCTB, AnarpamMmm
NpoLeccoB 1 APYrMx UCTOYHUKOB KOHUrypauum ans
co3gaHus npoduns akTmeoB. OTNUYHbBIN CNOCOO NONy4YnTb
nHpopmauuto 06 ACY TI1, KOTOpyto HENb3A NONYyYNTb
ApYrMMu MeTodamu, Hanpumep OS5 N30IMPOBaHHbIX U
OTKMNIOYEHHbIX Cpef, Taknx Kak cuctemol NA3

Passive Inventory / Listening

ABTOMaTM3NPOBAHHbLIN NOAX0, KOTOPbLIN «CNYyLLUAET» U
aHanuaunpyert konuto cetesoro Tpaduka ACY TI1 yepes
SPAN nopTbl unn TAP ycTponctsa Anst nonyyeHns
nHgopmauunm 06 aktmeax. OH Ha 100% 6e3onaceH ans
ceten ACY TI1, He BNUSIET Ha aKTUBbI, HO, MOCKOSIbKY OH
NPOCNyLIMBAET TOMbKO «B3aMMOAENCTBYIOLLNE
YCTPOWCTBa», OH norlydaeT MeHblue nHdopmMauum ot
Ka)kJoro akTmBa.

N N
e N

Active Inventory / Probing

ABTOMAaTU3NPOBAHHbLIN METOL, KOTOPbIN aKTUBHO
onpawwmsaet yctponctaa ACY Tl 06 nHpopmaumo 06
aKTUBax Ha «POAHOM» S13blKe NMPOMbILLSIEHHOIO
npoTokosa. bbIcTpo obHapyXuBaeT ceTeBble
KOMMYHUKaUUK 1 getanun aktueoB. MOXeT BbI3BaTb
noBpexaeHne obbekTa Npm B3aMMOAENUCTBUN C HUM,
NO3TOMY CreayeT UCMonb30BaTb C OCTOPOXHOCTLIO.



ATpnbyTbl aKTUBOB

YT06bI MHBEHTApPM3aLUMA OblNa NONE3HA C TOYKM 3peHnss 6e30NacHOCTU U YNPaBAEHMA PUCKAMM, BaXKHO XPaHUTb
NoAPOOHYI0 MHGOPMALMIO O KaXKAOM aKTUBE, BKAOYEHHOM B Hero. HekoTopble 13 Hanbonee BaXKHbIX aTpUOYTOB,
KOTopble A0MXHbl ObITb COBPaHbI AN5 KaXKAoro akTuBa:

Figure 3-2 Asset Management Characteristics

* Unique asset ID * Hardware components (CPU, modules, etc.)
A . . ) . . * Asset type / function * |P addresses
Discst:\?::ry ldentiication EE LIEREITET Al ¢ Asset state information (Running, stop, etc.) * MAC addresses
* Asset name * Communication role (client/server, master/slave)
e * Description * Network media (Ethernet, serial, fiber)
[ v ] e T * Network name * Connected wire tags/circuit information
. * Domain/ workgroup * Network Protocols in use (ICS and IT)
et i ol * Manufacturer * Open network ports
locations e SR * Model number * Location of configuration information
Communication * Serial number * Location of configuration offline backup
T » Sub-assets (such as daughter cards) » Associated I/0 points or tags
* Impact on operations * Asset owner and contact Info
* Asset Criticality * Asset Manager
* Physical location * Process owner and contact Info
* Logical location / Business unit * Links to parent assets
* Purdue Level * Links to child assets
* Firmware / OS revision * Licensing details
* Software versions * Asset Cost
¢ Software vulnerabilities (CVE) * Maintenance dates
NCCoE, NIST Cybersecurity Practice Guide, SP 1800-23, Energy Sector Asset Management.  « Cybersecurity risk score e End-of-life dates

https://www.nccoe.nist.gov/projects/use-cases/energy-sector/asset-management « Patch levels
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KnaccnpuKauma aktueos

AKTuBbI ACY Tl BaKHble An1a 6e30nacHOCTM — 3TO He TO/IbKO CeTeBble YCTPOoMCTBa. Hy»KHO NOHMMaTb
BECb KOHTEKCT CUCTEM, U CTPEMUTBLCA KOHTPOZIMPOBATb Kak MOXKHO D0/iblLE aKTMBOB U UX NAapPaMETPOB,
N B3aMMOAENCTBUE MEXKAY HUMMU

Hardware

Software

INCIBE-CERT. Guide for an asset inventory management in industrial control systems

Staff working in the
organisation.

Sub-contracted

Description Examples
ngnnnn
- = | All physical equipment = PLC
= = | usedin the = RTU
= = development of the = IED
TITIT industrial process. u  Servers
m SCADA
® Operating systems
Applications used to ® Firmware
manage the process. m Development tools
. ®  Permanent

Information

Network

Technology

Description Examples
Data that is generated,
collected, managed, B Databases .
transmitted and ®  Documentation
destroyed, regardless B Manuals
of its format.

B Routers

Network connectivity B Switches
devices. ® Firewalls
Equipment needed to = Computers
manage people the = Telephones
company’s and = Printers
business. ®  Wiring

https://www.incibe-cert.es/en/publications/guides/guide-asset-inventory-management-industrial-control-systems
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MHCTPYMEHTbl MHBEHTapU3aL M aKTUBOB

BecnnaTtHble n Open Source MHCTPYMEHTDI Kommepueckue pelueHun

e 3 e

ALL IPs USED ARE FOR DEMO
PURPOSES

| =2 ] | R
=== 2
Mpumep: GRASSMARLIN, Wireshark, Security Onion, Mpumep: Kaspersky Industrial CyberSecurity for Networks

NetworkMiner, Nmap, OpenVAS



MOHUTOPUHT U3MEHEHUN U HOTUPUKALNU

HoBble ycTponcTea B ceTu

HoBble YASBUMOCTU aKTUBOB

OTKNOYEeHMA aKTUBOB OT CEeTU

AHOMa/IbHblE KOMMYHWNKaUNUUN aKTUBOB

N3meHeHnA aTpubyTtos

Cucrtema MHBEHTapMU3aL MM aKTUBOB byaeT MHPOPMUPOBATL O BCEX U3SMEHEHUAX aKTUBOB B

NPOMDBIWLNIEHHOM OKPYXeEeHUN AnAa BbiaB/1eHUA PUCKOB KaK MOXHO paHblle



[lpouecc NoOCTPOEeHnA MHBEeHTapU3aLmnn

UHBeHTapusauma —

HenpepbIBHbLINA NpoLecc a He
pa3oBbiit NpoeKT!

HauyHUTe BPYUYHYIO C UICTOYHUKAM U IOKYMEHTaMKM KOTOPbIE Y BacC €CTb, C
cuctemamm HebonblWOro macwutaba

Onpeaennte aTpubyTbl aKTUBOB KOTOPbIE BAM HY}KHbI U A1 KaKUX Lenemn
Ha4YHUTE ux cbop;

MacwTtabunpynte npouecc 4ob6aBnAAa HOBble METOAbl MHBEHTAaPM3aL MK
(maccuBHbLIN, aKTUBHbIN, aHAaNN3 KOHPUTYPALMOHHbIX PalnaoB) C
ncnonb3oBaHmem Open Source KOMMepPYECKUX peLlleHnin, nobaBnsanTe HoBble
aTpnbyTbl aKTMBOB N pacIMPANTE NPOLLECC HA HOBbIE CUCTEMDbI;

UHTerpupymnTe cuctemy MHBEHTApPM3aLUM C BHELWHUMM CUCTEMAMK 4NN
B3aMMHOro oboraueHus AaHHbIMU U BHELIHeM aHaAUTUK U NpeacTaBaeHne
Pe3y/IbTaTOB Pa3/INYHbIM TUMAM MOJIb30BaTe/IeN, B T.U. BbICLLUEMY PYKOBOACTBY;

HenpepbiBHO NoAAEePKUBANTE NPOLLECC MHBEHTaPU3aLUMN.

SANS Institute. ICS Asset Identification: It's More Than Just Security
https://www.sans.org/reading-room/whitepapers/analyst/membership/39650



https://www.sans.org/reading-room/whitepapers/analyst/membership/39650

[lopaep*Ka MHBEHTapM3aunm

° MHBeHTapM3aLI,MFI dKTUBOB A0J/1XKHa ObITb HenpepbiBHbIM NpouecCom

* YacTtoTa MHBEHTapMU3aUnmM A0MKHA ObiTb KaK MOXKHO Bbllle A1 ONepaTUBHOro obHapyXeHus
N3IMEHEeHU

e YacTtoTa 3aBUCUT OT TUMa aKTMBA M ero aTpnobyTos

° ﬂ,OCTyI'I K pe3y/ZibTaTaM MHBEHTAPWM3aUNUN aKTUBbI 4O0/1HKEH KOHTPOJ/INPOBATLCA U obecneymBaTbCA
TOJIbKO aBTOPMN30BAHHbLIM MOJ/1Ib30BATENAM

e Pe3ynbTaThl NUHBEHTAPM3aLUMM AKTUBOB A0XKHbI PETYAAPHO Pe3epBUPOBATHCA

INCIBE-CERT. Guide for an asset inventory management in industrial control systems
https://www.incibe-cert.es/en/publications/guides/guide-asset-inventory-management-industrial-control-systems
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Bbiroabl ana busHeca

UHBEeHTapu3aLmMa aKTUBOB NOAAEPKMBAET He TONIbKO Uenun KnbepbesonacHocTu, HO
Luenu 6usHeca, TaKue Kak CHUXKeHue 3aTpaT 1 yBenyeHue npubbinu:

.nfo

KauectBeHHas MHBeHTapu3auua
aKTMBOB NOMOraeT opraHM3auum
Nlydlle NOHMMATb U YNPaBAATb
Kubep puckamm

-

N

Hannune aeTanbHOro akTyasibHOro peectpa akTMBOB NO3BOJIAET BOCCTaHaB/MBATb onepayum bbicTpee,
CHUXXEeHWe cpeaHero BpeMeHu Ha BoccTaHoBAeHUe paboTbl (MTTR) MUHMMU3UPYET NOTEpU B pesynbraTe
OCTAHOBKM, TEM CaMbIM MOBbILLIAA NPOU3BOANTENBHOCTb U NPUBLINL. OANH AEHb OTCYTCTBUA NPOCTOS MOMKET
KOMMNEHCMPOBATb BCe 3aTpaTbl NPOrpamMmmMmy MHBEHTapM3aLUMM aKTUBOB

YeTKuit npouecc MHBEHTApM3aL MM aKTUBOB MOXKET onepaTMBHO 06Hapy»XMBaTb aKTUBbI Tpebylowme
06CcnyKMBaHUA, PEMOHTA UM 3aMeHbl, 3340170 0 TOrO KaK OHU HEraTUBHO NOB/IUAIOT Ha MPOMbILLIEHHblE
npouecchbl. MoBbIWAET cpegHee Bpema A0 0TKa3a

MHBeHTapM3aumMa akTMBOB NOMOraeT B MOHMMAHUN KOMMOHEHT y4aCTBYIOLWMX B TEXHO/IOTMYECKUX NpoLeccax,
4yTo cnocobcTByeT obecneueHUo 6€30NacHOro U HaAeXHoro NPou3BoACTBa

KauyecTBeHHan MHBEHTApM3aLMA aKTUBOB MOKET CHU3UTb PUCK PErynATOPOB CBA3AHHbIN C aKTMBaMM Ha
npeAnpuUAaTUKN, KOTOPble He COOTBETCTBYIOT TPEBOBAHUAM perynaTopa

HauyanbHble MHBECTULUM B UHBEHTAaPU3aLMIO aKTUBOB MOTYT 6bITb HE60bLIMMMU, C HEGO/IbLLMM MacLLTabom
n ncnonb3oBaHnem Open Source pelieHui

MHBeCcTMUMM B aBTOMATU3NPOBAHHbIE peLlleHUA CHUXKAKOT 3aTpaThbl Ha pquOVI TPYA

SANS Institute. ICS Asset Identification: It's More Than Just Security
https://www.sans.org/reading-room/whitepapers/analyst/membership/39650
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BbiBOAbI

1. VIHBeHTapu3aums akTUBOB BaXXHbI WU NEpPBOCTENEHHbIN Lar obecnedyeHnn 6e30nacHoro u
HaeXHOro TEXHONOrM4YeCcKoro npoLecca

2. CyuwecTBylolme noaxoabl K MHBEHTapM3aLUumy BKoYalo: pyvyHas, akTUBHasi, NacCUBHas U
aHanu3 KoHdUrypaumoHHbix ¢pannoB. Bce nogxoabl MMEKOT CBOU MMNKOCbI U MUHYCbI, MO3TOMY
ANS yCrneLuHoro npoLecca MHBeHTapu3aLUum pekoMmeHayeTcst KOMOUHMpoBaTb NOAXOAbI

3. WMHBeHTapunsauus akTMBOB He 00A3aTENbHO CIOXHbIN 3aTpaTHbIN MPOLEeCC, HAYHUTE C Marioro u
pa3BuBanTe

4. VIHBeHTapusaLus akTUBOB 3TO HE TONbKO MHCTPYMEHT Knbepbe3onacHoCTH, 3TO NOMOLLb B
CHUXXEHUWN BPEMS Ha BOCCTaHOBIEHUE U BU3HEC PUCKOB

5. [na nonydeHuns pecypcoB AS1d NporpaMmmsl MHBEHTapU3aLumM akTUBOB, MPOLEMOHCTPUPYNTE
PYKOBOACTBY MOMb3y NporpamMmmbl A5nS CHUXEHUS 3aTpaT U NMOBbILLEHUA HALEXHOCTU U
doyHKUMOHanbHon 6e3onacHOCTM NPOM3BOACTBA
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Mpukas PCTIK Poccun N2239 «06 yTBepkaeHun TpeboBaHuit no obecneueHunto 6esonacHoctu 30 KUUA PO»
https://fstec.ru/normotvorcheskaya/akty/53-prikazy/1592-prikaz-fstek-rossii-ot-25-dekabrya-2017-g-n-239

INCIBE-CERT. Guide for an asset inventory management in industrial control systems
https://www.incibe-cert.es/en/publications/guides/guide-asset-inventory-management-industrial-control-systems

NCCoE, NIST Cybersecurity Practice Guide, SP 1800-23, Energy Sector Asset Management.
https://www.nccoe.nist.gov/projects/use-cases/energy-sector/asset-management

SANS Institute. ICS Asset Identification: It's More Than Just Security
https://www.sans.org/reading-room/whitepapers/analyst/membership/39650

SANS Institute. Practical ICS Cybersecurity: IT and OT Have Converged - Discover and Defend Your Assets
https://www.sans.org/reading-room/whitepapers/analyst/membership/38620

Operational Technology Cyber Security Alliance (OTCSA). Vulnerability Management for Operational Technology
https://otcsalliance.org/vulnerability-management/

Center for Internet Security CIS Controls Version 7 Implementation Guide for Industrial Control Systems
https://www.cisecurity.org/white-papers/cis-controls-implementation-guide-for-industrial-control-systems/

AuditScripts Critical Security Control Master Mappings v7.0d
https://www.auditscripts.com/?attachment_id=4011

NIST Cybersecurity Framework Version 1.1
https://www.nist.gov/cyberframework/framework

10. NIST SP 800-82 Rev. 2 Guide to Industrial Control Systems (ICS) Security

https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/final
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