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˻͔͋ͦͣͤ

Å˾͍͙͙͔͊ͭ͘ ͙͔͋ͤͫ͊͘ Industrial Cybersecurity@ Kaspersky

Å˾͍͙͔ͯͦͦ͒ͭ͟͡Έ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͙͔ͦͣͭͭ͊͟ KICS con

Å˴͙ͦͦͪ͒ͤ͊ͭͦͪ ͍ ˾͙͙ͦͫͫ @ Industrial Cybersecurity Center (CCI)

Å˿͍͔ͦͦͫͤͦ͊ͭ͡Έ ͫͦͦ͋΅͔͍ͫͭ͊ RUSCADASEC: t.me/RUSCADASEC

ÅCertified SCADA Security Architect (CSSA), CISSP, CEH

https://t.me/RUSCADASEC


˽͊ͤ͡

Å˽͔͙͍͔͙ͪͦ͋ͣ͊ͤͤͭ͊ͪ͊͘͡ͼ͙͙͙͍͍͊ͭͦ͟

Å˾͔͔ͦͣͤ͒͊͟ͼ͙͙͙ͫ ͭ͊ͤ͒͊ͪͭ·

Å˽ͦ͒ͻͦ͒·͙͟ ͍͔͙ͤͤͭ͊ͪ͊͘ͼ͙͙͙͍͍͊ͭͦ͟

Å˽ͪͦͼ͔͔͙ͫͫͨͦͫͭͪͦͤΎ͙͍͔͙ͤͤͭ͊ͪ͊͘ͼ͙͙

Åʕ·͎ͦ͒·͒͡Ύ͙͋ ͔ͤͫ͊͘

Åʕ·͍ͦ͒·



͔͙͔̂ͫͦ͗ͤͤͨͪͦͣ͡·΄͔͚͔ͤͤͦͫͪ͒͡·

https://www.smctraining.com/en/webpage/indexpage/312

https://www.smctraining.com/en/webpage/indexpage/312


ˤ ͨͦ ͔͙͔ͫ͒ͤ͡ ͎ͦ͒· ͣ· ͍͙͙͒ͣΣ ˢ˿̂ ́˽ ͯΎ͍͙ͣ͘· ͒͡Ύ ͙͔͋ͪ͟ ͙ͤͼ͙͔͍͒ͤͭͦΦ 
˻͍͔͔ͫ͒ͦͣͤͤͦͫͭ͡Έ ͔ͪ͊ͫͭͭΣ ͙ ͍͔ͫ ͋ͦ͡Έ΄͔ ͙ ͋ͦ͡Έ΄͔ ͎͙ͦͪ͊ͤ͊͘ͼ͙͚ 
͍͔ͤ͒ͪΎΌͭ ͔ͣͪ· ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͒͡Ύ ͍ͨͦ·΄͔͙ͤΎ ͍ͯͪͦͤΎ 
͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ ͍͙ͫͦͻ ͚͍ͯͫͭͪͦͫͭ ͙ ͔͔͚ͫͭΦ ˻͒ͤ͊ͦ͟ ͔ͦͫͭ͊ͭͫΎ 
͍ͨͦͭͦͪΎΌ΅͊ΎͫΎ ͔ͨͪͦ͋ͣ͊͡Υ ͔ͤ͒ͦͫͭ͊ͭͦ;ͤ͊Ύ ͍͔͔ͦͫ͒ͦͣͤͤͦͫͭ͡Έ ͦ͋ 
ͦ͋Ά͔͔ͣ ͙ ͦ͋΅͔ͣ ͙ͦ͟͡;͔͍͔ͫͭ ͙͍͍͊ͭͦ͟Σ ͦͭͦͪ͟·͙ͣ ͍͔͔͊͒ͭ͡ 
͎͙ͦͪ͊ͤ͊͘ͼ͙ΎΦ

˹͔͙͔ͤ͊ͤ͘ ͎͙ͪ͊ͤͼ ͊ͭͪͯ͒ͤ͘Ύ͔ͭ ͙ͨͪͤΎ͙͔ͭ ͔ͣͪ ͨͦ ͊͘΅͙͔ͭ ͚͍ͯͫͭͪͦͫͭΣ 
ͨͦΉͭͦͣͯ ͔ͤͦͭͦͪ͟·͔ ͙͘ ͙ͤͻ ͦͫͭ͊ͤͯͭͫΎ ͔ͤ͊͘΅͙΅͔ͤͤ·͙ͣΦ ˮͫͻͦ͒Ύ ͙͘ 
͙ͨͪͤͼ͙ͨ͊Σ ;ͭͦ ͙ͫ͊͡ ͼ͔͙ͨ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͔͔ ͫ͊ͣ·ͣ ͫ͊͋͡·ͣ ͍͔ͤͦͣ͘Σ ͣ· 
͔ͣͦ͗ͣ ͔ͫ͒͊ͭ͡Έ ͍·͍ͦ͒Σ ;ͭͦΣ ͔͙ͫ͡ ͣ· ͔ͤ ͔͔ͦ͋ͫͨ;͙ͣ ͙͍ͦ͒ͤ͊ͦͯ͟Ό ͊͘΅͙ͭͯ 
͍͔ͫͻ ͙͍͍͊ͭͦ͟Σ Ή͙ͭͻ ͔ͣͪ ͔͋ͯ͒ͭ ͔ͤ͒ͦͫͭ͊ͭͦ;ͤͦΦ

˽ͦΉͭͦͣͯ ͔͍ͨͪ·ͣ ΄͎͊ͦͣ ͍ ͔͔ͦ͋ͫͨ;͔͙͙ͤ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ˢ˿̂ ́˽Ύ͍͡Ύ͔ͭͫΎ 
͙͍͔͙ͤͤͭ͊ͪ͊͘ͼ͙Ύ ͍͔ͫͻ ͙͍͍͊ͭͦ͟Σ ͔͚͍͍͊͒ͫͭͦ͊ͤͤ͘·ͻ ͍ ͨͪͦͼ͔͔ͫͫΦ ̏ͭ͊ 
͙͍͔͙ͤͤͭ͊ͪ͊͘ͼ͙ΎΣ ͔͙ͫ͡ ͍͔ͫ ͔ͫ͒͊ͤͦ͡ ͍͙ͨͪ͊͡ΈͤͦΣ ͔͋ͯ͒ͭ ͙ͫͦ͋ͪ͊ͭΈ 
ͨͦ͒ͪͦ͋ͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͊͗͒ͦͣͯ͟ ͙͍͊ͭͯ͟Σ ͍͟͡Ό;͊Ύ ͍͔͙͙ͪͫ 
͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͙͙͡ ͙͎ͣͪͦͨͪͦͪ͊ͣͣ͟Φ ˮ͔ͣΎ Ήͭͯ 
͙ͤͺͦͪͣ͊ͼ͙ΌΣ ͙͍͔͙ͤͤͭ͊ͪ͊͘ͼ͙Ύ ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͒͡Ύ 
͍͙ͨͪ͊͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͯΎ͍͙ͣͦͫͭ͘Ύ͙ͣΣ ;ͭͦ ͍͙ͨͦͦͭ͘͡ ͙ͨͪͤΎͭΈ 
͔ͤͦ͋ͻ͙ͦ͒ͣ·͔ ͔ͣͪ· ͒͡Ύ ͙ͻ ͔͙ͯͫͭͪ͊ͤͤΎ ͙ ͫͣΎ͎;͔͙ͤΎ.

˴͙͔͔͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘Έ ͙͔ͫͫͭͣ ͨͪͦͣ·΄͔͚ͤͤͦ͡ ͍͙͊ͭͦͣ͊ͭ͊͘ͼ͙͙ ͍ нлмф ͎ͦ͒ͯ
https:// ics.kaspersky.com/media/2019_Kaspersky_ARC_ICS_report.pdf

INCIBE-CERT. Guide for an asset inventory management in industrial control systems
https://www.incibe-cert.es/en/publications/guides/guide-asset-inventory-management-industrial-control-systems

ˤ·͍͍ͦ͘·ͤ ͔ͣ ͔͔ͦ͗ͭ͊͘΅͙͙ͭͭΈͭ ;͍ͦͭͦ·ͤ ͔͘ ͔͔ͤ͊ͭ

https://ics.kaspersky.com/media/2019_Kaspersky_ARC_ICS_report.pdf
https://www.incibe-cert.es/en/publications/guides/guide-asset-inventory-management-industrial-control-systems


ˮ͍͔͙ͤͤͭ͊ͪ͊͘ͼ͙Ύ͙͍͍͍͊ͭͦͫ͟ ͭ͊ͤ͒͊ͪͭ͊ͻ
The CIS ControlsÊ - ʧʨʠʦʨʠʪʝʟʠʨʦʚʘʥʥʳʡ ʥʘʙʦʨ ʤʝʨ, ʢʦʪʦʨʳʝ ʚ ʩʦʚʦʢʫʧʥʦʩʪʠ 

ʦʙʨʘʟʫʶʪ ʥʘʙʦʨ ʧʝʨʝʜʦʚʳʭ ʧʨʘʢʪʠʢ ʜʣʷ ʵʰʝʣʦʥʠʨʦʚʘʥʥʦʡ ʟʘʱʠʪʳ, ʢʦʪʦʨʳʝ 

ʩʤʷʛʯʘʶʪ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʘʪʘʢʠ ʥʘ ʩʠʩʪʝʤʳ ʠ ʩʝʪʠ.

https://www.cisecurity.org/white-papers/cis-controls-implementation-guide-for-industrial-control-systems/


ˮ͍͔͙ͤͤͭ͊ͪ͊͘ͼ͙Ύ͙͍͍͍͊ͭͦͫ͟ ͭ͊ͤ͒͊ͪͭ͊ͻ

https:// www.auditscripts.com/wp-content/uploads/dlm_uploads/2016/04/AuditScripts-Critical-Security-Control-Master-Mappings-v7.0d.xlsx

https://www.auditscripts.com/wp-content/uploads/dlm_uploads/2016/04/AuditScripts-Critical-Security-Control-Master-Mappings-v7.0d.xlsx

