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[TaccnBHOEe CKaHMpoBaHMe 5

He reHepupyeT OONONHUTENbHbLIN TPadUK
He nposounpyet COB
HeT puckKoB HEraTUBHO NOBJINATbL Ha YCTPOUCTBO




Asset Discovery

* WHBeHTapunsauunsa TeXHONIOrM4eCcKoun CeTu:
 Twn ycTpouncTBa
* [lponsBoanTesib yCTPONCTBA
 OnepaunoHHasa cucTema
« Mopgenb ycTponcTBa
 Bepcun annapaTHbIX 3/71EMEHTOB YCTPOUCTE
 Bepcua npolnBKK
 OnpepeneHne ya3BMMOCTEN Ha YCTPOMNCTBAX
* BbigBneHne HexxenaTtesibHON aKTUBHOCTN
 PaccnepoBaHue MHUMOEHTOB
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CuUrHaTypHble npaBuia ®UHrepnpuHT NpaBuia

YcTpownucTBa * YCcTpowucTBa
OnepaunoHHbIe CUCTEMBI * OnepaunoHHbIE
[TpOTOKONbI CUCTEeMbI

CepBuChl
[TponsBoguTe b
YCTPONCTBA




dopmaT npasuna Asset Discovery

asset rule:

id:

confidence: 1-1J0

message: "Name rule"

protocols: [ ]

ports: {}

prefilter: {

pattern: "regeix”,

tlags: "HsI”

}

host: {vendor: , key: src ip}

| asset: {type: hardware, key: Assetkey Cpu, pattern: "regex"}
asset: {type: hardware, key: Assetkey HwVer, pattern: "regex"}
asset: {type: hardware, key: AssetKey Model, pattern: "regex"}
asset: {type: hardware, key: AssetKey HardwareVersion, pattern: "regex"}
asset: {type: software, key: AssetKey SoftwareVendor, description: local_key}
asset: {type: software, key: AssetKey SoftwareModel, pattern: "regex"}
asset: {type: software, key: AssetKey SoftwareVersion, pattern: "regex"}
asset: {type:

software, key: AssetKey_SoftwareVersion, pattern: "fegex”, post_processor: convery to_hex}




OnpepeneHne Npon3BoaMTens yCTPONCTBA

:00:54: ff:ac:
44:0f

Schneider Electric

https://gist.github.com/aallan/b4bb86db86079509e6159810ae9bd3e4
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OnepauunoHHbIe cuctemsl IT 11

DHCP : \\x35.+\\x3d.+\\x0c.+\\x3¢.MSFT5\\.0.¥*\\x37.\\x01\\x0f\\x03\\x06\\x2c\\x2e\\x2f\\x 1 f\\x2 1\\x 79\\xfo\\x2b
MAILSLOT : “\\x11.{7}\\x00\\x8a..\\x00\\x00.+\\\\MAILSLOT\\\\BROWSE. {23 }\\x04\\x00

SSDP : SERVER:\\s*(Microsoft\\-Windows\\/[\\d\\. J*|Linux\\/[\\d\\. ]*)

MDNS : [“\\WA\-\\. {2 (DWW {3, P Ww\\-\\. Jlocal

LLMNR : ~.{13}["\\x00]+\\x00. {5} ([\\w\\_\\-\\. 1{3,})\\x00

HTTP User-Agent : ©~(GET|CONNECT).+HTTP/(0\\.9|1\\.0|1\\.1).+User-Agent:.+Windows\\sNT\\s6\\.0

NTLMSSP : NTLMSSP\\x00\\x02\\x00\\x00\\x00.{8}.{4}.{8}\\x00{8}.{8}\\x04\\x5a\\xb8\\x0b



Hamn Vnet\IP
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Hamn Umas
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Hamn Melsec System -Q

Frame 2: 97 bytes on wire (776 bits), 97 bytes captured (776 bits)
Ethernet II, Src: |[Mitsubis_44:bb:fe (08:00:70:44:bb:fe), Dst: VMware_c3:9b:00 (00:8c:29:c3:9b:00)
Internet Protocol Version 4, Src: Dst:
Transmission Control Protocol, |Src Port: 2] Dst Port: 49163, Seq: 1, Ack: 60, Len: 43
Data (43 bytes)
Data: d18102800211117fE08501Te070502e003000016009cH8ACHEREREAERERNNO4B0OOERER1S...
[Length: 43]

i vv v~

80 Bc 29 c3 9b 00 B8 BO® 7O 44 bb fe 08 B0 45 0O T EEETE pD- - - -E-
00 53 02 c4 00 00 fa 06 /3b el c@ a8 00 4d c@ a8 - TR ;oM.
@0 62 13 8a c® 0b 06 11/ 83 e2 od of 31 f6 50 18 N B cee 1P
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00 00 00 60 B4 PO OO OO OO 18 27/ 6C OO @O OO BB ... ... A
0 B8e .
Command group ID command




Mpasunno Asset Discovery

protocol rule:

id:
co

1000006
nfidence: 75

message: "Melsec-Q Industrial Protocol”
protocols: [tcp]
prefilter: {

x06|\
x13|\
x06|\
x19|\

x01|\

pattern: "~\\xd1.{34}(\\x18\\x10[\\x18\\x11[\\x18\\x20|\\x18\\x22|\
\\X18\\Xx24 | \\x18\\x25 [\\x18\\x26|\\x18\\x27|\\x18\\x28|\\x18\\x29|\\x18\\x2a [\\x04\\

\\x14\\x06|\\x04\\x03[\\x14\\x02 |\\x04\\x01 |\\x14\\x01|\\x08\\x01|\\x08\\x02 [\\x06\\
\\X16\\x13[\\x06\\x01 [\\x16\\xO01|[\\xL0\\x01|\\xL10\\x02|\\x10\\x03|\\x10\\x05[\\x10\\
\\XOT\\XO01\\x14\\x05[\\x02\\x05|\\x12\\x07|\\x06\\x10|\\x16\\x10|\\x16\\x17|\\x06\\
WX16\X30[\\x16\\x31|\\x00\\x 14| \\xOb\\x05 [\x00\X16[\\x 1 8\\x05|\\x 1 8\\x 1 8[\\x07\\

\\x18\\x2c)",
flags: "Hsi"

16



POuHrepnpuHT cteka TCP IP

ip_flags

ttl

tcp flags
tcp _win_siz
e

tcp options

https://Icamtuf.coredump.cx/p0f3/
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OunHrepnpuHT VxWorks

ip_flags =

ttl =

tcp_flags =
tcp_win_size =
tcp_options =
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Hamn Modbus TCP
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CtaTncrtmka

ATpuOyTbI acy Tn
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Vulnerability assessment

Asset
Discovery

TpaHcnaTop

CVE
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Vulnerability assessment
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NnenTundmnkaumns yctapeswmnx OC n HexxenaTeNbHble MPOTOKObI

@ Obsolete OS on device

Risk ID
Risk type
Category
Score
Status

Description

Device

¥

47
5000005034

Configuration problems

&
Active

Obsolete operating system Windows 81 is
installed on the device.

Potential impact The obsolete OS contains
a multitude of public vulnerabilities that
have not been patched by the developer.
thereby providing opportunities to breach
the confidentiality, integrity, and availability
of the infrastructure. Threat elimination
measures.

+ update the OS.

Eng._station (192.168.0.25)
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@ Interaction over unwanted Ethernet Il /
IP / TCP / Bitcoin over TCP protocol in

OT subnet

Risk ID
Risk type
Category
Score
Status

Description

3
5000009104

Insecure network architecture

Active

Detected interaction over an unwanted
protocol in a subnet categorized as Private,
oT.

Potential impact Use of unwanted
protocols in industrial networks enables a
potential cybercriminal to implement
various threat vectors associated with
these protocols. Use of these protocols
may also indicate security policy violations.
incorrect configuration of network
equipment. or improper design of the
network architecture. Elimination

M e NI e .

X



MeToabl Yy4dLleHNA 0eTEKTUPOBAHNS

* OuHrepnpuHT + 3 6anTta MAC
ajpeca

* Arperauunsa atpunbyTtoB
* YpoBeHb 0OCTOBEPHOCTMN NMpaBwua

* B3aunmowucknoyeHune aTpnbyToB
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Kyna oBuraemcsa gasnblie ?

B3aumogencrteme ¢ KOHEYHbIMU YCTPOMNCTBA
cpenctBamum kKoHHekTopoB KICS for Nodes

bosiblie nocTnpoLeccopos

3aBmncnmoctm MAC agpeca oT cepumn n JTMHENKW
obopynoBaHus

[ToBepeH4Yeckunin meton

AKTUBHOE CKaHMpoBaHue
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Cnacnbo 3a BHUMMaHue!

Roman.Ezhov@kaspersky.
com

kaspersky
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