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NcTouyHukK: Kaspersky 4.


https://iot-analytics.com/number-connected-iot-devices/

Mup nsmeHuncsa
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CyulecTBylolMe peLlleHns co3aaBajiucb Toraa,
KOr4a Mbl XWX B OPYroM Mupe
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CyulecTBylolMe peLlleHns co3aaBajiucb Toraa,
KOr4a Mbl XWX B OPYroM Mupe

3HaHWMe o
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CyllecTByoLLIMe peLleHns co3gaBasanch Toraa,
KOrAa Mbl XXWUJN B APYromM MuUpe
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CyulecTBylolMe peLlleHns co3aaBajiucb Toraa,
KOr4a Mbl XWX B OPYroM Mupe
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CyulecTBylolMe peLlleHns co3aaBajiucb Toraa,
KOr4a Mbl XWX B OPYroM Mupe

HeBO3MOXHOCTb
peann3ayunu

HOBbIX B3HEC-NPOEKTOB
n3-3a TpeboBaHUN
be3onacHoCTu




K 4yemy 3To Bce npmBoAunT: rnobanbHas CTaTUCTUKA

( 53% ( 74%

KQMIRHA o KQMEARKMA,

bn3Hec-NpoeKToB npobsiemsl
N3-3a HecnocobHoCTH KnbepbesonacHoCTN,
YCTPaHUTb KNbeppuckun T.K. HE nmMenun

nogxogdLiero peweHms

NCcTOo4YHUK: Kaspersky Global Corporate IT Security Risks Survey (ITSRS), 2021 r.


https://www.kaspersky.com/blog/iot-report-2022/

KnbepaTtaka Ha Mi[paHCKOM cTanenntenHoMm 3aBoae, 27 nwoHa 2022r.
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OT KnbepbesonacHOCTU K KNBEPUMMYHUTETY

«BpoxgeHHada» 3alMWLEHHOCTb
KakK OT U3BECTHbIX, TAK N OT
abCoOJIIOTHO HOBbLIX BUOOB
KnbepaTtak

LleHa B3/10Ma 6onbLue,
4yeM pa3Mep BO3MOXKHOIo

yuiepba

BbiMnosIHEHNE PYHKUUN

B YCJIOBUSIX arpeccuBHOM
cpenbl

0e3 fonoNHNUTENIbHbIX
CPencTB 3alnNThI




EE J1ilobas OOCTAaTO4YHO
Pa3BUTAd TEXHOOI NS
HeoTJZiIndMmMma OT Margm

TpeTun 3akKoH Knapka



1. ApXnTekTypa, OCHOBaHHas Ha Hay4YHOM Hacneonn NPeaKos
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KOHTpPOJ1b B3aMOAENCTBUN

3anpoc Ha «Pa3peLueHo» nnm

AOCTY.0 «3appeLieHo»
MoHunTop 6e3onacHocTun (PDP)
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2. MeTononorus pa3paboTkn KMbepnMMyHHbIX MPOAYKTOB
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2. MeTononorus pa3paboTkn KMbepnMMyHHbIX MPOAYKTOB
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3. Mnatdopma ans pa3paboTkn KNBEPUMMYHHbIX MPOAYKTOB

@ KasperskyOS

MuKposaepHas onepaLMoHHas cMcTema
L1 OTPAC/IEN C NOBbILLIEHHbIMU

TpeboBaHuaMn
K MH(OPMaLNoHHOW Ge3onacHoCTH




3. Mnatdopma ans pa3paboTkn KNBEPUMMYHHbIX MPOAYKTOB
MukposiaepHasa onepaunoHHas cucteMa

‘ KasperSkYOS OJ15 OTPaC2ien C NOBbILLEHHbIMU
TpeboBaHUAMMU

K WMHpOpMaLIMOHHOM 6e3onacHOCTH

ObnacTn NnpuMeHeHUs
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Lno3bl onsa NHMppacTpykTypa lMpodgeccnoHanbH
NHOYCTPUanbHOro BUPTYaJIbHbIX bleé MObUbHbIE
WHTepHeTa BeLlen paboynx cTonos yCTpOUCTBa

Lo "
DNEeKTPOHHbIe KoHTponeps.l HloBepeHHas
610KN B UT-cuctemax cpena

B COCTaBe YMHbIX YMHbIX NCNOJIHEHNA
aBTOMObUEen roponoB



KnbepmMMyHNTET — MeXXAyHapoaHOoe NMpu3HaHne
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TR S REGISTRATION
REGISTRY 1 CERTIFICATE

Marks Act 1994 of h nitain and Northern Treland

1 certify that the mark shown below has been registered under No. UK00003579318
effective as of the date 14/01/2021 and has been entered in the register on
28/05/2021

Signed this day at my direction

Tim Moss
REGISTRAR

Representation of Mark
KASPERSKY CYBER IMMUNITY

Mark Description:
This case is filed pursuant to Article 59 of the Withdrawal Agfeement between the
United Kingdom and the European Union and the EU filing date was 14/10/2020.

The mark has been registered in respect of:
Class &
Downloadable electronic publications in the form of manuals, books, brochures and
newsletters in the fiekd of detection and curing computer viruses, operating systems
and software; Recorded and Downloadable computer software for use in the
detecton, scanring for, blocking, repair, controlling, and removal of computer

viruses, threats, spam,spyware, malware, Trojans, worms, malware, botnets,
Toolkis, and olher undesiable content of commurications; Recorted and
Downloadable compuer software for use in computer, data, email, network and
mobile device security, namely, digital security software and computer utilty
software; Recorded and Downloadable computer Software for use in managing and
filtering electronic and wireless communications; Recorded and Downloadable
computer software for use in protecting and securing the integrity of data, computer
networks, mobile devices, electronic and wireless communications and applications;
Recorded s Dawrinadsbla compar solwars fo exa i creating s mainkining
firewalls to prevent unauthorized access to and use of computer networks and
systems; Recorded and Downloadable computer software for use in identifying and
biocking electronic communications from illegitimate source:

Ioteloctual Property Offce isan opersting name of the Patent Offce

Reg. No. 6680542

Wnited States Patent and Trademark Office

KASPERSKY CYBER IMMUNITY

TION JOINT STOCK COMPANY)

Registered Mar. 22, 2022

Int. CL: 9,42
Service Mark
Trademark
Principal Register
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KnbepmMMyHNTET — MeXXAyHapoaHOoe NMpu3HaHne

FROM CYBERSECURITY TO
CYBER IMMUNITY IN llOT

ARC White Paper
March 2021

Advisory/Group

ecure-by-design operating

L architecture which is

Cyber lmmunity could be the foundation to unleash
secure digital transformation in the indusry.

By Thomas Menze
Senior Consultant

VISION, EXPERIENCE, ANSWERS FOR INDU

BEST PRACTICE
CYBER IMMUNITY 2022

ARC White Paper
June 2022

/Group

ky has made available the highly
ticipated KasperskyOS, a secure-by-design
operating system based on microkernel archite

that is perfectly suited for network device

Cyber Immunity can be the foundation to unleash

secure digital transformation in the industria

By Thomas Menze
Senior Consultant

VISION, EXPERIENCE, ANSWERS FOR INDUSTR




KnbepumyHHble npoaykTbl Ha 6a3e KasperskyOS

TOHKME KJINEHTbI LLIN03bl NHTEPHETa BeLlen
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Kaspersky loT Secure Gateway 1000

KommMepyeckun
penns

B paMKax
NHHOIMPOM 2022
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MapTHepcTBO C 1C

MockabenbmerT:
LLEHHOCTb

nosepeHHoro cbopa
OaHHbIX

* CHMmxeHwue
yOenbHOro pacxona
MaTepuana Ha 3-4%

* POCT 4YUCTOM
npunbblnm Ha 60-
80%

i T

R I T

JleHnonurpadgpmalu:

NMoaknt4yeHune
CTAaHKOB
K 1C:ERP

* CokpalueHune
onepaunoHHbIX

pacxonoB MUHUMYM
Ha 10%



He ocTaHaB/MBaeMCs Ha OOCTUTHYTOM

[Mopooepxka Pa3BuTtune nepudepmnimnHblix
POCCUNCKON BbIYMC/IEHVI HA YPOBHE
NnaaTgopMbl loT ycTpoucTs

* EannHasg nnatdopma ana obonx
LLJTHO30B;

* YBesIn4eHHas CKOPOCTb pa3paboTku
HOBOIro oyHKLMOHaNa;

* be3onacHasa n beicTpaga obpaboTka
OaHHbIX 6€3 NoAKAYEeHNs K



Cnacunbo!

dNMKCnp Be4Hom knbepbesonacHoCTK:
packpbiBaeMm opmysly KubepumMmmyHnTeTa

AnekcaHap BMHABCKUM Makcum KapnyxuH
TexXHOJIOr4ecKuin eBaHresmncT, Bl e Bl S D an e Hele
MNPOMbILLJIEHHbIE TEXHOMOrUn» (AnpoTex)
KasperskyOS

kaspersky
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