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Our Research

APT attacks i well planned and well

resourced
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VIDEOS IPHONE WINDOWS10 CLOUD INNOVATION SECURITY TECHPRO MORE

Bill that would have the White House
create a database of APT groups passes
House vote

US hopes that a name-and-shame strategy would deter foreign nation-state hacking groups to attack US
infrastructure as often as now

@ By Catalin Cimpanu for Zero Day | September 8, 2018 -- 00:39 GMT (17:3g PDT) | Topic: Security

eer A rsecure g elinc.com

Customize
your services
not your

RELATED STORIES
Security
MongoDB server leaks 11 million user
records from e-marketing service

Security

Bizarre botnet infects your PC to
scrub away cryptocurrency mining
malware

GET DAILY TECH NEWS
IN YOUR INBOX

Email Address

B | agme to Terms of Service: By registening you become a
member of the CBS intesactive family of sites and you hove
read and agree 10 the: Terms of Use, Privacy Policy and Video
Services Policy. You agree (o recesve upcates, alerts and
promotions from CBS and that CBS masy share information
shout you with our mesketing partners 5o thet they may
contact you by emal or otherwise sbout their products or

services.

Security

GovPayNow payment portal may
have exposed over 14 million
customer records

Security
UK watchdog has not issued any
CRDD Aat=s hwrascrh ral=astad Srnoac 11t

YKYE



Okay, you know who did it and what next?

SEC. 3. ACTIONS TO ADDRESS STATE-SPONSORED CYBER ACTIVITIES AGAINST THE UNITED STATES.

(a) Destemarion Az A CriTicar Cyeen TEHREAT AcCTOoR—

(1) I GENERAL —The President, acting through the Secretary of State, and in coordination with the heads of other relevant Federal agencies, shall designate as a
critical cyber threat actor—

(A} each foreign person and each agency or instrumentality of a foreign state that the Prezident determines to be knowingly responsible for or complicit in. or to
have knowingly engaged in_ directly or indirectly, state-sponsored cyber activities that are reasonably likely to result in, or have contributed to, a significant threat to
the national security, foreign policy, or economic health or financial stability of the United States and that have the purpose or effect of —

(1) capsing a significant disruption to the availability of a computer or network of computers;

15ih Congress (2017-2013) | Get aleris

by Now-TravEL-RELATED SamcTiOoONz —

{1y IN GENERAL —The President shall impose one or more of the applicable sanctions described in paragraph {2) with respect to each foreign person and each
agency of instrumentality of a foreign state designated az a eritical cyber threat actor under subsection (a).

(2) SANCTIONS DESCRIBED. —The sanctions to be impozed under paragraph (1) with respect to a foreign person or an agency or instrumentality of a foreign state
designated as a critical cyber threat actor under subsection () are the following:

(A) The President may provide for the withdrawal, limitation, or suspension of United States security assistance under part IT of the Foreizn Assistance Act of
1961 {22 T.8.C. 2301 et seq.) to or involving the foreion person or agency or instrumentality.
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Theory vs Practice

Right way to attribute cyberattacks:

A Catch cyber criminals in cooperation of different local
police departments and industry experts

In reality:

A Slow crossborder interaction

A Tons of paper work
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False Flags

Bad Op Sec A Infrastructure
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