What WannaCry can -

cause in ICS
mfrastructure?

Vyacheslav Kopeytsev

Security Researcher, Kaspersky Lab
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The beginning of the story

Client says that:
1. Above 150 computers are affected
2. Corporate and ICS network affected

3. ICS operators stations are unavailable due to frequent BSODs and reboots

Availability

Client asked us:

1. What’s happened? What threat or attack was exposed in our equipment?
2. What attack vector was used?

3. What systems were affected?

4. What the damage was done?
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Creating an incident response plan

All available evidences like:

1. Hard drives 1. Find all machines that
2. Network traffic contain suspicious data
3. Any logs 2. Create a timeline of incident
Any evidences can be important! 3. Find first infected machine
Malware
analysis
Find suspicious data in collected
evidences Forensics
Understand reasons of BSODs and ]
reboots Incident response

Collect data Stop malware Identity and Find all Forensics at first Mitigation,

propagation analyze threat affected machines affected system Reporting

Understand attack vector of first

If malware exists in this case :
machine
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Malware files deep analysis

Wana DecryptOr 20

Ooops, your files have been encrypted! eys

What Happened to My Computer?
Your important fil re encrvpted
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Tor config
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DoS by WannaCry

What Happened to My Computer?

Y

A .., | Recover My Files?
5162017 00:47:55 s that

Time Left
B2s 2357 Y

How Do I Pay?
P t A

Send $300 worth of bitcoin to this address:
[1265YDPgwueZSNyMgws19p7ARBisroShiw |.

A problem has been detected and windows has been shut down to prevent damage
10 your computer,

The problem seems to be caused by the following file: SPCMDCON. SYS
PAGE_FAULT_IN_NONPAGED_AREA

if this is the first time you've seen this stop error screen,

restart your computer. If this screen appears again, follow

these steps:

check to make sure any new hardware or software is properly installed.
If this 15 a new installation, ask your hardware or software manufacturer
for any windows updates you might need.

if problems continue, disable or remove any newly installed hardware
or software. Disable 8105 meémory options such as caching or shadowing.
If you need to use Safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced Startup options, and then
select safe Mode.

Technical information:

=k STOP: Ox00000050 (OXxFD3094C2, Ox00000001, OXFEFETEL7, 0x00000000)

wwh  SOCMOCON.SYS - Address FBFE7GL7 base at FEFES000, patestamp 3d6ddé7c
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How we can make an incident timeline?

1. Network equipment logs
2. AV product logs

3. Evidences from hard drives (filesystem, registry, etc)

1. No logging on network equipment
2. AV with very old bases
3. Evidences from hard drives (filesystem, registry, etc)

4. Files timestamps are not valid
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Tool results fragment

Internet

1015 2 004 1ticalSection);

Office computer Engineer / Administrator u, j I

(10.15.1.100) 10.15.2.123 .. .
Corporate network [ ] 1ticalSection);

Operation Technologies network

s =
192.168.1.0/24 192.168.2.0/24
SCADA / HMI/ HISTORIAN | OPERATOR #BLOCK ANY ANY (192.168.2.10)

(192.168.1.10) #ALLOW 192.168.1.10 == 192 168.2.10 |(AspERS|(V%

Terminal Server




Another possible ways of infection

&EFI\I E'__f_ff L
— )

SCAN PUBLIC IPs
=== SEND EXFLOIT FOR™
SMBv1 on TCP 445

Infected computer

Operation Technologies network

A

192.168.1.0/24
SCADA /HMI/HISTORIAN / OPERATOR
(192.168.1.10)

L ITEAUUL R T

SCADA / HMI / HISTORIAN | OPERATOR #BLOCK ANY ANY 192.168.2.0/24
(192.168.1.10) #ALLOW 192 168.1.10 - 192.168.2.10

Engineer
(some public IP)
(192.168.2.11)

VPN

Terminal Server
Concentrator

(192.168.2.10)
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Silent infection

Somebody can bring
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Mail dump from Exchange Server

FTP Explorer
F et~ T

FAR Manager
Total Commander
WS_FTP
CuteFTP
FlashFXP
FileZilla

FTP Commander
BulletProof FTP
SmartFTP
TurboFTP

FFFTP
CoffeeCup FTP / Sitemapper
CoreFTP

32bit FTP

=]

Epic
Cid~FF TR

FTPGetter

ALFTP

Internet Explorer
Dreamweaver
DeluxeFTP

Google Chrome
Chromium / SRWare Iron
ChromePlus

Bromium (Yandex Chrome)
Nichrome

Comodo Dragon

RockMelt

K-Meleon

Putty

Bitcoin Armory

e | an P TEN-FRNFY o T

Pocomai
IncrediMail
The Bat!
Outlook
Thunderbird
FastTrackFTP
Bitcoin
Electrum
MultiBit

FTP Disk
Litecoin
Namecoin

Terracoin

BBQcoin
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Work on mistakes and mitigation

1. Cure machines
2. Install modern AV products with centralized control and updates to all workstations
3. Install specialized security solutions for ICS (for example KICS)

4. Change network configuration

5. Change software policy
6. Enable logging for all servers, PLC, network devices, security products (if possible)
7. Work with employees

8. Trainings, audits etc.
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LET’S TALK?

Kaspersky Lab HQ

39A/3 Leningradskoe Shosse
Moscow, 125212, Russian Federation
Tel: +7 (495) 797-8700
www.kaspersky.com
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