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1.ȵɓɆɓɗɒɊɑɓɋɊɗɔɕɍɜɍɒɍɗɡɇɕɊɉ
ɜɊɐɓɇɊɏɘɍɐɍ ɖɇɓɍɑ
ɆɊɌɉɊɎɖɗɇɍɊɑɉɓɔɘɖɗɍɗɡ,ɜɗɓɆɠ
ɜɊɐɓɇɊɏɘɆɠɐɔɕɍɜɍɒɥɒɇɕɊɉ.

2.ȵɓɆɓɗɉɓɐɋɊɒɔɓɇɍɒɓɇɅɗɡɖɤ
ɇɖɊɑɔɕɍɏɅɌɅɑ,ɏɓɗɓɕɠɊɉɅɥɗ
ɜɊɐɓɇɊɏ,ɏɕɓɑɊɗɊɚɖɐɘɜɅɊɇ,
ɏɓɈɉɅɢɗɍɔɕɍɏɅɌɠɔɕɓɗɍɇɓɕɊɜɅɗ
ȴɊɕɇɓɑɘȬɅɏɓɒɘ.

3.ȵɓɆɓɗɉɓɐɋɊɒɌɅɆɓɗɍɗɡɖɤɓ
ɖɇɓɊɎɆɊɌɓɔɅɖɒɓɖɗɍɇɗɓɎɑɊɕɊ,
ɇɏɓɗɓɕɓɎɢɗɓɒɊɔɕɓɗɍɇɓɕɊɜɍɗ
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OPERATIONAL TECHNOLOGY

+ INFORMATION TECHNOLOGY=IIOT

White Paper. IIoT: Combining the Best of OT and IT
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АНАЛИЗРИСКОВИБ
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And over
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IT security
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УЯЗВИМОСТИНАРАЗНЫХУРОВНЯХ
ü ȸɤɌɇɍɑɓɖɗɍɒɅɘɕɓɇɒɊɖɍɖɗɊɑɒɓɈɓɔɕɓɈɕɅɑɑɒɓɈɓ

ɓɆɊɖɔɊɜɊɒɍɤ:

ÁȦɅɌɓɇɅɤɖɍɖɗɊɑɅɇɇɓɉɅ-ɇɠɇɓɉɅ(BIOS);

ÁȳɔɊɕɅɛɍɓɒɒɅɤɖɍɖɗɊɑɅ.

ü ȸɤɌɇɍɑɓɖɗɍɒɅɘɕɓɇɒɊɔɕɍɏɐɅɉɒɓɈɓɔɕɓɈɕɅɑɑɒɓɈɓ

ɓɆɊɖɔɊɜɊɒɍɤ:

ÁȴɕɓɈɕɅɑɑɒɠɊɖɕɊɉɖɗɇɅ(ȴȶ)ɓɆɞɊɈɓɒɅɌɒɅɜɊɒɍɤ;

ÁȴȶɖɔɊɛɍɅɐɡɒɓɈɓɒɅɌɒɅɜɊɒɍɤ;

ÁȴȶɔɕɓəɊɖɖɍɓɒɅɐɡɒɓɈɓɘɕɓɇɒɤ.

ü ȸɤɌɇɍɑɓɖɗɍɍɖɔɓɐɡɌɘɊɑɠɚɗɊɐɊɏɓɑɑɘɒɍɏɅɛɍɓɒɒɠɚ

ɔɕɓɗɓɏɓɐɓɇ:

Áȱɂȯ60870-5-104;

ÁMMS, GOOSE,SV;

ÁPTP,SMTP.
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ИНФОРМАЦИОННАЯБЕЗОПАСНОСТЬИ

ФУНКЦИОНАЛЬНАЯБЕЗОПАСНОСТЬ
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ИСПОЛЬЗУЕМЫЕМЕТОДЫ
ȳɆɞɅɤ ɗɊɓɕɍɤ ɖɍɖɗɊɑ ɍ ɖɍɖɗɊɑɒɠɎ ɅɒɅɐɍɌ

ȧɊɕɆɅɐɍɌɅɛɍɤ

ȱɓɌɈɓɇɓɎ 

ɝɗɘɕɑ
ɂɏɖɔɊɕɗɒɠɊ

ɓɛɊɒɏɍ

ȹɓɕɑɅɐɡɒɠɊ ɑɊɗɓɉɠ

ȱɅɗɊɑɅɗɍɜɊɖɏɅɤ 

ɐɓɈɍɏɅ
ȥɒɅɐɍɗɍɜɊɖɏɍɊ 
ɑɊɗɓɉɠ
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ФУНКЦИОНАЛЬНАЯНАДЕЖНОСТЬИ

ФУНКЦИОНАЛЬНАЯБЕЗОПАСНОСТЬ

On the definition of functional reliability
D.Eng.Sc. I. Shubinsky
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КАКМЫМОЖЕМОЦЕНИТЬ
НАДЕЖНОСТЬ?

ȥɇɅɕɍɍ ɑɓɈɘɗ Ɇɠɗɡ 
ɍɒɉɍɏɅɗɓɕɓɑ ɒɅɉɊɋɒɓɖɗɍ 
ɔɕɓɑɠɝɐɊɒɒɠɚ ɖɍɖɗɊɑ.
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ОПРЕДЕЛЕНИЕ
ФУНКЦИОНАЛЬНОЙНАДЕЖНОСТИ
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On the definition of functional reliability
D.Eng.Sc. I. Shubinsky
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KILL CHAIN VIEW
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http://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-kill-chain.html
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FUNCTIONAL SAFETY INTERPRETATION
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HAZOP ИИБ

Journal of Polish Safety and Reliability Association/Security aspects in functional safety analysis

IEC 61511 Edition2.0 çSafety instrumented system for the process industry sectorè
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МЕТОДОЛОГИЯ

IEC TC 65: Industrial Process measurement, control and automation

IEC TR 63069 ED1
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КАКСНИЗИТЬРИСКИ?

1. ȴɕɍɏɅɌȹȶȷɂȯȵɓɖɖɍɍɴ31

ȱɊɕɅ:ȳɆɊɖɔɊɜɊɒɍɊɆɊɌɓɔɅɖɒɓɎɕɅɌɕɅɆɓɗɏɍ

2. Ȩȳȶȷȵ ȭȶȳ/ȱɂȯ27034-1. ȦɊɌɓɔɅɖɒɓɖɗɡ

ɔɕɍɐɓɋɊɒɍɎ

3. Ȩȳȶȷȵ56939-2016èȵɅɌɕɅɆɓɗɏɅɆɊɌɓɔɅɖɒɓɈɓ

ɔɕɓɈɕɅɑɑɒɓɈɓɓɆɊɖɔɊɜɊɒɍɤé.

4. ȱɊɗɓɉɍɜɊɖɏɍɊɕɊɏɓɑɊɒɉɅɛɍɍɔɓ

ɓɆɒɓɇɐɊɒɍɣɖɊɕɗɍəɍɛɍɕɓɇɅɒɒɠɚɖɕɊɉɖɗɇ

ɌɅɞɍɗɠɍɒəɓɕɑɅɛɍɍ
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ViPNet SIES: Криптография

ÁȶɓɌɉɅɒɍɊɍ ɔɕɓɇɊɕɏɅɢɐɊɏɗɕɓɒɒɓɎ
ɔɓɉɔɍɖɍ(ɂȴ).

ÁȧɠɜɍɖɐɊɒɍɊ/ɔɕɓɇɊɕɏɅɍɑɍɗɓɇɖɗɅɇɏɍ
ɉɐɤɆɐɓɏɅɉɅɒɒɠɚ.

ÁȧɠɜɍɖɐɊɒɍɊɚɢɝ-əɘɒɏɛɍɍɉɐɤɆɐɓɏɅ
ɉɅɒɒɠɚ.

ÁȽɍəɕɓɇɅɒɍɊ/ɕɅɖɝɍəɕɓɇɅɒɍɊɆɐɓɏɅ
ɉɅɒɒɠɚ.

ÁȵɅɆɓɗɅɖɏɐɣɜɅɑɍ.

ÁȵɅɆɓɗɅɖɖɊɕɗɍəɍɏɅɗɅɑɍ.

É ȥɔɔɅɕɅɗɒɅɤɏɕɍɔɗɓɈɕɅəɍɤɒɅɆɅɌɊ
ɖɑɅɕɗ-ɏɅɕɗɠɉɐɤɖɛɊɒɅɕɍɊɇɆɊɌ
ɗɕɊɆɓɇɅɒɍɎɏ ɇɕɊɑɊɒɒɠɑ
ɌɅɉɊɕɋɏɅɑɍɐɍɖɗɕɊɆɓɇɅɒɍɤɑɍ
ɒɅɘɕɓɇɒɊɖɏɓɕɓɖɗɍɕɊɅɏɛɍɍ
ɓɔɊɕɅɗɓɕɅ

É ȴɕɓɈɕɅɑɑɒɓ-ɅɔɔɅɕɅɗɒɅɤ
ɏɕɍɔɗɓɈɕɅəɍɤɉɐɤɖɛɊɒɅɕɍɊɇɖɓ
ɖɕɊɉɒɊɎɔɕɓɍɌɇɓɉɍɗɊɐɡɒɓɖɗɡɣ.

É ȴɕɓɈɕɅɑɑɒɅɤɍ ɔɕɓɈɕɅɑɑɒɓ-
ɅɔɔɅɕɅɗɒɅɤɏɕɍɔɗɓɈɕɅəɍɤɖɉɐɤ
ɖɛɊɒɅɕɍɊɇɇȱ2ȱ-ɖɍɖɗɊɑɅɚ.
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ВЫВОДЫ:

•ȧɅɋɒɓɎɌɅɉɅɜɊɎɤɇɐɤɊɗɖɤɌɅɉɅɜɅɕɅɌɕɅɆɓɗɏɍɍɒɋɊɒɊɕɒɠɚɑɊɗɓɉɍɏ
ɕɅɖɜɊɗɅəɘɒɏɛɍɓɒɅɐɡɒɓɎɒɅɉɊɋɒɓɖɗɍ.

•ȶɍɖɗɊɑɠɉɓɐɋɒɠɕɅɌɕɅɆɅɗɠɇɅɗɡɖɤɍɖɚɓɉɤɍɌɅɒɅɐɍɌɅɘɈɕɓɌ
əɘɒɏɛɍɓɒɅɐɡɒɓɎɒɅɉɊɋɒɓɖɗɍɍɍɒəɓɕɑɅɛɍɓɒɒɓɎɆɊɌɓɔɅɖɒɓɖɗɍ.

•ȧɘɖɐɓɇɍɤɚɒɊɓɆɚɓɉɍɑɓɖɗɍɘɉɓɇɐɊɗɇɓɕɤɗɡɏɓɑɔɐɊɏɖɘɗɕɊɆɓɇɅɒɍɎɔɓ
əɘɒɏɛɍɓɒɅɐɡɒɓɎɒɅɉɊɋɒɓɖɗɍ,ɆɊɌɓɔɅɖɒɓɖɗɍ,ɒɅɐɍɜɍɤɗɕɊɆɓɇɅɒɍɎɔɓ
ɆɠɖɗɕɓɉɊɎɖɗɇɍɣɗɊɐɊɏɓɑɑɘɒɍɏɅɛɍɓɒɒɠɚɔɕɓɗɓɏɓɐɓɇ,ɓɔɗɍɑɅɐɡɒɓɖɗɍ
ɌɅɗɕɅɗɕɊɅɐɍɌɅɛɍɤɏɓɒɛɊɔɛɍɍèsecure by designé(ɇɖɗɕɓɊɒɒɠɚɖɕɊɉɖɗɇ
ɌɅɞɍɗɠɍɒəɓɕɑɅɛɍɍɇ ɔɕɓɑɠɝɐɊɒɒɠɚɖɍɖɗɊɑɅɚɅɇɗɓɑɅɗɍɌɅɛɍɍ),
ɗɕɊɆɓɇɅɒɍɎɆɊɌɓɔɅɖɒɓɎɕɅɌɕɅɆɓɗɏɍð ɇɠɈɐɤɉɍɗɒɅɍɆɓɐɊɊ
ɔɊɕɖɔɊɏɗɍɇɒɓ.



Карантаев Владимир / к.т.н. / Эксперт МЭК

Руководитель направления

Vladimir.Karantaev@infotecs.ru / +7 915 221  15 96
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