17 ///_//;‘”,,,

Pid /N
AN 4Kl &
A

MpoGrembl yc
cuctemax np

Bnagumunp [aweHko
Ctapwunun nccnegoBartenb 6€30nacHOCTU

[pynna 3awmThl KpUTUYECKNX MHPPACTPYKTYp 1 Kaspers

«Jlabopatopua Kacnepckoro»

AEII ™A
\\ IR
RADDIS WA



Past

KASPERYKY$



9\

12

—i

<

Number of vulnerabilities

13

19

69

192

158

181

189

1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

KASPERYKY$



SQL-injections

Arbitrary file upload
Password recovery
Unsecured data storage
Unsecured data transefer
Incorrect input validation
CSRF

Authentication bypass
XSS

Buid-in credentials

Buffer Overflow
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KL ICS CERT structure

®

Malware analysts

2016.

Kaspersky Lab ICS CERT Pentesters

Industrial engineers

£

Security auditors

%0

Developers
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Activities

Kaspersky
Lab
ICS CERT
NMowuck n aHann3 yasBumMocTeu NpoBeaneHue TecTUpoBaHUMN
Ha NPOHUKHOBEHUE
AHanus

PaccnepgoBaHus u aHanus

CNOXHbIX aTakK cneunarnimnpoBaHHOro

BpeaoHocHoro MO
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Vulnerability Research Statistics
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Patched?
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Industry statistics

Every 39 ICS computer under

attack was in manufacturing Manutacturing
companies veaton

ICS computers in manufacturing Foud & bevereae
companies that produce various Urilities
materials, equipment and goods .
accounted for about one third of all Telecom mm 15%
attacks Vo 0%

Logistics W 0.63
ICS software W 0.6%

Building automation 1 0,3%

Transportation 1 0.3%

m Percentage of all ICS computers attacked
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Monthly Statistics

- E!.l"
23.6% B 2a1%

#0
22.1%
O
2[' DE"' 2':' Di{l
-'||J

st September Ociober MNovember December Jlanumary Febrary
2015 20 ll- 2016 2016 20156 20156 2017 2017

July

ntege of IC5 computers attacked

March
2017

20.9%
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Geographical Distribution of Attacks on Industrial Automation Systems

- TOP 5 countries
Vietnam (71.0%)
Algeria (67.1%)
Morocco (65.4%)
Indonesia (58.7%)
China (57.1)
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Ransomware nightmare

0.5% of computers
In the industrial infrastructure of

EXPETR
organizations were attacked by WANNACRY

, 13.4% of all computers in at least 50% of the companies
encryption ransomware at least industrial infrastructure from manufacturing, and Oil&Gas
once. attacked industries attacked
ICS computers in 63 countries The most affected

| d organizations included
across the 9 obe were under healthcare institutions and

numerous encryption government sector
ransomware attacks

33 different families of

encryption ransomware were
blocked on ICS computers
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Source of infection

Internet — the main source of

’[hl‘eatS Internet | 20.4%
: .. Removable media |NNINIGINGNGEGEGEGEG 0.6

Field statistics: 3" party

contractors can cause a

d am age Windows backup copies [l 0.9%

Email clients [N 3.9%

Archives (backup) W 0.8%

18,000 different modifications Network shares I 0.8%
of malware belonging to more
than 2,500 different families

Cloud storage | 0.1%
0.0% 5.0% 10.0%

B Percentage of IC5 computers attackec
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Future
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Vulnerability research in common solutions and platforms

Kaspersky
Lab
ICS CERT

0T, lloT, Connected Devices, Medical Devices

Backdoor research
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Let’s talk!

Vladimir Dashchenko
Vladimir.Dashchenko@Kaspersky.com

ics-cert.kaspersky.ru
www.kaspersky.com
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