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Intro

Why did we start this research?

How does information from the mass media/open

sources influence public opinion in terms of ICS
Security?

How much do people trust information from the

mass media/open sources and what affects their
trust?
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The survey

Russian
speaking; 46%

English
speaking; 54%

Sale_s and Other: 9%
business

development;
10%

Information

PR; 11% security; 44%

Total: 193 respondents Marketing; 3%

Engineering,

construction,

automation;
23%
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Good things about media and open-source information

Raising awareness

Highlighting cybersecurity problems and helping to solv them

Pushing the development of regulatory frameworks
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Sources of information

Internet

Groups in social networks, forums,
chats, Telegram channels

Friends, colleagues

Technical conferences,
seminars

Printed sources
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Headline Kung-Fu

Mysterious '08 Turkey Pipeline Blast
Opened New Cyberwar Credibility: 2- The available information and reporting is being evaluated as

possibly false. The physical explosion did occur but the cyber link is not currently

December 10, 2014, 1:00PMGMT+3 credible. The details of the story cannot be corroborated in publicly available
information, but the general incident has been covered by multiple sources over
several years. The reporting source has not responded to inquiries and the
sources cited in the report were anonymous sources not involved directly with the
investigation. Simple credibility rating sys.tem4

ICS Defense Use Case (DUC) Dec 20, 2014

National Security

Russian hackers penetrated U.S. electricity grid through a
utility in Vermont, U.S. officials say st ot g

'Fake News' And How The
Washington Post Rewrote Its
Story On Russian Hacking Of
The Power Grid
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Level of trust in sources

TV

Official statements by foreign governments
Internet

Printed sources

Official statements by the government of your country

Groups in social networks, forums, chats, Telegram
channels

Technical conferences, seminars

Friends, colleagues
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Exaggeration!

Main goal I attract the audience! And it changes the sense sometimes
Headlines do not reflect the reality
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