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Intro

• Why did we start this research?

• How does information from the mass media/open 

sources influence public opinion in terms of ICS 

Security?

• How much do people trust information from the 

mass media/open sources and what affects their 

trust?
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The survey

Total: 193 respondents 

Russian 
speaking; 46%

English 
speaking; 54%

Information 
security; 44%

Engineering, 
construction, 
automation; 

23%

Marketing; 3%

PR; 11%

Sales and 
business 

development; 
10%

Other; 9%



Good things about media and open-source information

• Raising awareness 

• Highlighting cybersecurity problems and helping to solv them

• Pushing the development of regulatory frameworks



Sources of information
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Headline Kung-Fu 



Level of trust in sources
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Exaggeration!

• Headlines do not reflect the reality

• Main goal – attract the audience! And it changes the sense sometimes



Top trends, problems and fears



Real problems

3%

4%

25%

40%

44%

49%

55%

56%
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Increasing number of botnets

Increasing number of cryptocurrency miner attacks

Increasing number of ICS vulnerabilities

Lack of effective security solutions for ICS and
industrial automation systems

Implementation and use of IoT/IioT

New types of malware targeting ICS and industrial
automation systems

Weak protection and security mechanisms from ICS
vendors

State-sponsored targeted attacks



Way too much politics in the cyberspace

• yet another instrument of political propaganda

• a weapon in information wars between countries

• news + general political tensions -> negative attitude towards "hostile" countries 

among ordinary people



Priority of trust: local sources VS foreign sources

Foreign 
sources
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Sources from 
your country

43%
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Foreign 
sources

33%

Sources 
from your 
country

67%

English-speaking



Details are important! 

• Key details are missing

TRITON example: malware works only when physical key is inserted into 

Triconex and turned to «PROGRAM» mode 

Original FireEye report

Detail is missing!



Does the source matter?

Never or rarely
12%

Only when 
interesting

65%

Always
23%



Trust factors
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Where’s the truth?



Metric Metric value Numerical 

value

Metric Metric value Numerical 

value

Source authority High

Medium

Low

1

0,8

0,5

Community opinion Confirmed 

Discredit

None

1

0,5

0

Technical details High

Medium

Low

None

1

0,8

0,5

0

Official statement Confirmed 

None

1

0

Evidence High

Medium

Low

Unproven

1

0,8

0,5

0,2

Media resonance High

Medium

Low

1

0,8

0,5

Methodology of trust measurement



Trust formula

Score = K1*Authority + K2*(TechDetails+Evidence)/2 + 
K3*ComOpinion + K4*OfStatement + K5*Resonance6

where Ki – trust factors

Metric Trust factor Metric Trust factor

Source authority 2,2 Community opinion 2,1

Technical details

2,5

Official statement 1,6

Evidence Media resonance 1,6

Trust level Low Medium High

Score 0 – 4,9 5 – 6,9 7 – 10
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Let’s measure!
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Applying the methodology

Incident Authority TechDetails Evidence ComOpinion OfStatement Resonance Score

Ukraine power 

grid cyberattack

1 1 1 1 1 1 10

Kiev power 

outage

0,8 0,5 0,5 1 1 1 8,31

Shamoon 2.0 1 1 1 1 1 0,5 9,2

Сrashing

Swedish air 

traffic control

0,5 0 0 0,5 1 0,8 4,48



Conclusion

• Open source information influences perceptions. Not only in a 

good way

• Only trust the technical facts

• Always look for the primary source

• Cyber-hygiene VS Trends

• Highest level of responsibility for our content
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