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Intro

Why did we start this research?

How does information from the mass media/open

sources influence public opinion in terms of ICS
Security?

How much do people trust information from the

mass media/open sources and what affects their
trust?
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The survey

Russian
speaking; 46%

English
speaking; 54%

Sale_s and Other: 9%
business

development;
10%

Information

PR; 11% security; 44%

Total: 193 respondents Marketing; 3%

Engineering,

construction,

automation;
23%
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Good things about media and open-source information

Raising awareness

Highlighting cybersecurity problems and helping to solv them

Pushing the development of regulatory frameworks
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Sources of information

Internet

Groups in social networks, forums,
chats, Telegram channels

Friends, colleagues

Technical conferences,
seminars

Printed sources
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Headline Kung-Fu

Mysterious '08 Turkey Pipeline Blast
Opened New Cyberwar Credibility: 2- The available information and reporting is being evaluated as

possibly false. The physical explosion did occur but the cyber link is not currently

December 10, 2014, 1:00PMGMT+3 credible. The details of the story cannot be corroborated in publicly available
information, but the general incident has been covered by multiple sources over
several years. The reporting source has not responded to inquiries and the
sources cited in the report were anonymous sources not involved directly with the
investigation. Simple credibility rating sys.tem4

ICS Defense Use Case (DUC) Dec 20, 2014

National Security

Russian hackers penetrated U.S. electricity grid through a
utility in Vermont, U.S. officials say st ot g

'Fake News' And How The
Washington Post Rewrote Its
Story On Russian Hacking Of
The Power Grid
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Level of trust in sources

TV

Official statements by foreign governments
Internet

Printed sources

Official statements by the government of your country

Groups in social networks, forums, chats, Telegram
channels

Technical conferences, seminars

Friends, colleagues
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60%
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Exaggeration!

Main goal — attract the audience! And it changes the sense sometimes
Headlines do not reflect the reality

12:08 /11 VMwong, 2018
CotpyaHukun CBY npeportBpaTtunm TeXHOreHHyr Katactpodyy B YkpanHe
Kak BbIACHUNU COTPYOAHWNKA CI'IELI,CJ'I}J’H(@I:I, B TEYHEHWNE HECKONIBKMX MWUHYT CUCTEMbI yNpaBneHNA

TEXHONOMNMYECKNMM NMpoLeccamMmm 1 cUcTeMbl 0OHapPYXXeHUS MPU3HAKOB aBapUMHbIX CUTyauui
npeanpuaTna Obiny nopaxeHsl BpenoHocHeiM 10 VPNFilter . [laHHaa kmbepaTtaka noTeHUnansHo
MOrna NPUBECTU K CPbIBY TEXHOMOMMYECKUX MPOLECCOB N BO3MOXHOWN asapuu.

TaMHCTBeHHbIe XaKepbl B3/loMaJiu aMepuKaHcKkue koMnnekcol NBO

Hackerangriffe auf deutsche "Patriot"-Flugabwehrsysteme im turkisch-syrischen Grenzgebiet

"Unerklarliche Befehle"” ausgefiihrt

Has Germany's Patriot missile system been

hacked?

A little known German newspaper has reported that the Bundewehr’s Patriot missile defense system

was hacked. The Defense Ministry has said there's no evidence to support the article. But who is

telling the truth? KA$P|: RS KYz




Top trends, problems and fears
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Real problems

State-sponsored targeted attacks

Weak protection and security mechanisms from ICS
vendors

New types of malware targeting ICS and industrial
automation systems

Implementation and use of [0T/lioT

Lack of effective security solutions for ICS and
industrial automation systems

Increasing number of ICS vulnerabilities
Increasing number of cryptocurrency miner attacks

Increasing number of botnets
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Way too much politics in the cyberspace

10:54 { 11 Mapta, 2018

Russian military was behind *NotPetya’ [l§ Bensit aom rotosun macwradHyto kueparaxy Ha Poccuto

(f}-"’TbEI'att.a(fk ill Uh‘ﬂillfg (]I:\ (:Oll(t]lldes FepmaHua o6BMHUNA XakepoB U3 Poccun
B Kubepartake Ha aHeprocucremy

Technology

U.K. Reveals Its First Major Cyber_Attack FnaBa @epepanbHOi CNYyXOkI NO OXpPaHe KOHCTUTYLUUK OPI [FE‘DMEHCKG?
Was Against IS kKoHTppazeeaka — LIMNC) XaHc-Ieopr MaceH 3agaBuUn, UTo cUMTaeT POCCURCKUX

XaKepoB OTBETCTBEHHLIMKM 2a KnGepaTaku Ha HeMeLKWe 3M1eKTPoCceTH
M 3HepreTH4yecKne KoMmnaHuu.

Russian cyber attacks 'could cripple

UK': Intelligence chief warns Kremlin Report: Russian Hackers Have Gained

agents have the capacity to shut down ] Capability To Cause U.S. Blackouts
Chinese hackers steal US navy

power supplies, hijack air traffic

control and even disable air
data from contractor: reports

conditioning

yet another instrument of political propaganda
a weapon in information wars between countries
news + general political tensions -> negative attitude towards "hostile" countries

among ordinary people
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Priority of trust: local sources VS foreign sources

Russian-speaking English-speaking
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Hackers use Triton malware to shut down
plant, industrialsystems Detall is missing!

The malware has bee dgdttgtdtlytm and critical infrastructur

RN VALWARE SHOWS

' THE DANGERS OF INDUSTRIAL

Understandlng TRITON and the Missing
Final Stage of the Attack




Does the source matter?

Never or rarely
12%

Only when
Interesting
65%
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Trust factors

Availability of technical report and details

Credibility of information source

Opinion of professional community

Wide resonance

Official statement
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Where’s the truth?
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Methodology of trust measurement

Metric Metric value Numerical Metric
value

Source authority High Community opinion
Medium
Low

Technical details High Official statement
Medium
Low
None

Evidence High Media resonance
Medium
Low
Unproven

Metric value

Confirmed
Discredit
None

Confirmed
None

High
Medium
Low

Numerical
value
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Trust formula

Score = K1*Authority + [{>*(TechDetails+Evidence)/2 +
*ComOpinion + K2*0OfStatement + {5*Resonance

where Ki — trust factors

Metric Trust factor Metric Trust factor

Source authority : Community opinion

Technical details Official statement

Evidence Media resonance

5-6,9 7-10 KASPERYKY3

Score

Trust level




Let’s measure!
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Highest-profile incidents

SapphyreAttack ICS attack

Other

Shamoon 2.0

Tyumen neurosurgical hospital attack
Crashing Swedish air traffic control
Shamoon attack
Industroyer/Crashoverride malware
Water treatment plant system attack
German Steel Mill Cyber Attack
Kiev power outage

TRITON/TRISIS malware

Ukraine power grid cyberattack

NOtPetya and Wannacry I aLNS O 111V AL — 55,8%

9%

9%

P, 31,29
T 36,49
T 46,1%

0,0% 10,0% 20,0% 30,0% 40,0% 50,0%

60,0%
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Applying the methodology

Ukraine power
grid cyberattack

Kiev power
outage

Shamoon 2.0

Crashing
Swedish air
traffic control
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Conclusion

Open source information influences perceptions. Not only in a
good way

Only trust the technical facts
Always look for the primary source
Cyber-hygiene VS Trends

Highest level of responsibility for our content
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Anton Shipulin

Daniil Tameev

Ha” Of th nkS Ekaterina Odnostorontseva

PR team

Kaspersky Lab ICS CERT team
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Let’s talk!

Yuliya Dashchenko
Yuliya.Dashchenko@kaspersky.com

Vladimir Dashchenko
Vladimir.Dashchenko@kaspersky.com

ics-cert.kaspersky.ru
www.kaspersky.com
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