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Introduction
As the transportation sector, encompassing road, rail, air and sea, freight 
and logistics, and transportation infrastructure grows in size and value, 
so does its vulnerability to cyberattack. The transportation industry is a 
vast ecosystem around which modern life revolves. Freight transport is 
a vital component of global commerce. Efficient passenger transport is 
the foundation for our business and social aspirations.

The last two years has seen a significant expansion in logistics and 
freight transport as online purchasing is growing significantly. However 
freight transport is affected by ongoing supply issues. The developed 
economies are witnessing a severe driver shortage as older drivers have 
left the workforce and not been replaced by younger drivers. 

Looking ahead, the transportation sector faces many challenges. New 
players are bringing increased competition and the winners will be those 
who understand how to exploit a whole range of new technologies that 
support greater efficiency and more collaborative operating models. 
However, they will also need to demonstrate how they successfully 
defend against cyber threats.

The transition of the transport industry to the digital world, and the 
avalanche of available data that comes with ‘digital fitness’, attract 
attacks that threaten the security of individuals, as well as the integrity 
of transport operations.

As transportation shifts to new data standards and greater data sharing, 
it has now become one of the most vulnerable sectors for exposure to 
cyberattacks. In its Transportation Risk Index, global risk management 
organization, multinational risk management advisory firm Willis Towers 
Watson, named cyber vulnerability as the biggest single risk to the 
transportation sector.

In this paper we examine six key trends for the transportation sector and 
highlight some of the cybersecurity risks these present:

Evolution of vehicle digital ecosystems

Expansion of the autonomous vehicle market

Cybersecurity regulation in the transportation sector 

AI facilitates smarter route and delivery planning 

Mobility as a Service (MaaS)

Vehicle Telematics goes granular 

Fast-growing target 
for cybercriminals
• The International Air Transport 

Association forecast predicts 8.2 
billion Air Travelers in 2037.

• The smart transportation market 
is expected to grow at a CAGR 
of 17.5% from 2021 to reach $33.6 
billion by 2028. 

• The global logistics market is 
extrapolated to reach a value of 
$15,273.21 billion by 2027.

Transportation is the center of the
world! It is the glue of our daily lives.
When it goes well, we don't see it.
When it goes wrong, it negatively
colors our day, makes us feel
angry and impotent, curtails our 
possibilities.” Robin Chase, American
transportation entrepreneur.

Source: Forbes



Building a safer future in Transportation 

3

Until a few years ago a car manufacturer’s role was to make the 
car, sell it and service it through a network of physical centers. That 
has all changed. All car manufacturers are fast transitioning into 
software-driven mobility providers producing smart devices on wheels. 
Underpinning this transition is a seamless superfast digitally-connected 
ecosystem coordinating numerous in-vehicle computers to integrate all 
services the customer requires. 

Customers now demand digital services that can be constantly 
improved and new services added at a click of a mouse by providing 
software updates. Moving beyond digital vehicle retail and aftersales 
services, Tesla and Volkswagen are leading the way with infotainment 
and enhanced digital vehicle services such as multimedia and autopilot. 
Rental of services by monthly subscription will become the norm. Up to 
one third of car manufacturers’ revenues are now received from the sale 
of services.

By 2030 Volkswagen Group will have reduced its current five platforms 
for electric vehicles to one, highly flexible platform. Their goal is to bring 
together all disparate software competencies under one technology 
suite covering all their brands. The group aims to make software a key 
income generator by charging for new software components, following 
the example of Tesla’s ‘self-driving’ upgrades. Crucial to this strategy is 
failsafe cybersecurity for each and every software element bundled into 
the platform.

Volkswagen is spearheading the 
development of the customer-centric 
digital ecosystem.

Source: Volkswagen

Trend #1:
Evolution of vehicle 
digital ecosystems
The transition to software-driven 
mobility providers

One unified software platform 
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Secure against vehicle digital 
ecosystem vulnerabilities

A car today is basically a specialized computer – a ‘cyber-brain’, 
controlling the mechanics-and-electrics we traditionally associate 
with the word ‘car’ – the engine, the brakes, the turn indicators, the 
windscreen wipers, the air conditioner, and in fact everything else.

In tandem with the fast growth in connectivity and software-heavy 
systems comes the increase in vehicle ecosystem cyberthreats. Just 
one vulnerability can have catastrophic consequences. “If a particular 
model of a car is vulnerable, all cars on the road are vulnerable, meaning 
you can hack all cars at the same time,” explains Andreas Kuehlmann, 
CEO of Tortuga Logic. 

In January 2022 a cybersecurity specialist announced he had remotely 
accessed more than 25 Teslas in 13 countries without the owners' 
knowledge, though he stressed this was not because of a Tesla software 
flaw. He was able to track the vehicles’ location and control many 
functions such as honking the horn, locking/unlocking the vehicle and 
switching off certain sensors. 

Connected cars already generate in excess of 25 gigabytes of data 
per hour. Every future higher level of autonomy will increase the 
quantity of data generated. All this data needs to be protected from 
outside agents. Leaked data could cause irreparable harm to the 
reputation of global car companies.

As automakers become software-driven offering service and 
function upgrades to more expensive models, they encounter a 
whole new cybersecurity threat of cybercriminals trying to infiltrate 
the software to activate these more expensive premium services.

Breaching cybersecurity regulations means vehicle certification 
may be revoked. Moreover, the entire supply chain must comply with 
information security requirements. Car manufacturers accumulate 
vast amounts of data and must adhere to strict personal data 
regulations. Any breach of regulation can lead to massive financial 
penalties and damaging loss of reputation.

• Growing risk of sensitive data exposure

• New types of cybersecurity threats

• Cost of breaching cybersecurity regulations
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Trend #2:
Expansion of the 
autonomous vehicle 
market

Autonomous vehicles (AV) are set to become a major transportation 
trend. Multiple IT and sensor technologies combined with electric 
transportation will bring about a driverless transport revolution. First 
to be affected are traditional delivery systems which are being rapidly 
replaced. Electric delivery drones and vans will become a familiar sight. 

Advantages of AVs will include improvements to road safety, lower 
energy consumption, reduced congestion, easier commuting and a 
reduction in the number of accidents caused by human error. AVs can 
also combat one of the major challenges of the trucking industry, a lack 
of drivers.

Along with benefits come a number of risks concerning safety, legal 
liability, privacy and cybersecurity. 

In 2021 each new AV is constructed with between fifty and one hundred 
processors depending on the model and brand. Each processor is a 
potential target. Sensors in autonomous vehicles already generate up 
to 40 terabytes of data an hour. Allied with the increasing number of 
cloud-based applications in the automotive industry, these technological 
advancements are multiplying potential cybersecurity threats in the AV 
space. 

The systems through which AVs receive instructions are potentially 
vulnerable to cyber hacking. A cyberattack can target an individual AV, or 
an entire AV fleet, or act as an entry point into any connected entity.

Disrupting internet connectivity could also wreak havoc with serious 
road safety concerns, and the ability to cripple transportation by 
bringing thousands of private cars and commercial vehicles to a halt.

Autonomous vehicles to account 
for 12+% car registrations by 2030

AV road safety and cybersecurity 
are interdependent

The global semi-autonomous vehicle 
market demand is anticipated to reach 
60.1 million units by 2028, exhibiting a 
CAGR of 20.8%.

Source: Prnewswire 

60.1 million
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Conventional vehicle manoeuvres such as lane changing, parking, 
collision avoidance and braking could also be compromised, leading to 
serious accidents. 

In future driverless vehicles (Level 4 and Level 5), AI will do all the driving. 
Self-driving vehicles relying on multiple computers will inevitably expand 
the cybersecurity threat surface. 

Key cybersecurity threats include assaults on the service components 
of autonomous systems, jamming of signals or the transmission of 
counterfeit information to other connected vehicles or their operators. 
Cybercriminals could take control of the vehicle through wireless 
networks such as Bluetooth, keyless entry systems, cellular or other 
connections, as the car connects with the environment. 

The Over-The-Air electronic communications capability automatically 
uploads data from self-driving cars providing a huge opportunity for 
cyber intrusion potentially affecting whole fleets of self-driving vehicles. 
Without sufficient security, Vehicle-to-Vehicle and Vehicle-to-Internet 
communication channels can be hacked. This lead to threats such as the 
injection of fake messages, compromise of global navigation satellite 
systems, using sensor manipulation to disorient the AV’s systems and 
ultrasound or radar interference to blind an AV from oncoming obstacles.

In 2022, driverless vehicles are still not a particularly profitable target 
prey for cybercriminals, but as the technology develops and the number 
of AVs on the road expands, they will become increasingly attractive 
targets. Manufacturers and cybersecurity experts need to cooperate at 
each stage of AV design and use to develop effective security. 

Secure against hacker attempts 
to take control of AVs

50% of vehicle thefts across the UK 
in 2021 involved keyless entry attacks 
and 82% of overall global attacks 
were carried out remotely, needing no 
physical access to the car.

Source: Yonatan Appel, CTO 
Upstream

82% 
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The world has woken up to the vulnerability of the transportation sector 
to cyberattack. In the United States, the US Transportation Security 
Administration (TSA) is establishing a minimum set of cybersecurity 
requirements. For rail operators, cybersecurity directives require a 24/7 
cybersecurity coordinator, reports submitted to the Cybersecurity and 
Infrastructure Security Agency within 24 hours, cyber self-assessment 
within 90 days and a cyber-incident response plan within 180 days. TSA 
cyber requirements for airports and aircraft operators also include 
appointing a cybersecurity coordinator, immediate report of cyber-
incidents and a cybersecurity self-assessment and cyber-incident 
response plan.

With the development of autonomous driving features such as 
Electronic Stability Control (ESC), mandatory in the EU, USA, Australia, 
Canada, Japan, South Korea, Turkey and others, and Automated Lane 
Keeping Systems (ALKS), cybersecurity regulations have intensified. 

From July 2022 stringent cybersecurity regulations for all software-
driven mobility will be mandatory for all new vehicle types in the 
European Union for new vehicle types and from July 2024 for all new 
vehicles produced. Manufacturers will be compelled to publish details of 
all IT security measures inside vehicles, provide information on security 
efforts throughout the entire life cycle of a car and constantly monitor 
and report threats. The EU is poised to adopt stringent regulatory 
solutions for access to in-vehicle data and resources of connected cars. 

The United Nations’ WP.29 regulations, approved in June 2020, for 
cybersecurity and software updates for autonomous driving are already 
in place to ensure manufacturers take necessary measures to secure 
vehicles from specific cyberthreats to access connected vehicle 
data and to demonstrate exactly how their systems protect vehicles 
from threats, and report all information on cyberattacks annually or 
more frequently.  UN Regulation No. 155 enforces these cybersecurity 
standards within the United Nations Economic Commission for Europe 
(UNECE) member states for all new vehicle types from July 2022 and 
from July 2024 for all vehicles.

With this (WP.29) directive, the UN 
is making automotive cybersecurity 
standards non-negotiable. The 
hope is that motorists will factor 
cybersecurity into their buying 
decisions – like air-con or heated 
seats.

Source: Thales Group

Trend #3:
Cybersecurity 
regulation in the 
transportation 
sector
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Secure against fines 
and reputational damage

The United Nations Economic Commission for Europe (UNECE) member 
states have adopted the world's first binding international regulation 
for the introduction of "level 3" vehicle automation. "Level 3" vehicle 
automation means fully automated driving under limited conditions is 
legal as long as the driver can take over at any time the system requests 
this. Requirements include a Data Storage System for Automated Driving 
(DSSAD) so all data can be retrieved in the event of 
a crash.

Manufacturers of connected car-fleets are ultimately legally responsible 
for securing customers’ data. Regulatory fines and negative publicity 
following any data intrusion will lead to loss of market share and massive 
damage to the reputation of the company.

In 2021 the operator of short-term car rental platform CityBee was fined 
after an investigation concluded the company’s obligation to ensure the 
security of processing of personal data provided in the GDPR was not 
met, and customers' personal data was breached.

Trend #4:
AI facilitates 
smarter route and 
delivery planning

AI is unleashing the potential of big data in logistics and transport 
enabling organizations to harness automation, robotics and advanced 
predictive analytics, optimize warehouse and supply chain management 
and enhance customer experience. However in tandem with the huge 
gains from increasing efficiency and reducing costs, there is a growing 
concern about the effects on cyber resilience and driver and vehicle 
safety.

Advanced technologies in road 
transport

The global artificial intelligence (AI) 
in transportation market is expected 
to reach $3.87 billion by 2026 and is 
estimated to grow at a CAGR of 15.8%.

Source: Marketdataforecast

$3.87 billion
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AI in the skies

Artificial Intelligence (AI) is particularly critical to the commercial 
transportation sector because the safe and timely movement of goods 
and cargo around the globe is a costly, logistical challenge. AI creates 
numerous opportunities to reduce costs and improve operations. 

Commonly adopted AI technologies include truck platooning technology, 
maintaining an optimum speed and distance between trucks in a group, 
thereby reducing the overall time spent on the road, Autonomous 
Emergency Braking (AEB), Adaptive Cruise Control (ACC), collision 
warning, lane-keep assist, and advanced driver assistance systems 
(ADAS) to reduce driver fatigue and avoid potential road accidents, 
thereby saving lives and reducing delivery times.

Moving outside the vehicle, AI also underpins intelligent devices and real-
time traffic management systems utilized to tackle an escalating, global 
problem: traffic congestion.

AI is set to change the aerospace industry. AI-based virtual assistants 
are eliminating repetitive tasks in the air and boosting pilot productivity 
and efficiency. AI systems are scheduling required maintenance reducing 
aircraft time not flying and enhancing safety. Airline companies are also 
using AI to optimise flight booking through analysis of weather patterns 
and historical passenger data and to streamline customer experience 
with facial recognition and self-service kiosks.

Commercial autonomous flight is also just around the corner. 
Researchers at the University of Zurich have trained drones to fly 
autonomously at high speeds navigating complex obstacles using 
onboard sensing and computation.

The global autonomous aircraft 
market size is projected to reach 
$16.23 billion by 2027, exhibiting a 
CAGR of 22.68% during the forecast 
period.

Source: Fortunebusinessinsights

$16.23 billion
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A transformation in planning and 
delivery in shipping 

Transportation by robots and drones

AI is also a hot topic in the maritime world. It can collect and analyze data 
that enables the container shipping industry to plan more accurately. 
Shipping industry majors such as Flexport, Maersk and Panalpina have 
initiated measures to harness AI to simulate human intelligence, to 
address an array of issues surrounding the maritime industry. 

A world-first journey of a zero-emission, autonomous cargo ship took 
place in November 2021 between two Norwegian ports. All the ship 
movements are controlled from three onshore data control centers. 
Robotics will eventually include unmanned loading and unloading. The 
potential for the shipping industry is huge.

A breaking trend in transportation technology is last-mile delivery robots. 
These usually take the form of unmanned ground vehicles and drones. 
They increase the speed of the last mile delivery process and reduce the 
cost of delivery services for lightweight and small packages. The name 
is misleading as the distance might be as small as delivering an ordered 
dish five metres to a customer in a restaurant. 

Last-mile delivery robots simplify and reduce the cost of local 
transformation, eliminate delays and are fully integrated with the 
software controlling the complete delivery process. The extraordinary 
expansion in Ecommerce during and after the Covid-19 pandemic is 
fuelling a boom in these AI robots. 

The increased use of fleet telematics systems that use AI algorithms to 
track the location, status and condition of trucks creates more access 
points for hackers. For example, cyberattackers could take over the 
digital dashboard of an AV carrying fresh produce and tamper with the 
temperature gauges or shut down the cooling mechanism, resulting 
in thousands of dollars’ worth of spoiled food. The same applies to 
autonomous shipping and flights. Routes could be changed, and 
transportation operations brought to a halt.

Secure against increased number 
of access points for cybercriminals 
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Risk of accidents and sabotage
Occupants of AVs can become so reliant on road safety technology 
that failures due to interference could result in serious accidents. As 
with all solutions combining high data content with sophisticated 
communications technology integrated and connected to digital 
infrastructure, AI is vulnerable to cybercrime. Cyber intrusion can 
transform drones and autonomous shipping into accidents waiting to 
happen or lethal weapons. In 2021 the frequency of cyberattacks on 
smart transportation systems has increased globally.

On the roads, rails, at sea and in the air, operators are implementing ever 
more sophisticated systems to streamline the mobility of cargo and 
passengers. MaaS is the future of the smart city. It combines public, 
private and shared transportation to move people and freight. Easily 
installed software calculates the most efficient, cost-effective and 
speediest method of transport both for physical passengers and for 
shipments. Highly convenient ride-hailing and ride-sharing platforms 
like Uber and Lyft are completely dependent on an increasingly digitally 
connected world. 

Mobility as a Service (MaaS) is enabled by the combination of cloud-
based platforms, smart analytics, network connectivity, total automation, 
blockchain technology and the customer self-service model. Let’s look at 
these developments in turn.

Trend #5:
Mobility as a Service 
(MaaS) 

Mobility as a service market is 
expected to grow to $358.35 billion 
by 2025.

Source: Researchandmarkets

$358.35 billion

Cloud-based platforms
Cloud-Based Transportation Management Systems coordinate in a 
single cloud-based platform all the necessary information to facilitate 
each stage of every delivery. The software integrates all orders customer 
data, route planning and client, customer communication. Enhanced 
coordination results in far fewer costly errors and boosted productivity.
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Blockchain technology

Customer self-service revolution

Smart analytics

All-encompassing network 
connectivity

100% automation 

Blockchain is an efficient, transparent system used to synchronize supply 
chains and, track components and vehicle usage and maintenance 
history without centralized control. 

The drive to reduce cost, boost productivity and improve service 
levels has taken the transportation industry into an era of critical 
transformation. Airlines, airports, trains, buses are re-evaluating how 
they operate and are recognizing the need to create a connected supply 
chain by working together as one cohesive business service unit. Modern 
travelers have an appetite for joined-up and automated services. SITA’s 
2020 Air Transport IT insights highlighted an ‘accelerated investment 
in automated passenger processing focusing on touchless and mobile 
services’. In the airline industry this includes automatic check-in, receiving 
boarding pass from the airline direct by text message or email, self-tag 
bags with a printed or electronic label and tracking their bags throughout 
the journey.

Predictive analytics is enabling a far better understanding of customer 
requirements and buying trends both now and those anticipated in the 
future. This means companies can plan more effectively. Combining 
vast quantities of data with smart analytics leads to reduced costs, 
less downtime and waste, better customer service (e.g. more on time 
delivery) and identification of new patterns and business opportunities.

Network connectivity is now the norm across all forms of transport. 
5G-connected cars will represent more than 90% of the market by 2028. 
The International Maritime Organization’s (IMO) e-navigation program 
coordinates worldwide, current data on the status of shipping on our 
oceans. GSM-Railway, links trains nationally to control centers.

The new mantra is connected automation and technology as enabler – in 
AVs, trucking fleets, airports, ports, railway systems and distribution and 
logistics centres. Automation improves operational management, cut 
costs by reducing the need for manpower and helps make the overall 
customer experience smoother.

The Global Blockchain Technology 
Market in Transportation and 
Logistics Industry Market is expected 
to grow by $888.97 million during 
2021-2025, progressing at a CAGR of 
49.93% during the forecast period.

Source: Globenewswire

$888.97 million
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Last-mile delivery service
Ecommerce rose 44% in 2020 compared to 2019. The Covid-19 pandemic 
fuelled an exponential increase in online ordering and sharing of the 
delivery of physical goods. Consequently the last-mile delivery market is 
expanding at an estimated CAGR of 20.3% to 2030. Drones, robo-taxis 
and other technological driven innovations are set to become a common 
sight on our road and in the air.

Between June of 2020 and June of 
2021, the transportation industry 
witnessed a 186% increase in weekly 
ransomware attacks.

Source: Cybertalk

With the proliferation of sensors, network technology and automation 
required for Mobility as a Service (MaaS), the whole transportation 
industry have become an enticing target for cybercriminals and 
opportunists. 

Mobility as a Service, connecting customers, data providers and 
transportation methods as well as transferring huge volumes of data, is 
vulnerable to both cyberattack and data privacy issues. Cyberattacks 
on the transportation and logistics sector are becoming more frequent, 
occurring one or two each month. 

In June 2021 the New York Times reported a cyber-hacking group, with 
suspected links to the Chinese government, had infiltrated computer 
systems of the New York Metropolitan Transportation Authority, a 
network used by millions of passengers each day.

In October 2021 a ransomware attack on Toronto’s subway, bus and 
streetcar systems resulted in booking system and vehicle tracking 
problems as well as data of 25,000 users being stolen.

Secure against malicious system 
outages
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Trend #6:
Vehicle telematics 
goes granular
Speedier deliveries and more secure 
transport
In the transportation and logistics business, Vehicle Telematics 
technology extends much further than helping drivers find their 
destination. Today’s Vehicle Telematics solutions enable organizations 
to locate and track every movement of their product and personnel, 
improving planning and speed of delivery whilst minimizing costly errors.

Sophisticated Telematics tracks metrics for entire fleets from each 
vehicle Blackbox including vehicle speed, routes, fuel usage, driver 
behavior, engine start up and shut down, idling, engine load, temperature 
and condition. Alerts inform if a vehicle is deviating from an assigned 
destination, the route taken and when the vehicle is resting. Advanced 
navigation informs the driver of optimal routes to avoid traffic 
congestion speeding up deliveries. Vehicle telematics is formidable tool 
for insurance companies, assessing accidents or locating a stolen vehicle. 

Telematic sensors also benefit public transport passengers, making route 
information available in real- time and providing re-routing features 
that enable people to plan alternative routes. Automatic transport 
management systems enable fast asset tracking and physical assets 
can be tracked and managed online in real-time. Smart city design 
incorporates IOT data on traffic and pedestrian management.

The IoT in the transportation market 
is expected to registering a CAGR 
of 14.5% over the forecast period 
of 2021 – 2026.

Source: Mordorintelligence

14.5%
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Telematics use is expanding exponentially in the aerospace industry 
because of the sheer amount of data generated by just one flight. A 
single-engine plane can generate more than 844TB of data in 12 hours. 
Telematics IoT connectivity is also extensively used at every level of the 
maritime industry, from the individual components of a ship’s engine 
room to cargo containers, fleet management and connected ports. 

Intelligent public transportation makes use of a combination of CCTV 
cameras, GPS devices, digital displays, automated stop announcements 
and Wi-Fi devices, so cybersecurity is a must. When trains don’t arrive 
or airports grind to a halt, the result is chaos that can affect many 
thousands of people.

Most industries in the transportation industry rely on Telematics data. 
The automotive, maritime and aviation industries’ GPS navigation and 
operational systems are insufficiently protected. In July 2020, Garmin, 
an international manufacturer of hundreds of GPS products, was the 
victim of a cyberattack. Although damage was relatively restricted, this 
served as a warning of potential disastrous consequences of future such 
attacks.

If hackers take control of the communication to vehicle fleet Blackboxes, 
it is easy for them to change any metric including the route and ultimately 
take possession of vehicles.

The Ponemon Institute has estimated fewer than 42% of organizations 
can identify insecure IoT devices. Kaspersky research has found IoT 
cyberattacks more than doubled year-on-year during the first half of 
2021.

Transportation system telematics in many cases lack sufficient security 
processes. IOT devices brought rapidly to market may have insufficient 
built-in security and personnel overseeing security may not be up to 
speed on latest IOT innovations being rolled out in their industry. If 
transportation supply chains are disrupted, the fleet operator, the end 
consumer and ultimately whole sectors of the economy will suffer. 

Secure against IoT cyberattacks 
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There is no area of business (or life) that is not somehow dependent on, 
or connected to, the transport industry. From logistics, deliveries, and 
supply chains, to commuting, leisure and business travel, the transport 
industry literally makes the world go round. With increasing digitization of 
key operational technology, and human lives at stake, cyber risks for the 
transport industry have never been more acute. Business continuity is 
absolutely crucial – a serious attack against a transport operator could 
send devastating ripples far out into the wider market and beyond. 

In today's extremely volatile and challenging environment, Kaspersky 
is a pioneer in helping the transportation industry adapt best security 
strategies in today's volatile and challenging environment. Our perfectly 
engineered, tailored solutions and services – assisted by world-leading 
security intelligence – protect data and business continuity 24/7 against 
advanced threats and targeted attacks – mitigating risks, detecting 
attacks earlier, dealing effectively with live attacks and fortifying future 
protection. 

Our stage-by-stage cybersecurity approach is designed to clarify
which level of security as well as which specific solutions best suit
your organization. The stages provide a set of easily managed threat
protection measures coordinating seamlessly with one another to meet
the needs of each individual organization, and offer a cybersecurity
roadmap assuring a smooth transition from one IT security maturity level
to another when the time comes.

Also we suggest a set of products and services specifically designed 
to provide cybersecurity to connected cars and their infrastructures 
and to support the development of new mobility technologies, including 
autonomous, electric and shared technologies.

Summary
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Kaspersky’s step-by-step 
cybersecurity approach 

Kaspersky Security Foundations —
essential core of cloud-based, automated 
protection for all devices, VDI and hybrid 
server infrastructures, before organizations 
advance seamlessly to …

Kaspersky Optimum Security — 
for organizations requiring more specialized 
security against new and evasive threats, 
before effortlessly implementing ...

Kaspersky Expert Security — 
for organizations with established mature IT 
security teams combatting the most complex 
targeted attacks. 

1

2

3
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Cybersecurity 
maturity level Solution

IT

Smaller organizations 
without a specialized
IT security team

What
Kaspersky Security Foundations

How 
Implement fundamental security for organizations of any size and infrastructure 
complexity, delivering cloud-managed automatic prevention of commodity 
cyberthreats on any devices, VDI and hybrid server infrastructures.
 
• Endpoints: Protect every endpoint in your organization with Kaspersky 

Endpoint Security for Business; Kaspersky Embedded Systems Security
• Cloud: Benefit from borderless security with Kaspersky Hybrid Cloud 

Security
• Network: Secure your perimeter with Kaspersky Security for Mail Server; 

Kaspersky Security for Internet Gateway
• Data: Safeguard valuable and sensitive data with Kaspersky Security for 

Storage
• Security Management: Access expertise with Kaspersky Premium 

Support; Kaspersky Professional Services

IT security

Organizations in need of
advanced defenses, but 
with limited specialist IT 
security resources

What
Kaspersky Optimum Security

How
Combat evasive threats with effective endpoint detection and response and 
continuous security monitoring – but without prohibitive costs or complexity 

• Advanced detection: Boost ML behavior analysis, sandboxing, threat 
intelligence and automated threat hunting* with Kaspersky Sandbox, 
Kaspersky Threat Intelligence Portal and Kaspersky Managed Detection 
and Response Optimum

• Analysis and investigation: Enhance threat visibility and simplified 
investigation process with Kaspersky Endpoint Detection and Response 
Optimum

• Rapid response: Deploy automated in-product response options, as well 
as guided and managed response scenarios* with Kaspersky Endpoint 
Detection and Response Optimum and Kaspersky Managed Detection 
and Response Optimum

• Security awareness: Equip employees with automated tools at all levels 
and develop key cybersecurity skills with Kaspersky Security Awareness 
Training

*Supported by Kaspersky experts
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Mature and fully formed 
IT security team and/or 
dedicated SOC

• Have a complex 

and distributed IT 
environment 

• Are a highly likely target 
for complex and APT-like 
attacks

• Have a low risk appetite 

due to high costs of 
security incidents and 
data breaches

• Are concerned about 
regulatory compliance

What
Kaspersky Expert Security

How
Complete mastery over the most complex and targeted cyberattacks

• Equipped: Equip your in-house experts to address complex cybersecurity 
incidents. Benefit from a unified cybersecurity solution. Kaspersky Anti 
Targeted Attack Platform with Kaspersky EDR at its core empowers your 
team with XDR capabilities.

• Informed: Enrich your knowledge pool with threat intelligence and upskill 
your experts to deal with complex incidents:
• Integrate actionable, immediate threat intelligence into your security 

program. Kaspersky Threat Intelligence gives you instant access to 
technical, tactical, operational and strategic threat Intelligence.

• Develop your in-house team’s practical skills, including working with 
digital evidence, analyzing and detecting malicious software, and 
adopting best practices for incident response, with Kaspersky 
Cybersecurity Training.

• Reinforced: Call upon external experts for security assessment, immediate 
support and back-up:
• Take advantage of immediate support from the Kaspersky Incident 

Response team of highly experienced analysts and investigators to fully 
resolve your cyber-incident, fast and effectively.

• Bring in a second opinion and managed threat hunting expertise from a 
trusted partner with Kaspersky Managed Detection and Response, so 
your in-house IT security experts have more time to spend reacting to 
the critical outcomes requiring their attention.

• Understand just how effective your defenses would really be against 
potential cyberthreats, and whether you’re already the unwitting 
target of a long-term stealth attack, through Kaspersky Security 
Assessment.
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Targeted Solutions

What

Kaspersky 
Embedded Systems 
Security

Kaspersky 
Security 
for ECUs

How 

A multi-layered solution delivering unequalled protection to Windows-
based embedded devices – even those with limited system resources 
and running discontinued OSs. Opt-in security layers including 
application and device controls, exploit prevention and anti-malware 
mean protection can be optimized for lower-powered devices – 
including vulnerable older PCs running unsupported OSs such as 
Windows XP.

A software solution to be installed on automotive electronic control 
units (ECU's). It provides control mechanisms and real-time intrusion 
detection for connected vehicle's, their internal and external 
communications as well as for apps running on them. Solution 
incorporates vehicle fleet to vehicle security operation centers (VSOC), 
fleet management systems (FMS) and other security-related backend 
systems to meet compliance continuous monitoring requirement.
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Cyberthreats News: www.securelist.com 

IT Security News: www.kaspersky.com/blog 

Threat Intelligence Portal: opentip.kaspersky.com 

Technologies at a glance: www.kaspersky.com/TechnoWiki 

Awards and recognitions: media.kaspersky.com/en/awards 

Interactive Portfolio Tool: kaspersky.com/int_portfolio


