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Serving Technology End Users & Owner/Operators...
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The Power of Dreams

Sampling of Domain & Industry Expertise

ARC

Advisory

Coverage by Domain

* Analytics and Machine Learning

* Asset Performance Management

* Digital Transformation

* Edge/Cloud

* Industrial Cybersecurity

* Industrial Internet of Things

* Machine Control and Safety

* Industrial Networks and Fieldbuses
* Operations Management

* Automation and Safety

* Product and Service Management
* Product Lifecycle Management

* Sensors, Transmitters, and Actuators
* Supply Chain and Logistics

)

Group

Coverage by Industry
Aerospace and Defense
Automotive

Chemical, Cement, and Glass
Communications

CPG, Food, and Beverage
Electric Power and Smart Gri
Heavy Machinery

High-Tech

Logistics and Transportation
Mining and Metals

Oil and Gas

Pulp and Paper

Smart Cities and Infrastructur

Water and Wastewater

ARC MARKET RESEARCH CALENDAR
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Services for Technology Providers

Consulting Services

All studies are available as 3 PDF, PDF with Charts + Excel Workbook in WW, Regional, and Country Editions
Highlighted studies are recently published.
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Industry Forums For manufacturers,
supply chainand
technology
providers and
technology
investors, our
consultants
provide the
answers for your
specific business
and industry
needs.

New product
introduction, due

ARC hosts a
number of forums
and conferences
around the world.
Our events are the
place to be for
corporate
executives to
network with peers
and gather

i

intelligence to fine

Advisory Services

keep you on top of
the latest industry
dynamics,
enterprise
applications, and
plant systems.
Alow dient to

Marketing =

ARC offersa
variety of
Marketing Services
White Papers
ARCViews

Case Studies
Strategy Reports
Custom Market
Surveys .
Promotion and
event support for
trade fairs and
conferences

ARC haosts its own
WebWindow
series.

ket Research

diligence, and
developing a
manufacturing and
IT strategy.

analyst ratio
‘ensures quick
direct accessto

00 Automation ‘tune your strategic
vision for the

future.

those who are
familiar with your
business and the
intelligence you
need.

| Their Hardware, Software, and Services Providers

Sample of Solution Providers

W SIEMENS Gszases oy Infos [
\T&T
YOKOGAWA ~ Microsoft: == ELEeraR" «iliail,

Changes for the Better

Bentley Rockwell

CISCO
Axtomation Electric

& Microsemi
Foro: &7 HBC-. 22 [G]
v Telit = Extreme

@

TATA

ORACLE Schneider

=TE

connectivity

aspen
VOITH ==

© ARC Advisory Group « 3



EMEA - 3aTtpaTtbl Ha aBTOMaTU3aLMnIO™

$28,6 bn

NMpounsBoacrBeHHasa cucrema —
ynpasneHusa npoueccom(MES) $2,9 bn

YennoBeKO-MaLUMHHDbIN ;";'II;
$0, L Panels:

nHtepdenc (HMI) $0,5 bn

Advanced Process
Control:
$0,5 bn

DCS:

KoHTpoOnnepsonl
P P $12,8 bn

Temperature: Flow:
CeHcopbl, S0a b o

dKTyaToOpb Drives: Control Valves:
$3,8 bn $4,9 bn

@ * Baseyear 2017, Victoununk: ARC Advisory
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EMEA - 3aTpatbl Ha aBTOMaTu3sayuro™
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EMEA - 3atpaTbl Ha aBTOMaTusayuro™

$28,6 bn

NMpousBoacTBeHHan cucreMma eSS
ynpasnexHusa npouyeccom(MES) $2,9 bn

YenoseKko-MaLwWIMHHbIN HMIL:
$0,7 bn Panels:

nHtepdenc (HMI) $0,5 bn

. Advanced Process
KoHTponnepsl $1';C:-bn Control:
0 $0,5 bn

Temperature: Flow:
$2,2 bn

EMEA cootHoweHue B 2017 ropay: gLy’ Orives Contra Vaives:

NuBectnuum B KMbepbesonacHoctb* $853 Mn
---------------------------------- = ceeeeee- = 2,98%
O6wue pacxoabl Ha aBTomaTusayuro $28,6 bn

* Pacxogpl Ha Kn6ep6e30MacHOCTb ; KOHEUHbIE Y3Jibl+KOHTPOb aHOMaNI +CepPBUChI
Advisory’Group

VISION, EXPERIENCE, ANSWERS FOR INDUSTRY © ARC Advisory Group « 6



3awmTa 3aBOAOB TpebyeT Hagexkalwmnn cTtpaTernm

ToNbKO TEXHONOrMYEeCKnx I/IHBECTI/ILI,I/II7I HeJ4O0CTaTO4YHO

910 HE 3¢pdpekTnBHan 3awmra!l Bot Tak BepHO

KoHeuHble y3/bl
CeTn u nHTEepdemncol

WUHBeHTapusu
poBatb
aKTUBbI

BeposATHOCTb & Bo3aeicTBMe

O
=t * Bce Tunbl aTtak )

IN CASE OF
CYBERATTACK

anMeHMMOCTb TEXHONOTUN

BREAK GLASS
OueHKa 3 PeKTUBHOCTH

BbibpaTb
3awuTy

AND PULL CABLES

MNocnepoBatesibHOCTb
e e [OTOBHOCTb

Ucnonb3oBa
HUe n

AHanus nudopmaumm
Maun & obHoBNEHMA

noaAep:kKa

ARC nccnepoBaHusa nokasbiBaloT, UTO BHeZpeHUe N Ucnosib3oBaHne/noaaepikka cncrem
ABNAKOTCA CaMbIMMN 60/1bLUMMU BbI3OBaMMN B KOMMNAaHUAX

TN TPM LWIara No3BoAIOT ¢POKYCMPOBaTbCA Ha MOoAesin 3penocTu 6esonacHOCTH
@ WHAYCTpUanbHbIX cuctem, npeanoxxenHon ARC

Advisory’Group ISION, EXPERIENC © ARC Advisory Group « 7



Bbi3oBbl MHAYCcTpranbHoU (ICS) knbepbesonacHOCTH

f \ Mpobnema IT oT
Llenn 6e3onacHocTm
& OrpaHnuenus KnbepbesonacHocTtb KubepbesonacHocTb
BHewHMne . .
knbep <+« — | KoHeuHble MK, cepBepbl PCs, Servers, Industrial Devices
aTaku [ Y3/1bl
I
BHellHWe <—E Cetun TCP/IP TCP/IP, Modbus, DNP3, Etc.
cetmn
Jlrogn ALMUHUCTPATOPSI OnepaTopsbl, UHKeHepbl,
KOHe':I’HbIe ,ﬂlpy I'I/I e .
Llenn 3awmTa be3onacHoOCTb, AOCTYMHOCTb,
? nHbopmauymu LLENOCTHOCTb
BHyTpeHHuUe
\ knbep aTakm j OrpaHnyeHna C8 go 4, BO3MOXHbI  24x7, 6e3 ocTaHOBOK U cboes

KOPOTKME NepepbiBbl

UHaycTprnanbHaa KubepbesonacHOCTb BKAOYAET B ceba yHUKanbHbIiA Ha6op KoHeuHbIx
@ Ycrpoiicts, Cetesbix MpoToKonos, /liogei, Lleneit u Cucremuble OrpaHnueHnsa YnpasneHus

Advisory’Group VISION, EXPERIENCE, ANSWERS FOR INDUSTRY © ARC Advisory Group « 8



NHaycTprnanbHaa 6e3onacHOCTb 3aBTpa

HoBbiN
MHTEPHET Bellen
AHanuTukKa m

MpunoxxeHuns YacTtHoe
o6nako

MNMepepaya
AaHHbIX 06
aKTuBax 3-m

busHec
CUCTEMBbI

acTHoe
I o6nako

Firewall Manufacturmg

Operations Managemen
Virtual or Physical Servers

‘ISafety

@)2 E?

Control

Devi

pplication Specific ° _[I
Appliances

3aBoACKME onepauum

HoBble Managed-services

MoctaBwmnkn lMocTaBLWMKHN MocTaBLWMKH
o6bopyaoBaHua aBToMaTtMsauumm MO

MoHUTOpUHI

————————— WITAaTHbIX
be3sonacHoe npoayKToB
coegmuHeHue

«YMHbIC> MaLUUNHbI

IoT yMHbIN
MoAy/b

MecTtHbie IoT

BbIUMCJ/IEHUA U MOAY/lb

KOMMYHUKaLUUm
dusnueckme aKTuBbl C
CeHcopaMM M
MUCNOJIHUTEJIbHbIMMU
MexaHu3MamMmm

OcHoBHasa OnTuMnsauma AKTUBOB
yepes YaaJsieHHble YnpaBnasieMble
ycnyrm

VISION, EXPERIENCE, ANSWERS FOR INDUSTRY

Advisory’Group
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ARC MapKeTUHroBbleé KaTeropmm pbiHKa
MHAYCTpManbHOU KnbepbesonacHocTu

CepBucbl knbepb6esonacHocTu

PeweHusa ynpassieHus
knbepbeszonacHoOCTbIO
NCK
3awmTa CeteBas aHOMaNMM m
KOHEYHbIX 6e3onacHocCTb YA3BUMOCTEMN
y3/10B . = H H

t Knbep akTuBbl MHAYCTPUAJZIbHOM

6e30nacHoOCTM

@ This presentation may be not be reproduced without prior permission from ARC. 10
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NMHaycTpmanbHaa knbepb6e3sonacHoOCTb
Pazmep No6anbHoro PoiHka & PocTt

Category 2017 Size 2015-20

MUSD CAGR
Endpoint Protection Solutions 422.1 8.4%
Cybersecurity Services 1,060.1 17.9%
Network Security Solutions 114.5 8.5%

[ Anomaly & Breach Detection 85.7 12.3% ]

Security Management Solutions 85.9 12.6%
Total 2,939.4 12.3%

@ This presentation may be not be reproduced without prior permission from ARC. 11
Vision, EXPERIENCE, ANSWERS FOR INDUSTRY © ARC Advisory Group
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NHAaycTpranbHbIW MHTEPHET BeLen byaeT 3HaUUTE/IbHbIM

paspyLimresem MHAYCTpmanbHON 6esonacHOCTH

lloT cpepa

Cucrembl (IMpoctbie

3aBoAbI CUCTEeMbIl yrnpaBJieHuUs ycTponcTeo
(cno>xHble ynp (YMHble patunkun/
CO BCTPOEHHbIMMU
CUCTEMBI MHTENNEKTYANLHBIMM KoHTponnepbl n
ynpaBneHus, C crpoﬁTchBaMM) MCMNOJIHUTENIbHbIE
MHOIOKpaTHbIMM y MeXaHU3Mbl)

@ cucremamm)
Advisory’Group VISION, EXPERIENCE, ANSWERS FOR INDUSTRY © ARC Advisory Group + 12



NHAaycTpranbHbIN NHTEPHET BeLLEeN ANA UHHOBaL UK

3aBTanJHVIe ciydan UCnoJib3oBaHUA AOJIDKHbI BCE XKe ObITb onpejeneHnbl

Kopn IT MocraBwMKa MocraBymnKa
Cucrema IT Cucrema IT Cucrema

MocTaBwmk
YCTpoﬁCTB/
K

lloT ycrponcre
obnauHasn
nnarpopma

PPPPPPPPPPPPPPP

SSSSSS

Device Device evice

HeT AcHbIX KeiCcOB ncnosib30BaHUA ANA pa3paboTku cTtpatermin paborbil...
Het ueTkunx rpaHuy, ansa pasgeneHna 06a3aHHOCTEN MEXAY MHAYCTPUaZIbHOU n Knbep
@ 6e3onacHocTaAMM B IT!
Advisory’Group FOR INDUSTRY
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Eyp,yu.l,ee cncTteM nNpoOMbILLNIEHHOIO KOHTPOA

Bce coegmnHsatolleecsa co Bcem

I
SERVICE g@

MocTaBLWMKKM YCTPOIACTB KopnopaTtusHbie YMHble noTpeburenbckume
& MocraBLmKm Cucrembl ycTpoiicTea
cepsuco

MoBcemecTHanA
O'rp,anel-u-lble UHTEeN/1eKTyad/ibHble
BO3MOXHOCTb AKTUBDI

— coegUHeHUA

O6nayHble cepBUCHI

L

MobunbHble ycTpoiicTBa

-

1 [ l L WNHTeNNeKTyaNbHble

@ YnpasneHue no pecypcam INEeKTPOCTaHUMUN aKTMBbI 3aB0AA
Advisory’Group OKpYyXa IOI.I.I,EFI cpeabl VISION, EXPERIENCE, ANSWERS FOR INDUSTRY
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NHaycTprnanbHaa 6e30nacHOCTb 40/1KHA NMpeaBUAETb Takue cobbiTus

lloT Tpebyet 6onee WMpokoro npeactaBneHnsa o knbepbesonacHocTn

¢ Kunbepbe3onacHOCTb SBMSETCH K/OYEBbLIM BOMPOCOM Y KOMMNaHWIA, KOTopble
Ha4yMHaT CBOK Aopory no nyTtu IIoT

¢ KoMnaHMaM Hy>XXHbl 06LMe pyKOBOASLLME MPUHLMMBI, YTOObI rapaHTUPOBaTh, YTO
OHM MOFYT HaAEeXHO MCNOJNIb30BaTb HOBblE MHHOBALMOHHbIE BU3HEC-CTpaTerum

¢ B 10 BpeMs kak 6e30nacHOCTb Ba)KHa, HAMBHO AyMaTb, YTO KOMMaHUK
NpoAo/XKaT 3a4epXXnUBaTb CBOE pa3BUTUE

¢ [nsa coobuwectBa kMbepbe30nacHOCTN HACTaI0 BPEMS, YTO6bI MPU3HATL U
obpaTuTbCsa K 6yayLimMM BbI30OBaM, CBA3aHHbLIM C KnbepbesonacHOCTbIO
MHAYCTPUANbHOIr0 MHTEPHETA BELLEN

/\ VISION, EXPERIENCE, ANSWERS FOR INDUSTRY © ARC Advisory Group « 15
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Knbep 3awmta: B3BECUTb PUCK, BEPOATHOCTb U BO34ENCTBUE

Yrposbl oT MHCalaepoB

Xakepbl  yaktuemcrbl Knbep Teppopucrer Heapyxeniobhbie

NpPecTynHUKn CTPaHbI

~——— @ —— 17 I~

LleneHanpaBnekiHble
HanageHus ONKITHbDI
B ICS nrozen

HeueneHanpaBseHHble
HanageHus onbITHbIX B
IT nropen

BepoaTHOCTb
HanaaeHvsa
NoTeHUuManbHoOeE
BO34eucTBme
Bo3amMo)xHOCTK &
Pecypchbi

0
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YnpaBneHue KnbepbesonacHOCTbIO

On
c?c""oc.
»
>
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3awmTa 3aBoA0B TpebyeT HaaeXxalni cTpaTerum
EMEA - 3aTF)aThI Ha aBTOMaTMBauMD* To/IbKO TEXHONOTUYECKMNX WHBECTUU UM HeAOCTaTOYHO

3710 HE 3¢ pekTBHaA 3amuTal Bort Tak BepHO
$28,6 bn

* KoHeuHble yanbl ‘
* Cetn u unTepdeiicel
NMponsBoACTBEHHaA cMcTeMa T _ ,
ynpasneHua npoueccoM(MES) $2,9bn * BeposHocrs & so3aeiicTene

* Bce Tunbl atak
IN CASE OF :

CYBERATTACK
* MpUMeHMMOCTb TexHonOMM
BREAK GLASS
AND PULL CABLES * Ouewka adexTmarocTH
* Nocnegosarensrocts
* [oToBHOCTD
* Ananvs uHdopmaum
* Naun & obHosneHMA

YenoBeko-MalUMHHbINA
uHTepdeiic (HMI)

KoHTponnepbl DCS:
$12,8 bn

HMI:

$0,7 bn Panels:

Advanced Process

CeHcopbl, Te':gf;’;‘:’e' ARC nccrep , uTo BHEAP v uc /noane cucrem
aKTyaTophb! Drives: Control Valves: A Ci 6 Bbl B
$3,8 bn 32, 51bn 3T TpM Wara No3Bo/AIOT CPOKYCHPOBATLCA Ha MOAENM 3pesiocTh 6ezonacHocTn
Miﬂly%aseyear 2017, Uctounuk: ARC Advisc;)urxmw_. m VIHAYCTPUANbHBIX npeanoxenHoii ARC

WHayctpnanbHas 6esonacHocTb 3aBTpa Knbep 3awura: B3BeCUTb PUCK, BEPOATHOCTL U BO3JEMACTBUE

Hosbie Managed-services ¥rposbl oT uHcaligepos

@! g;uur kw-b!! Kop gmnnm . g ﬁ Xakepel o MEMCTEI KnBep  Teppopmcrer Heapyieniobuuie

NpecTynHNKM CTpaHbI
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