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> More than 20 years’ experience in cybersecurity

> Worked as the CTO of Ezenta a security company in- Denmark in addition to
consulting

> Part of the a Managed Detection and Response group, driving the ICS services
field

> Henley MBA, GIAC GRID, CCIE
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ki ¥ ERerEgeEn THE TEAM Leadership

Nobody want managers we want leaders! \
6(:(\
Understanding the peoples value set ar@r%ical
oV

The leader 0c:,‘\ Team members
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Auditors

Value
Staff You Chain

Availability 1 ®—10
Remote control 1 O 10
Casualties (H) 1 © 10

Threats
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Define the needed technical level of the team

Recommended

T

| arcuitecture [l PASSIVE DEFENSE | “wrericence ll orrense

The planning, establishing, Systems added to the The process of analysts Collecting data, exploiting Legal countermeasures
and upkeep of systems with Architecture to provide meonitoring for, responding it into information, and and self-defense actions
security in mind reliable defense or insight to, and leaming from producing Intelligence against an adversary
against threats without adversaries internal

consistent human interaction to the network




«I» @ Energistyrelsen
Danish Energy Agency

TEAM Setting

Manager

Security Network
specialist/Analyst

OS Security
specialist/Analyst

IR and forensics analyst

SCADA specialist

People, Business and
Technical skills and
experience. IT and OT.

FW, IDS, OT, IT, SIEM,
Network

Windows, Linux,@@oa,

SIEM, OT

0OS, Network, pen-test,
forensics, OT

IT, OT, SCADA processes and
logic

e
™

Transformational leader Pitfa"S in seIeCting people

Common purpose / goal o
Value based

Honest &eo

’&0

Selecting “do’ers”
IT not OT focused
Only technical knowledge

municative

Not team player

Plus: Analytic,
Digger

Plus: Process
Analytic
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Integrated team (in-house & consultants)

Horizontal vs hieratical team

Area level -
Plant level ([N (Y

R=Responsible, A=Accountable, C=Consulted, I=Informed



®e

@ ® Energistyrelsen InCident response plan

Danish Energy Agency

Proactive services

gﬁ} Regulation and rules

L. ~
Communication D

2 ¢ |IRPlan * & Agreements

Priorities and v — o
stakeholders v - % Easy to understand
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Organisational priorities
leadership
Team members

Skills and experience

Visibility



THANK YOU!




@ @

Energistyrelsen

Danish Energy Agency

LITTLE BOBBY

WE DON'T SEE
ANY THREATS SO
WE'RE NOT 60ING

TO INVEST IN
SECURITY,

ARE YOU
LOOKING FOR
THREATS IN YOUR

NETWORKS ?

ICS visibility

NO-- WE'VE

NO NEED
FOR SECURITY
\TECHNOLOGlES v

LOOKING, HOW
WOULD YOU KNOW
IF THREATS ARE
THERE OR NOT ?

iF you'ee NOT & I eveeyTHiNG

by Robert M. Lee and Jeff Haas

OKAY =~
SO FAITH,
JUST SAY
BLIND FAITH, 2

SEEMS TO 6E

APRL 4, 2018
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Are you ready for an incident?

Dataflow
Assets ) Stakeholders and priorities
Network (segmentation) 8 step for \Definition of IR types
readiness
Model (RACI) ( Members of the IR team

Empowerment of the team



