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Musing #1

Are we going to have a
digitally-transformed
Industry to protect?
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Provoca tion #1

Security Is hardly
digitally-transformed
Industry’s 1st challenge.

INelther yours].



Provocation #1
(cont.)

The economy,
the desirability of your
products & your
Investors’ patience are.
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dJé
f(digital Density) =
f(digi':al Dependence) =
f(dD, Iack. af AWATENESS)
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Quality of an organization that determines

susceptibility to suffer an incident, of digital nature,
which disturbs its activity (besides causing other
consequences for people, assets or the

environment); and of whose possible materialization
there is not always consciousness.

iTTi | The [Digital] Accountability Think Tank



Musing #2

Protection:
everyone’s primary
[& primitive] need.
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“National” Cyber Security Strategies (CSS)
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Provocation #2

« »?
Think twice ...
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Provocation #2
(cont.)

... and stop calling your
CSS « », In a
borderless [cyber| space.
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European
Industrial Cybersecurity Regulatory
Landscape

A multi-lateral perspective
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[almost] global

COUNTRIES



not an easy task!
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avoid the “l-want-my-own-strategy” presidential syndro‘r'r.le

s UNtil recently [May, 15, 2018], the US had no
M specific formal cybersecurity strategy [despite
j having been a CSS pioneer in 2003].

g There have been several public policies, instead.

“® Russia started its InfoSec journey in 2000.

g An updated doctrine was approved in 2016.
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corporate directors are not in the policy-makers’ agendas
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ICS cybersecurity is not in the policy-makers’ agendas
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“less regulation, better regulation” might apply here
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Netherlands and the UK. The EU NIS Directive has come to
change this.
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Russia started its CIP journey in the early 2000s. Today
Russia’s CIP policy is part of its national security strategy.
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another example for the rest of us

Romania and Turkey (again) are among the most
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would less disparity benefit interdependencies someway?

Italy and Portugal have opted for extrictly following EU’s
CIP Directive of 2008. Their critical sectors are only energy e

& transportation. A situation that the EU NIS Directive has

come to change.
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The post-EU NIS Directive picture

COUNTRIES
affected [w/in our study]



o= UK

Q)T

as of May, 9th, 2018 COUNTRIES
Source: European Commission COmp|Ied [On due
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SROD

17 out of 28

COUNTRIES
were urged to transpose the NIS Directive [on July, 20th, 2018]

Source : European Commission
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The post-EU NIS Directive picture

... as of today. COUNTRIES
Source : European Commission Sti Il pend i ng
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Musing #3

Are companies taking
cybersecurity seriously?



s 4

“National” Cyber Security Strategies (CSS)
" s &

Japan
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Canada * Lithuanig <" RmMania Turkéy
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Source: ENISA, European Network & Information Security Agency
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# of countries that already have their own CSS

SRED

out of 4
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Provocation #3

25% of countries already
have a CSS!
Does companies have?



KA
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Source: iTTi | The [Digital] Accountability Think Tank

#QuoteBroughtgy |11

“Although ultimate responsibility for cyber security
within a company lies with the CEQ, it would be highly
unusual for the CEO of a company to have to resign
over an attack”.

UK Parliament (@UKParliament)

House of Commons

Culture, Media & Sport Committee

“Cyber Security: Protection of Personal Data Online” report
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& Aeronautics
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Digital Security



Financial
Services




Healthcare
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Public
Sector
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enter
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Automotive
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Digital IS not my
piz!



Who'’s been
next?

Qb
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“... sometimes Iit's OK to admit to your
fallibility”.
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“We thought -we were taking It
[cybersecurity] seriously, outside experts
were telling us we were taking It seriously.

Patently we weren't taking it'‘anything like
seriously enough.

One thing | think | know more keenly than
any other British CEO iIs that every single one
of us Is underestimating the importance of
cybersecurity”.
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CG codes analyzed

Country Corporate Governance Code Source MWature  Governance Structure  Compliance Framewark  Risk Oversight by BoD thru Cyber
Lelf-
BE Balgium “The 2004 Belgian Code on Govporate Governance ™ (2009) Corporate Governance Committea regu?at-:ln.r 1-Tier comply or explain Audit Committea non-explicit
DE Germany “German Corporate Governance Code ® (2017) :Eir::r:;nr:i of the Garman Corporate regﬁ:t-url.r 2-Tier comply or explain Audit Committes non-explicit
Gowt-
ES Spain “Good Governance Code of Listed Companies * [2015) Stock Market Mational Committee [CHMV) reomated 1-Tier comply or explain Audit Committes mon-explicit
- : Self- ) . Audit Committes f -
FR F G te de of listed tions "~ (2016 AFER/MEDEF 1-T | -explicit
rance orporate governance code of cofparations ™ | | i T ier comply or explain Risk Committee nn-axplici
Self-
IT Iitaly “Corporate Governanoe Code " [(2015) Corporate Governance Cormmittes regu?at-:ln.r 1-Tier f bath comply or explain Control & Risk Cornmittes  non-explicit
. Corporate Governance Code Monitoring Lelf- ) . Audit Cormmittas f )
ML The Metherlands “The Dutch te Go Code ™ (2016 2-T | t
e erlands e Lorpora vernance Code ™ | 1 Committee (MCCG] regulatory ier comply or explain Risk Committes explici
Port C te G Institute Self-
FT Portugal “Corporote Governanoe Code ™ [2017) "mﬁufuese orporate Governance Institu regjamw both comply or explain Monitoring Board nan-explicit
Self-
RO Romania Code of Corporate Gowernance |2015) Bucharest Stock Exchange [BVE) reguTat-:lr'.r bath comply or explain Audit Committes non-explicit
Gowt- E Detecti f Risk
TR Turkey Principles of Corporate Governance (2014) Capital Markets Board [CMB) rromated 1-Tier comply or explain arty o :1:”::;: . non-explicit
. ) . ) : ) Self- ) . Audit Committes [ .
UE United Kingdomn The UK Corporate Gevernance Code (2016) Financial Reporting Council [FRC) O 1-Tier comply or explain Risk Committes non-explicit
King Report on Corporate Governance for South Africa 2016 (2016)  Intibute of Directors in Southern Africa (loD%A) apply and explain
Gowt-
CW China Code of Corporate Gowvernance for Listed Companies in China [2001] China Securities Regulatory Commission (CSRC) s 2-Tier comply or explain Audit Committes non-explicit
Govt-
56 Singapore Code of Corporate Gowvernance |2012) Mometary Authority of Singapore (RMAS) — 1-Tier comply or explain Audit Committes non-explicit
Govt-
U5 United 5tates  Sarbanes-Oxley Act of 2002 [2002) Securities and Exchange Commission (SEC) promoted 1-Tier comply or else Audit Committes non-explicit
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does it make sense?

Country Corporate Governance Code Risk Owersight by BaD thru Cyber

comply or explain Audit Committea non-explicit

Corporate Governance codes are - compyorewan | suacommives  roncr

comply or explain Audit Committes mon-explicit

jmandatory, while its e N\

comply or explain - ) non-explicit
regulatory . Risk Committee -

recommendations are not N comtroremion | Conmors sk comntee -

Self- Audit Cornmittesa [/
comply or explain explicit

(“comply-or-explain” principle). iy

comply or explain Monitoring Board non-explicit
regulatory = e -

Self-
regulatory
Gowt- Early Detection of Risk

Exception: US (the Sarbanes- comyoremsan | I o e

Lelf- Audit Committes [ )
non-explicit

comply or explain Audit Committes non-explicit

U comply or explain
regulatory Ay P

: Oxley Act of 2002 is not a code, it i e s

regulatory Audit Committes

Risk Committee

Govt-

] iS a Iaw) oromoted comply or explain Audit Committes non-explicit
| |

Govt- _ _ _
promoted comply or exglain Audit Committes non-explicit

Govt- _
US United States  Sarbanes-Oxley Act of 2002 [2002] Securities and Exchange Commission (SEC) T - | el comply or else ’ Audit Committes non-explicit
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shouldn’t every Audit/Risk Committee act early, too?

Country Corporate Governance Code Source MWature  Governance Structure  Compliance Framewaork i Risk Oversight by BoD thru Cyber

BE Balgium ENWar explain Audit Committea non-explicit

DE Germany RiSk OVQrSight iS BOD,S biZ (Usua”y through mply or exg Audit Committes non-axplicit
Sl 2N Audit or Risk Committee). avoreosn | jsconmies | rorsolct

Audit Committee [ .
FR France riply or explain : ) non-axplicit
fisk Committee

IT Iitaly riply or explain ntrol & Risk Committea | non-axplicit

NL The Metherlands TurkiSh IiSted Companies have an Early mply or explain Auit Commitice | explicit

Risk Committee

dieel Detection of Risk Committee. rooropin | Monkorrgtornd | romerpt

RO Romania ‘ mply or exg Audit Committes non-explicit
TR Turkey . . mply or | Bon-explicit
R In the case of Russia, its Corporate D A PR

Risk Committee
Risk committes

st (SOvVernance Code also reffers to an Audit e e

CW China C O m m i tt e e mply or explain Audit Committes non-explicit
55 Singapore : mply or explain Audit Committes non-axplicit
U5 United 5tates  Sarbanes-Oxley Act of 2002 [2002) Securities and Exchange Commission (SEC) - comply or else Audit Committes non-explicit

promoted
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this probably explains everything

Country Corporate Governance Code Source Matwre  Gowernance Structure  Compliance Framework  Risk Owversight by BoD thru Cyber
Balgium The 2004 Belgion Code on Jorporate Governgnce ™ 12009) Corporate Governance Committes 1-Tier comply or exph Audit Committes non-axplicit

B Germany explain Audit Cormniihess non-explicit

Only The Netherlands and South Africa’s CG EEEEEEEEt EEE

Audit Commities [ .
explain non-axplicit

codes make an explicit mention to cyber

explain Control & Risk Cormm non-axplicit

1 France

Italy

y

o [despite almost all of them were released
Bl after the TARGET case (2013)].

0 Romania explain Audit Committes non-explicit

_ Early Detection of Risk )
L Turkey explain . ) non-explicit
’ Committes
Audit Committes /

sl Of course, none of them mentions industrial WSS—EECCEE s=—

South Africa : ex)ilain E";':» -
mam Cybersecurity.

55 Singapore explain Audit Cormmittes non-axplicit

5 United States 2002 (2002 Securities and Exchange Commission (SEC) comply or else Audit Committes non-explicit
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Provocation #3
(cont.)

Definitely, it seems that
companies are not taking
cybersecurity seriously.



1147H CONGRESS
1ST SESSION S. 24 1 0

To promote transparency in the oversight of cybersecurity risks at publicly
traded companies.

Sen. J. Reed (D) Sen. S. M. Collins (R)
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115TIH CONGRESS
1ST SESSION S. 36

To promote transparency in the oversight of cybersecurity risks at publicly
traded companies.

Sen. J. Reed (D) Sen. S. M. Collins (R) Sen. M. R. Warner (D) Sen. J. McCain (R)
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1151H CONGRESS
128 H,R. 6638

To promote transparency in the oversight of cybersecurity risks at publicly
traded companies.

Rep. J. Himes (D) Rep. T. Rooney (R) Rep. G. Meeks (D) Rep. D. Heck (D)
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G 23l More good news

a change of behaviour: the “Cybersecurity Disclosure Act”

13 (3) the term “information system’ ' —

14 (A) has the meaning given the term in see-
15 tion 3502 of title 44, United States Code; and
16 (B) includes industrial control systems,
17 such as supervisory control and data acquisition
18 svstems, distributed control systems, and pro-

orammable logie controllers;
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4 Industrial
j g Cybersecurity 2018:

Opportunities and challenges
in Digital Transformation
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Thank you very much!!!
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