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Economy digitalization
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APCS cybersecurity complexes
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Effectiveness and toxicity of cybersecurity means
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Grounds for establishing a testing center

• FSTEC Order No. 31 of March 14, 2014 "On Approval of Requirements for Security .... “

paragraph 14.1. The recommendation to carry out checks using layouts or a test zone, the correct functioning of the 
automated control system with the protection and compatibility of selected information protection tools with software 
and hardware of the automated control system"

• FSTEC Order No. 239 dated December 25, 2017 "On Approval of Requirements for Ensuring Security ...“
paragraph 11.1. For the purposes of testing the security subsystem of a significant object during the design process, it may 
be modeled or a test environment created.
paragraph 12.6. It is allowed to conduct vulnerability analysis on a mock-up (in the test zone) of a significant object or 
mock-ups of individual segments of a significant object.

It is necessary to understand first of all the 
technological process itself. 
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Activities of the testing center

1

Tests, certification,

attestation

3

IS training and consulting

4

Scientific research and R&D

2

Designing and 

commissioning of IS 

complexes
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Vulnerability analysis 

and certification
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Control systems modeling 

• Consists of digital equipment of a typical modern substation or station

• It allows to simulate the technological process and fault modes in electric 
power systems
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Process simulation and testing the IS solution

Nizhny Novgorod hydroelectric power station.

Before the installation of the IS complex, a full cycle 

of adjustment and testing was carried out on the 

object model.
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Specialized expert support of "GosSOPKA"

Specialized expert support of "GosSOPKA"
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World analogues : 
Idaho National Laboratory

National Supervisory Control and Data Acquisition Test Bed
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World analogues : 
Singapore University of Technology and Design 
Electric Power and Intelligent Control (EPIC)
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https://itrust.sutd.edu.sg/testbeds/electric-power-intelligent-control-epic/
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World analogues : 
Electric Power Research Institute

Cyber Security Research Laboratory
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Scientific and Technical Center 

Kaspersky Labs

Master's program and refresher courses

Training and consulting
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Promising technology initiatives scope

➢Digital Distribution Electrical Networks

➢Microgride

➢ Smart metering, billing and consumption management

➢ Cloud services in the energy sector

➢Digital substations

➢Virtual stations
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Development and approbation of new cybersecurity

technologies
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1. The implementation of the economy digital transformation program is not 

possible without addressing the issues of cybersecurity.

2. Before implementation on real objects testing and approbation on process 

models is mandatory.

3. The laboratory can become part of the State system for detection, prevention 

and elimination of the computer attacks consequences ("GosSOPKA").

Conclusions
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Thank you for attention!

Maxim Nakandrov
Ph.D., iGrids company director
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