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Just one of those opinionated opinions :-)



Industrial Control Systems

Corporate 
IT

Industrial 
IT

Physical 

process

Information 
Technology 

(IT)
Operational 
Technology 

(OT)



IT security vs. OT security

IT security
(cyber-security -> 
taking over the 
infrastructure)

OT security
(causing impact on the 
operations -> process 

and equipment)

ICS security

Focus of the 
talk



Attack Development stage in ICS kill chain

M. Assante, R. Lee. The Industrial Control System Cyber Kill Chain. SANS, 2015.

How?
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In control world it is all about control loops 
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Cyber-Physical Attack
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Why feedback loop is so important?

Ç In most scenarios involving process manipulation, attacker 
needs a feedback mechanism to know how well she is doing

Is attack succeeding/ failing?

ÇAttack effect propagation 

To monitor the extent of attack effect propagation

To monitor state in the neighboring systems

ÇTo calculate Time-to-Damageto plan for concealing 
activities

When is the time to return control back to control system



Plant designs are attacker ufriendly

ÇSo far I haven't ever worked with a scenario when 
feedback mechanism was easily or at all obtainable

ÇTypically values needed for attack are not measured

No readily available control methods exist

Multiple strategies to obtain feedback (but none is easy)

Mostly involves 
άƴƻƴ-ƎƭŀƳƻǊƻǳǎέ 

sensor data 
processing



Parameterization of cyber-physical attack

ÇVacuum collapse ςImplosion attack

ÇάDŜƴŜǊƛŎέtype of attacks ςworks across 
multiple industries

ÇThe final payload still needs to be 
parameterizedon facility-to-facility basis

ÇThis demo: 11destroyed barrels

J. Larsen. Physical Damage 101: Bread and Butter 

Attacks. Black Hat USA, 2015.

Ç$$$ in costs of equipment 
and man hours



How to measure SUCCESS of implosion attack?

¢ƘŜǊŜ ƛǎ ƴƻ ǎŜƴǎƻǊ ƳŜŀǎǳǊƛƴƎ άǊƻǳƴŘƴŜǎǎέ ƻŦ ǘƘŜ ǇƛǇŜ

http://www.folsomtelegraph.com/article/water-supply-folsom-restored

http://www.stgeorgeutah.com/news/archive/2013/12/17/jek-washington-
countys-main-water-pipeline-collapses-district-urges-wise-water-use



How to measure FAILURE of implosion attack?

J. Larsen. Hacking Critical Infrastructure like You 
are not a n00b. RSA, 2016.

Stuff  typically not 
on the diagrams

Steam transfer
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