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Building a safer future in Telecommunications

Distant Sharing – 
Telecommunications 
holds the world 
together
If you are a telco leader in 2021, the world owes you an enormous debt. 
The phenomenal value of your sector’s contribution over the last two 
years or so cannot be quantified. 

Telecommunications means distant sharing (from the Greek τῆλε - 
distant, and the Latin communicare – to share). The power to serve 
socially distanced businesses and individuals is written into the very 
name of your sector, and since the pandemic hit, the sector has more 
than lived up to its name.

Growth has been stable but uneven, and as we move towards a true 
Gigabit society, the sector will have to focus on innovative ways to 
expand coverage and monetize. Amid the excitement, it’s absolutely 
vital that telco leaders take a prudent approach to innovation, building 
cybersecurity into their strategy at the very root.

In this e-book, we’re going to look at the key trends telco leaders will 
need to consider to maintain healthy growth through 2022 and beyond. 

Whatever 2022 holds, never forget just how important the work you do 
is. After all, who was there to keep the world turning when the pandemic 
hit?

You were.
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Ecosystems 

Digital ethics
AI and Analytics

IoT & 5G 

Remote working: hybrid working 
and growth

Cloud (hyper)escalation

The trends

Trend #1: 
Cloud (hyper)
escalation
The impact of cloud expansion on Telcos will differ greatly, according to 
whether your company is pursuing a hyperscale dependent, transitional 
telco, cloud native, or services player model (or any other variation there 
of).

In fact, when it comes to cloud expansion and the Telco sector, the 
possibilities are as enormous as the possibilities of cloud itself. Perhaps 
your company is at a crossroads still, debating the merits of focusing 
on open RAN, investing in cloud platforms, or concentrating on building 
the partnerships required to thrive in a cloud-centric ecosystem market. 
And all of these pressures don’t even include the question (or potential) 
of content itself – so it’s no wonder that a Triple Play Service provider 
like AT&T retreated from Warner to focus on hyperscale (via Azure for 
Operations) and other areas.

https://www.srs.io/the-hyperscale-evolution-of-5g/ 
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Ironically, since cloud has historically been thought of as a distant, 
resolutely not on-premise, technology, the latest wave will bring the 
cloud even closer to the customer. We’re talking, of course, about edge 
cloud – and Telco edge cloud specifically. If you’re planning to offer 
distributed compute services, or to work with intermediary providers, 
you’ll need to account for what happens when the service you’re 
offering extends beyond the network edge and onto the customer edge. 
When you overlay edge cloud, working with virtualized infrastructure, 
you’ll need to treat data security, location, ownership, and responsibility 
with the utmost gravity. 

When it comes to Hybrid Cloud, there are limits to the ‘shared 
responsibility’ security model. Even if a cloud service provider vendor 
shares responsibility for data stored there, a company’s first priority 
always has to be its own sensitive data – and its own bottom line. This 
puts a huge premium on data visibility – if sensitive data (including 
customer data) is sitting in the hands of a third party provider, Telco’s 
need to know about it.

From the days of Alexander Graham-Bell right up until Tim 
Berners-Lee’s invention of the Internet at CERN, telecom 
companies carried only voice and, to a lesser extent, text. The 
last decade has seen the dominance of voice toppled from its 
perch, first by text, sms, email, and now, resoundingly, by video. 

By 2022, a phenomenal 82% of Internet traffic will be video, 
according to CISCO.

Charged with delivering data over distance, from device to 
device, traditional telecom companies had limited involvement 
with the nature of that data. The ‘democratization of the 
Internet’ changed this by dramatically lowering the barrier to 
entry into the lucrative field of content delivery. The meteoric 
rise of OTT players such as Netflix seemed to present a do-
or-die scenario for telecom companies: either play the content 
match or lose the game for good. The truth turned out to be 
more complex, as AT&T discovered (see above).

How to use cloud securely:

It used to be so simple… 
then came content

95%

Vendor roles will change as 
some telcos evolve from being 
connectivity providers to adding 
edge cloud services using MEC 
[Multiaccess Edge Computing]”
Gartner, Inc., Top 10 Strategic 
Technology Trends for 2020: 
Empowered Edge

“Through 2022, at least 95% of 
cloud security failures will be the 
customer's fault.”  
Gartner, Inc., Clouds are secure: 
are you using them securely?

https://www.cisco.com/c/en/us/solutions/executive-perspectives/annual-internet-report/index.html#~complete-forecast
https://www.gartner.com/en/documents/3981952/top-10-strategic-technology-trends-for-2020-empowered-ed 
https://www.gartner.com/en/documents/3981952/top-10-strategic-technology-trends-for-2020-empowered-ed 
https://www.gartner.com/en/documents/3981952/top-10-strategic-technology-trends-for-2020-empowered-ed 
https://www.gartner.com/en/doc/350439-clouds-are-secure-are-you-using-them-securely
https://www.gartner.com/en/doc/350439-clouds-are-secure-are-you-using-them-securely
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The pressures of globalization, device diversity, and perhaps above 
all, growing technological complexity, have combined to foster a telco 
sector where specialist service and infrastructure providers (including 
newcomers) now jostle for space with the national telecom behemoths 
which historically enjoyed state monopolies.

This is good news. Telco operators have rightly embraced the digital 
ecosystem for the benefit of everyone – consumers included. Large 
companies benefit from the option to benefit from highly specialised 
innovative services and solutions developed by start-ups. This might 
include everything from SaaS or PaaS subscriptions, right the way 
through to acquisitions. Ecosystem economics and operations testify to 
the power of the specialist, and the role that specialist providers have in 
powering the innovations of even the largest national telco operators.

Trend #2:  
Ecosystems: 
partnerships and 
third-party vendors

“Ecosystem management refers to 
evolution of supplier and partner 
management with an ecosystem 
approach adopted by many 
CSPs — moving to models such as 
marketplace, partner products/
product components bundling and 
reselling, and management of such 
partners/resellers/distributors.”
Gartner, Inc., Market Trends: 
Fundamental Changes Await the 
Telecom BSS Market

The edge also requires special attention – whether it’s the edge between 
networks, clouds, or services, configurations need to be watertight. 
It’s where one system meets another, and authentication or security 
settings clash or don’t translate, that the biggest risks can occur. The 
scale of such system-to-system encounters means that automated 
cybersecurity functionality is more essential than ever, particularly 
when it comes to vulnerability scans and patching, including Zero-Day 
vulnerabilities.

Given that most Telcos will be reliant on external vendor partnerships to 
harness cloud-driven expansion and monetization possibilities, the issue 
of third-party risk and Supply Chain attacks must be addressed.

Startup acquisitions benefit both parties – one gaining innovation, the 
other gaining funding and a mature, reliable framework for growth and 
expansion.

On the other side of the acquisition coin, some large telcos have even 
taken to selling subsidiary businesses as way to restore focus on their 
own core specialism. An obvious example is AT&T’s sale of WarnerMedia, 

The acquisition ecosystem

“Business ecosystems have always 
existed.”
Gartner, Inc., How to Select the 
Best Platform Business Model

https://www.gartner.com/en/documents/3986113/market-trends-fundamental-changes-await-the-telecom-bss-
https://www.gartner.com/en/documents/3986113/market-trends-fundamental-changes-await-the-telecom-bss-
https://www.gartner.com/en/documents/3986113/market-trends-fundamental-changes-await-the-telecom-bss-
https://www.cnbc.com/2021/05/17/att-to-combine-warnermedia-and-discovery-assets-to-create-a-new-standalone-company.html
https://www.gartner.com/en/documents/3871150/how-to-select-the-best-platform-business-model0
https://www.gartner.com/en/documents/3871150/how-to-select-the-best-platform-business-model0


Building a safer future in Telecommunications

6

Partnerships take many forms – from third-party supplier agreements 
to joint ventures, service complements and of course the ecosystem 
economy which appears to becoming universal across industries. In all 
cases, partnerships provide not only specialism (in both technology and 
staff), but also customer bases, and of course deep vertical industry 
knowledge. 

Increasingly, it is not possible for telcos to achieve required market 
penetration for new technologies without partnerships. It sounds 
obvious, but technologies are useless without a use-case – as a basic 
example, an ISP cannot sell services if the consumer doesn’t have a 
device. Telcos deal in connection and sharing, after all. An obvious 
scenario is the natural partnership that arises between 5G operators 
and tech giants, such as Google’s 5G partnership with Ericsson, which 
was announced in June 2021. Google Cloud’s CEO, Thomas Kurian, has 
spoken very passionately about the mutual benefit value-chain of 
telco partnerships, going as far as saying “we do not compete with the 
services companies.”

Business cases for third-party service adoption vary enormously, 
but one use is key: data analytics. The sheer volume of data available 
combines with the drastic consequences of not adopting optimized 
analytics (in a market where competitors do), produce a context in which 
telco operators now turn to third-party business analytics providers. 

Third-party business analytics providers enable telcos to optimize 
network planning, understand customer behavior to increase acquisition 
and retention, and drive cost-efficiencies by offloading data (for 
example).

The partnership ecosystem

The third party ecosystem

“Cyberthreats do not distinguish 
between end markets. Rather, 
cyberattackers only see 
vulnerable systems and open IP 
ports, reward outcome, likelihood 
of success, and compromised 
potential.”
ABI Research, Smart IoT 
Gateways: Security, Analytics, 
and Ecosystem Assessment

Start With A 
Customer Problem, 
Not Ecosystem Envy
Every company can participate in 
a platform economy by exposing 
capabilities via APIs and by adopting 
partners’ platforms to accelerate and 
scale their business. But to build a 
platform business that makes money, 
you need to love customers one on 
one, commercialize your APIs for 
customers and for suppliers, and build 
stepwise like a software company.”
Forrester, Earn Your Place In The 
Platform Economy

which merged with Discovery earlier this year (2021) to create a true 
contender with Netflix and Disney. The deal, which unlocked 43 billion 
USD, was interpreted by analysts as a retreat by AT&T from the content 
business. But it made sense, and was yet more testimony to the fact 
that the telco ecosystem is here to stay, and that its fluctuations affect 
players of all sizes and maturity.

https://www.bloomberg.com/news/articles/2021-06-29/google-pushes-deeper-into-telecom-industry-with-5g-partnership
https://economictimes.indiatimes.com/tech/technology/reliance-jio-to-partner-google-cloud-for-5g-says-thomas-kurian/articleshow/83804787.cms
https://economictimes.indiatimes.com/tech/technology/reliance-jio-to-partner-google-cloud-for-5g-says-thomas-kurian/articleshow/83804787.cms
https://www.abiresearch.com/market-research/product/7778286-smart-iot-gateways-analytics-security-and-/
https://www.abiresearch.com/market-research/product/7778286-smart-iot-gateways-analytics-security-and-/
https://www.abiresearch.com/market-research/product/7778286-smart-iot-gateways-analytics-security-and-/
https://www.forrester.com/report/Earn-Your-Place-In-The-Platform-Economy/RES139492
https://www.forrester.com/report/Earn-Your-Place-In-The-Platform-Economy/RES139492
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A connected industry in a connected world has led to the weaving of an 
increasingly tangle-prone web. It’s easy for one person to defend their 
own castle, much less to defend the integrity of a sprawling kingdom. 
The defenses of each partnership are only as secure as the defences 
of both combined: If one side is weak, all sides are vulnerable. All telco 
operators need to work proactively to eliminate the risks of Supply 
Chain attacks. 

Digital transformations make every organisation a software company 
that relies on a multitude of external vendors, adding to difficult-to-
manage third-party threats. It might be a sweeping statement, but when 
it comes to cybersecurity, it’s true. Telco leaders who focus on securing 
their ecosystems will be the winners in the long run. 
 
Ecosystem partnerships often operate across borders, traversing vastly 
different geopolitical contexts, encountering devices and endpoints 
with highly uneven levels of protection. All parties need access to 
future-driven cybersecurity solutions that account for this on-the-
ground reality, because true innovation cannot produce results in a 
context of fear and risk.

How to leverage the ecosystem 
securely:

The partnership ecosystem

Supply chain attacks represent something of a sea change 
among hackers. They’re not new, but they’re fast becoming more 
common, and evolving to evade detection. 

These attacks involve implanting the part of a virus that executes 
an attack (the payload) into components like software, firmware 
and hardware. That payload becomes part of the finished 
product. Companies that sell these products become unwitting 
distributors. They stow away silently on customers’ computers or 
networks until something triggers their malicious processes.

Kaspersky’s Global Experts 
Explain Supply Chain Attacks

https://www.kaspersky.com/blog/secure-futures-magazine/supply-chain-attack-evolution/32165/
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A connected industry in a connected world has led to the weaving of an 
increasingly tangle-prone web. It’s easy for one person to defend their 
own castle, much less to defend the integrity of a sprawling kingdom. 
The defenses of each partnership are only as secure as the defences of 
both combined: If one side is weak, all sides are vulnerable. Enter the era 
of the Supply Chain attack.  

In 2018, our engineers discovered ‘Shadow Pad’, a vicious supply chain 
attack at NetSarang, a developer of management tools for servers and 
clients. With NetSarang software used in hundreds of critical networks 
around the world, the potential for wide-spread damage and loss was 
immense. NetSarang was forced to withdraw the release and apologise 
to its lucrative customer base. While Kaspersky engineers were able to 
bring a halt to the Shadow Pad supply chain attack, the event proved 
that all parties within a supply chain have to demand that their suppliers 
have the best possible security in place. 

Supply chain complexity is not the only challenge here (though it is a 
big one). Partnerships often operate across borders, traversing vastly 
different geopolitical contexts, encountering devices and endpoints 
with highly uneven levels of protection. All parties need access to 
future-driven cybersecurity solutions that account for this on-the-
ground reality. 

Telcos and the suppliers with whom they partner have to be able to trust 
that the other party’s cyberdefenses are robust enough to protect 
everyone – customers included. 

ECOSYSTEMS, CLOUD, AI: 
Spotlight on SUPPLY CHAIN 
ATTACKS

https://www.csoonline.com/article/3216547/kaspersky-discovers-supply-chain-attack-at-netsarang.html
https://www.csoonline.com/article/3216547/kaspersky-discovers-supply-chain-attack-at-netsarang.html
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Trend #3: 
IoT: 5G’s promise 
realized?
Optimized 5G connectivity is absolutely instrumental in determining 
the success (or failure) of any technological service provider or device 
manufacturer intent on remaining a leader in the decade to come.

Chiefly, it is the possibilities opened up for IoT, VDI and AR that have 
made 5G stand out as a true game-changer, and not just a mere upgrade 
for 4G. As well as being faster than its predecessor, 5G comes bundled 
with an array of standardized device protocols that make it possible for 
an unprecedented variety of devices and networks to interact with each 
other. It is this aspect of 5G that is an absolute necessity for the IoT’s 
continuing evolution from buzzword to daily reality. 

Existing applications include several that concern security itself – and 
the implications that the Dual-Use Paradox might have on these (see 
below) are easy to imagine.

Cybersecurity must be the foundation stone of all joint initiatives, so 
that all parties can proceed without fear, and continue to forge the 
partnerships that produce the technology and services that the market 
increasingly craves.

1. Traffic security;
2. Penetration testing / app security assessments;
3. Web and email security;
4. Awareness training.

5G makes possible the connection 
and interaction of billions of 
devices of almost any kind and 
collection of data from those 
devices. Indeed, 5G connectivity 
promises to lead consumers, 
industries, and governments to 
new frontiers of productivity and 
innovation.
Deloitte

These are the top four key cybersecurity 
capabilities that every telco should demand of its 
partners:

The Dual-Use Paradox – the Good, 
the Bad and the (very) Ugly

9

Dual-Use research has traditionally referred to technology that can be 
applied for both civil and military use. However, the term is now extended 
to encompass the paradox that any technology that might be good 
for consumers or businesses can also be used by criminals. The Dual-

https://www2.deloitte.com/content/dam/Deloitte/us/Documents/technology-media-telecommunications/us-tmt-5g-deployment-imperative.pdf
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“A couple of years from now, 5G 
networks will support ultra-low 
latency and mission-critical 
communications that enable 
the applications and processes 
supporting the digital transformation 
of industries, some of which will see 
acceleration due to COVID-19. In the 
short term, unfortunately, 5G rollouts 
face unprecedented disruption 
across builders, buyers, standards 
organizations and the government 
entities responsible for critical 
support functions, such as site 
licensing and spectrum auctions.”
451 Research, COVID-19 and 5G: 
Short-term pain for long-term gain

Use Paradox is why the welcoming of all new networked technologies 
such as 5G, IoT or AR, must always be tempered by the awareness that 
cybercriminals will be equally keen to make use of such innovations.

To understand the potential impact of the Dual-Impact Paradox, 
consider that the WannaCry ransomware attack, which brought Britain’s 
national health service to its knees, made use of a leaked US National 
Security Agency spyware or hacking tool known as EternalBlue.

The pandemic’s impact on the rollout of IoT technology has been 
somewhat split. On the one hand, the sudden dawn of near-universal 
home-working and home-schooling accelerated the need to adopt IoT 
sensor technology for the purposes of remote monitoring and control. 
On the other hand, the pandemic’s blow to global economies meant 
that some IoT projects scheduled for 2020 (and 2021) were put on hold. 
Economic pressures were not the only issue of course – widespread 
IoT rollout relies on the manufacturing of physical sensors, which has 
been considerably upset by pandemic restrictions. A shortage of 
Multi-Layer Ceramic Capacitors (MLCCs) in August of 2021 hit device 
manufacturers hard. The cause was simple: a key vendor factory was 
forced to shut for a week due to the Delta variant of COVID-19.

451 Research, COVID-19 and 5G: Short-term pain for long-term gain 
451 Research, COVID-19 and 5G: Short-term pain for long-term gain 
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wsj.com/articles/covid-19-surge-in-asia-threatens-manufacture-of-ceramic-bits-in-iphones-and-playstations-11630316100
https://www.wsj.com/articles/covid-19-surge-in-asia-threatens-manufacture-of-ceramic-bits-in-iphones-and-playstations-11630316100
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How to use 5G and IoT securely:

5G is one area where Telcos need to very carefully consider the 
implications of the dual-use paradox. According to legendary 
computer scientist, Stuart Madnick of MIT, consumers aren’t 
the only ones who can expect to make the most of 5G’s turbo-
charged speeds.

Madnick is particularly concerned about the boost that 5G 
could give to potential DDoS attacks, in which cybercriminals 
infect unprotected machines with malware that then bombards a 
targeted server in order to overwhelm it and bring it down. This is 
what happened to hundreds of websites around the world in 2016 
with the Dyn DDoS attack, in which the Mirai botnet scanned for 
IoT devices and used default passwords to weaponize devices for 
the attack.

It’s no wonder security analysts suspected a similar IoT/5G 
powered DDoS attack of being responsible for Facebook’s outage 
in October 2021 (although the company, now renamed Meta, 
blamed an internal technical issue).  Madnick says: “The fact that 
5G increases the speed means that it takes even fewer of them 
to overwhelm a given organization because now you can get an 
exponential rate of traffic directed someone. The worst is yet to 
come.”

The mantra of NIST’s 2020 Cybersecurity Awareness Month is 
good advice (and simple, too): “If you connect IT, protect IT.” Taking 
IoT security seriously (including the potential for privacy abuse 
in less well regulated markets) sounds like good business sense. 
After all, reputation and customer trust are intimately connected – 
along with the bottom line.
 
Company-wide education is key to factoring out the risk of error 
when using IoT devices, with attention paid to basic cyber hygiene, 
like strong passwords – to protect users as well as defend 
networks against 5G-powered DDoS attacks. 

In many cases, attacks against (or via) IoT devices come from 
legacy devices, systems or protocols, with weak security. 
Historical problems with AKA (Authentication and Key 
Agreements), when transferred directly from 3G to 5G without 
due care, or cloud-based Open RAN architectures, have caused 
vulnerabilities.

“Security concerns might be 
looming over 5G in the coming 
years due to higher entry points 
for attackers, depending on 
suppliers establishing and 
operating 5G networks and, by 
extension, security operations, 
which may lead to vital problems in 
network integrity and reliability.”
ABI Research, Smart IoT 
Gateways: Security, Analytics, 
and Ecosystem Assessment
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https://web.mit.edu/smadnick/www/home.html
https://www.kaspersky.co.uk/blog/attack-on-dyn-explained/7867/
https://www.forbes.com/sites/petersuciu/2021/10/05/experts-weigh-in-on-what-caused-facebooks-outage/?sh=73a38606212a
https://www.bbc.com/news/technology-58800726
https://www.bbc.com/news/technology-58800726
https://www.nist.gov/blogs/cybersecurity-insights/cybersecurity-awareness-month-if-you-connect-it-protect-it
https://www.kaspersky.com/password-manager
Smart IoT Gateways: Security, Analytics, and Ecosystem Assessment
Smart IoT Gateways: Security, Analytics, and Ecosystem Assessment
Smart IoT Gateways: Security, Analytics, and Ecosystem Assessment
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Trend #4: 
Remote working: 
consolidation and 
growth
Before 2020, we used to have to spend a few paragraphs advocating 
for the benefits of remote working (13% more effective, according to 
Stanford University). Such an introduction is no longer necessary. The 
question now, as we look forward, is how we can (all of us) consolidate 
the immense gains we’ve made in remote working, and build on those as 
we embrace the enduring reality of hybrid working.

Whatever the state of remote working, it’s the telecommunications 
industry that made it possible. Even though the pandemic put various 
Telco projects on hold, if there’s one thing businesses everywhere learnt, 
it’s that the future is in Telco’s hands.

According to Harvard Business Review, the flexibility of hybrid working 
and, more broadly, the autonomy it embodies, is what employees now 
expect. In June 2021, when Apple forced employees to return to the 
office 3 days a week, there were protests and walkouts. The challenge 
for Telco is to provide the solutions and services that businesses 
will need in order to provide a truly seamless hybrid working model, 
underscored by the same high levels of service and security whether the 
employee is at their kitchen table, or in the office.

Unsurprisingly, security is not the only challenge we need to face when 
it comes to the blurring of boundaries between home and work. It’s vital 
that employers consider the mental health impact on employees who 
must now wear two hats at once – with no escape from work, and no 
escape from home. Regulators have begun to step into the fray, with 
Portugal thought to be the first country to make it illegal for companies 
to contact their remote working employees after hours in a new law 
(November, 2021).

Overall, the legal picture regarding remote working is mixed, with the 
Portuguese initiative something of an outlier. In Spain, efforts to regulate 
remote working (which include bilateral employee/employer contracts) 
have been met with objections from employers, who claim that the 
stipulations are too draconian, with one academic expert even saying 
that the law betrays a lack of imagination (November, 2021).

These two examples from the Iberian peninsula were both made 
public on the same day – 8th November 2021, and are indicative of a 
distinct absence of uniformity in global responses to the pandemic’s 
acceleration of remote (or hybrid) working.

“As remote and hybrid 
environments settle in as the 
new normal, infrastructure and 
operations (I&O) leaders are 
tasked with sustaining this model 
longterm by continuing to adopt 
technologies that will further 
improve the quality of IT services, 
increase organizational agility and 
reduce risk.”
Gartner, Inc., Hype Cycle for 
Digital Workplace Infrastructure 
and Operations, 2021

“Even though the world is now 
preparing to return to (office) 
work, there will be more flex days 
and much more remote work than 
there was before, so the trend 
of moving to cloud-delivered 
security will continue.”
Forrester, The Top Security 
Technology Trends to Watch, 
2021
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https://www.gsb.stanford.edu/faculty-research/working-papers/does-working-home-work-evidence-chinese-experiment
https://hbr.org/2021/10/forget-flexibility-your-employees-want-autonomy
https://www.bbc.com/news/technology-57385999
https://expresso.pt/economia/2021-11-05-Deputados-aprovam-novas-regras-para-o-teletrabalho-b533137c
https://expresso.pt/economia/2021-11-05-Deputados-aprovam-novas-regras-para-o-teletrabalho-b533137c
https://elpais.com/economia/2021-11-07/el-teletrabajo-no-ha-venido-para-quedarse.html?rel=buscador_noticias
https://elpais.com/economia/2021-11-07/el-teletrabajo-no-ha-venido-para-quedarse.html?rel=buscador_noticias
https://www.gartner.com/en/documents/4003923-hype-cycle-for-digital-workplace-infrastructure-and-operations-2021
https://www.gartner.com/en/documents/4003923-hype-cycle-for-digital-workplace-infrastructure-and-operations-2021
https://www.gartner.com/en/documents/4003923-hype-cycle-for-digital-workplace-infrastructure-and-operations-2021
https://www.forrester.com/report/the-top-security-technology-trends-to-watch-2021/RES165207
https://www.forrester.com/report/the-top-security-technology-trends-to-watch-2021/RES165207
https://www.forrester.com/report/the-top-security-technology-trends-to-watch-2021/RES165207
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They also indicate a clear awareness among legislators that the 
temporary or emergency guidelines for remote working that served 
business well enough when the pandemic first hit, won’t serve for a 
remote and hybrid working culture that is most definitely here to stay. 
The overall impression is – “OK, so remote working is here to stay – now 
that we have some breathing space, what are we going to do about it?”.

For Telcos, this regulatory acceptance of remote working as an 
enduring model is good news. After all, Telco is the industry that 
businesses everywhere must turn to to make hybrid working a reality. 
The sudden remote working shift of March 2021 was not just a ‘blip’ (as 
some might have thought). 

Disparate regulatory responses to remote working will require special 
attention from Telco companies, since there are very few businesses 
that do not cross national boundaries in at least some form. The case 
of outsourced call centers, with time zones that clash with those of 
the client company, might be a crude example, but such transnational 
communication does present an obvious question for legal compliance 
in regions (like Portugal) that regulate working hours. 

Again, while the matter of new legislative responses to remote 
working might not be an explicit cybersecurity issue, we should always 
remember that anything that impacts work/life balance, or blurs the 
line between work and leisure, has security consequences. This must 
include draconian legislations that force employees (willingly or not) to 
resort to alternative devices or networks to get their jobs done when 
the law directly forbids them from working past (for example) 18:00, or 
at the weekend.

Work

Life
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Telcos need to develop more agility when it comes to applying 
distinctions to the premises they serve. Retail? Or Business? The lines 
are blurred, according to TechRadar. In fact, this blurring is a direct 
mirror of the broader cultural shift towards ‘bringing your whole self to 
work’ (and therefore, regrettably, maybe, bringing your work home with 
you).

What happens when a corporate network is attacked using one of 
your services as a vector, while the employee is working from home? 
Addressing the security challenge of remote working will above all force 
Telcos to find new approaches to the blurred boundaries of the hybrid 
model.

There’s an obvious connection between remote (or hybrid) working 
and the ecosystem revolution – with Telcos turning to third party 
partnerships to provide the services the market demands. Again, this 
is a clear scenario calling for vendor risk assessments that take third-
party vendor security very seriously, including authentication protocols, 
and devices.

In March 2020, we didn’t have time to prepare. The world was forced to 
work from home with barely any warning. But now as we look forward to 
2022, it’s a fantastic opportunity for businesses in general (and Telcos 
in particular) to look more holistically at how to make remote working 
secure and successful (since one is not possible without the other).

The risk doesn’t only come from a lack of clarity over device and 
network use. For a great many employees, the freedom to work at 
the weekend (or in the evenings) is the main draw of remote working – 
allowing parents to share childcare responsibilities by forming a ‘tag 
team’, for example. Crushing this radical flexibility might be devastating 
for some employees who have discovered a new, practical, and highly 
productive freedom due to the pandemic’s force. Balancing the range 
of competing interests and forces will call to Telco leaders across the 
globe, to share expertise with legislators – not only about the remote 
working technology they offer, but also as employers (especially given 
the fact that Telcos frequently rank close to governmental and utility 
companies in the number of employees).

How to use remote working 
securely:

“Even though a large share of 
people have little choice but to 
physically go to work, 40% of all 
American working hours are still 
now spent at home.”
The Economist
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https://www.techradar.com/uk/news/how-remote-working-has-transformed-the-telco-industry
https://www.economist.com/finance-and-economics/2021/10/30/remote-first-work-is-taking-over-the-rich-world
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Trend #5: 
AI and analytics
The key use case for AI in Telco is in optimization through analytics, 
with CISCO’s Sedona Systems acquisition, Netfusion, a key example 
of a service provider. Netfusion claims to “reduce the complexity, cost, 
time and resources you need to plan, forecast and operate the optimal 
network infrastructure for delivering unrivalled services, performance 
and reliability.”

Meanwhile, process automation services, like that of Kryon, promise to 
“Powered by patented proprietary AI technology, this market-leading 
tool works unobtrusively behind the scenes to automatically generate 
a comprehensive picture of manual business processes and their 
variants, evaluate them and recommend which ones to automate. It then 
generates workflows instantly.”

The optimization offered by next-gen AI analytics will enable Telcos to 
offer responsive, flexible and reliable services without having to invest 
precious staff time and expertise in analysing data and predicting 
outcomes. 

In all use cases, AI is set to get turbo-charged through 2022, due in 
part to the availability of larger than ever data sets, as well as to new 
algorithmic analytic services which constantly test randomly generated 
algorithms against the data in order to learn, refine, predict and 
prescribe. 

By holistically, we mean that technology (e.g. VPNs) should be 
accompanied with cultural shifts. As we’ve seen with the Iberian 
examples, regulators are grappling with the longterm challenge of 
remote working, and businesses would do well to prioritize education for 
employees and customers alike, to ensure that products and services 
are being used securely. 

“Although it could be argued 
that humans are always at the 
foundation of autonomous 
systems, it is possible for artificial 
systems to develop behaviors that 
are not necessarily anticipated 
by their programmers (outside of 
programming errors, obviously).”
Gartner, Inc., Improve Decision 
Making Using Decision
Intelligence Models

“Advanced insights-driven 
firms are 1.9 times more likely 
to implement self-service BI 
reporting and analytics tools and 
1.8 times more likely to expand 
companywide data literacy 
programs…. advanced insights-
driven enterprises are about twice 
as likely as beginners to report 
increased customer lifetime value 
and a greater ability to develop 
new revenue streams as a benefit 
of using data and analytics.”
Forrester, Chart Your Course 
To Insights-Driven Business 
Maturity

https://sedonasys.com/netfusion/
https://www.kryonsystems.com/full-cycle-automation-suite/
https://www.gartner.com/en/documents/3986656/improve-decision-making-using-decision-intelligence-mode
https://www.gartner.com/en/documents/3986656/improve-decision-making-using-decision-intelligence-mode
https://www.gartner.com/en/documents/3986656/improve-decision-making-using-decision-intelligence-mode
https://www.forrester.com/report/Chart-Your-Course-To-InsightsDriven-Business-Maturity/RES165715
https://www.forrester.com/report/Chart-Your-Course-To-InsightsDriven-Business-Maturity/RES165715
https://www.forrester.com/report/Chart-Your-Course-To-InsightsDriven-Business-Maturity/RES165715
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Few (if any) Telco companies will be able to develop proprietary AI 
analytics systems in-house, which is good news for third-party 
vendors like Netfusion and Kryon (mentioned above). We strongly 
recommend you read our section on ecosystems to understand the 
broader implications of a growing reliance on external suppliers. This 
is even more important, given the sensitivity of the data that you will 
necessarily have to make available to third party systems.

The curious thing about AI analytics is that even though end-users 
might benefit from its use, companies have to balance that benefit 
with the risk of consumer discomfort at the sharing of private data. 
Legalese warnings about the sharing of customer data with ‘selected 
third party providers’ might not assuage end-user concerns with their 
data being exposed to external AI systems. 

We’ll deal with the ethical and regulatory stance in greater depth in 
the following section, but it’s very likely that brands (whether B2B 
or B2C) perceived to be strong defenders of customer privacy will 
be those who truly build, and gain customer trust and market share. 
This means defending customer data with every power they have 
at their disposal, and seeking greater power if they do not have the 
appropriate defense arsenal to hand already.

AI insights-driven business technology is moving fast, and while it 
now seems that machines are not likely to go ethically AWoL, most 
companies adopting AI analytics are clear that human oversight will 
always have a role to play.

How to use AI securely:

Trend #6: 
Digital Ethics – 
Beyond Regulation
Regulation represents a phenomenal challenge for Telcos. Regulatory 
pressures are fiercer than ever in a global market in which specialist 
providers partner across geographical borders to deliver evolved 
services internationally. 

“AI models that are deployed in 
production should be subject to 
the right checks and balances to 
ensure sustained value generation. 
A set of risk and security controls, 
and trust enablers, must be 
deployed and continuously used 
to govern and manage the AI life 
cycle… Organizations will make 
suboptimal business decisions due 
to AI misperformance. Worst case, 
malicious interference in AI will 
result in security failures, financial 
and reputation loss, and social 
harm from incorrect, manipulated, 
unethical or biased AI outcomes.
Gartner, Inc., Hype Cycle for 
Artificial Intelligence

“Becoming insights driven is 
a fundamental operational 
transformation that firms must 
pivot to now or risk losing out to 
competitors old and new.”
Forrester, The Four Essential 
Steps To Transform Into An 
Insights-Driven Business
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https://www.gartner.com/en/documents/4004183-hype-cycle-for-artificial-intelligence-2021
https://www.gartner.com/en/documents/4004183-hype-cycle-for-artificial-intelligence-2021
https://www.forrester.com/report/The-Four-Essential-Steps-To-Transform-Into-An-InsightsDriven-Business/RES137866
https://www.forrester.com/report/The-Four-Essential-Steps-To-Transform-Into-An-InsightsDriven-Business/RES137866
https://www.forrester.com/report/The-Four-Essential-Steps-To-Transform-Into-An-InsightsDriven-Business/RES137866


Building a safer future in Telecommunications

17

But the fact is that regulation is also a phenomenal challenge for the 
regulators themselves. Innovation moves at such a blistering pace – 
and this speed combines with the increasing complexity of services, 
platforms and partnerships, to create a scenario in which regulators 
struggle to keep up.

That’s why we strongly recommend that Telcos address ethics alongside 
regulation when considering compliance, and data privacy in particular.

In putting ethics to the front, companies may be better placed to avoid 
some of the negative impact that has been felt even by major players 
such as Facebook, when they have been perceived by consumers to 
have behaved badly. Even while the data (and surveillance) economy 
continues apace, the ethical issues surrounding data use will not go 
away. To give some context, it was unethical data use (via Cambridge 
Analytica, among others), that led to Mark Zuckerberg being forced to 
testify before US Congress.

“Recent corporate scandals 
highlight the fact that some 
of the largest companies in 
the world don’t have ethical 
rudders. Unfortunately, too few 
organizations have realized ahead 
of time that profiting from an 
unethical use of customer data is 
not sustainable.”
Forrester, Make your digital 
transformation an ethical one

Consumers are not stupid – they can sniff out inauthenticity in a 
corporation’s so-called ethical stance.

The proof?

When Nike launched Dream Crazy – an admittedly controversial 
campaign featuring anti-racist activist sports star, Colin Kaepernick, 
profits went up by 31%, compared to 17% in the previous year’s 
Labor Day shopping period. This was in spite of a large social media 
#BoycottNike - kaepernick campaign on the part of consumers (and 
Trump) who resented Nike’s ‘woke virtue signalling’, or Kaepernick’s taking 
the knee - boyer  against racism. According to Nike, the company’s 
“purpose is to move the world forward through the power of sport – 
breaking barriers and building community to change the game for all.”

More ethics, more profit – but get 
it right: a look at Nike and Gilette

The case for ethical data management will not go away – 50 
psychologists wrote a highly publicized open letter to the American 
Psychological Association decrying manipulative UX design and social 
media data use. Meanwhile, the list of Silicone Valley whistle-blower 
‘rock stars’ who have also spoken out against unethical data use or 
manipulative UX design continues to grow, including Google’s Tristan 
Harris, Sean Parker, and now Frances Haugen (both from Facebook). 
Mark Benioff of Salesforce went as far as telling a crowd at Davos that 
Facebook should be regulated like a cigarette company.

https://www.forrester.com/report/Make-Your-Digital-Transformation-An-Ethical-One/RES156335
https://www.forrester.com/report/Make-Your-Digital-Transformation-An-Ethical-One/RES156335
https://www.youtube.com/watch?v=-grjIUWKoBA
https://trends.edison.tech/research/nike-labor-day-2018.html
https://www.vox.com/2018/9/4/17818148/nike-boycott
https://www.reuters.com/article/us-nike-kaepernick-idUSKCN1LL1WS
https://www.skysports.com/nfl/news/12118/12170048/colin-kaepernick-how-taking-a-knee-started-after-nfl-quarterback-met-nate
https://www.skysports.com/nfl/news/12118/12170048/colin-kaepernick-how-taking-a-knee-started-after-nfl-quarterback-met-nate
https://purpose.nike.com/ 
https://screentimenetwork.org/apa?eType=EmailBlastContent&eId=5026ccf8-74e2-4f10-bc0e-d83dc030c894
https://screentimenetwork.org/apa?eType=EmailBlastContent&eId=5026ccf8-74e2-4f10-bc0e-d83dc030c894
https://www.economist.com/1843/2016/10/20/the-scientists-who-make-apps-addictive
https://www.economist.com/1843/2016/10/20/the-scientists-who-make-apps-addictive
https://www.axios.com/sean-parker-unloads-on-facebook-god-only-knows-what-its-doing-to-our-childrens-brains-1513306792-f855e7b4-4e99-4d60-8d51-2775559c2671.html
https://www.theguardian.com/us-news/2021/oct/05/frances-haugen-whistleblower-moral-bankruptcy-facebook
https://www.cnbc.com/2018/01/23/salesforce-ceo-marc-benioff-says-regulate-facebook-like-tobacco.html
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Nike’s campaign, though risky, was phenomenally successful, with the 
Kaepernick ad even winning an Emmy. 

Things didn’t go quite as well for Gillette’s #MeToo-inspired web 
advert, Be the Best a Man Can Be. The two-minute long advert 
marked a departure from the product-based claim, “The Best a Man 
Can Get”, and instead called upon men to turn their back on ‘toxic 
masculinity.’ That quarter, even though parent company Proctor & 
Gamble posted strong sales, Gillette took a huge $8 billion (US) loss. 
A huge boycott followed – easy in a market thrumming with shaving 
startups such as ‘Dollar Shave Club’, which only needed to tweet four 
simple words: ‘Welcome to the club’  to win over huge swathes of 
disgruntled former Gillette customers.  

Writing in Forbes, Avi Dan explained the problem with the Gillette 
campaign:

What makes this ad so offensive is that Gillette doesn’t just 
condemn bad behavior, something most men do as well. It 
implies that the vulgar behavior represents the norm among 
men and, in doing so, it smears an entire gender.

Critics and analysts continue to compare and contrast the two 
campaigns, with many suggesting that Gillette misunderstood its core 
market (who just wanted to buy razors), and overstepped the mark by 
lecturing them in a way that rankled. According to this analysis, Nike’s 
campaign was successful, not only because the values promoted 
in the Kaepernick campaign seemed authentic, but because they 
resonated with Nike’s customer base. Avi Dan (see above) was 
among many who berated the Gillette ad’s inauthenticity, calling it 
‘unconvincing.’

The Nike/Gillette contrast proves that ethics do matter – consumers 
care, and businesses must too. But ‘woke-washing’ won’t cut it either. 

Telcos, who naturally come into contact with huge amounts of highly 
sensitive customer (and business) data, need to pay extremely close 
attention to lessons learned from Nike and Gillette. Leading with 
(and promoting) ethical data practices is essential, but any messages 
absolutely must be backed up by serious action and commitment 
behind the scenes. If don’t walk the walk, you should never, ever, talk 
the talk. 

In most cases, and in an ideal world, regulation represents an essential 
counter to unrestrained, unchecked technological development, like a 
helmet on a Formula 1 driver. 
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https://www.cnbc.com/2019/09/16/nike-wins-emmy-for-ad-featuring-colin-kaepernick.html
https://www.youtube.com/watch?v=koPmuEyP3a0
https://www.reuters.com/article/us-proctergamble-results/pg-posts-strong-sales-takes-8-billion-gillette-writedown-idUSKCN1UP1AD
https://twitter.com/dollarshaveclub/status/1084917538713067520
https://www.forbes.com/sites/avidan/2019/01/16/for-men-gillette-is-no-longer-the-best-a-brand-can-get/?sh=106aa5d55ea5
https://journals.sagepub.com/doi/abs/10.1177/0743915620947359
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Regulatory requirements can 
usually be classified according to 
one of two possible concerns:
1. Safeguarding of valuable data (including personal data protection
2. Preventing access to banned resources 

The EU’s General Data Protection Regulation is a high-profile example 
of the first category. This legislation is designed to secure the vast 
amounts of personal data that an increasingly connected world 
produces. One effect of such regulation, emerging as it does from 
the large and influential EU region, is that providers across the globe 
are either forced to enact, or consider enacting similar regulation – if 
only to ensure that they can do business in highly regulated markets. 
The result of this influence is that IoT ‘Things’ sourced from overseas 
may not necessarily introduce the vulnerabilities that might have been 
feared in unregulated days.

The safe transfer of personal or valuable data is mostly guaranteed 
by the use of conventional SSL-based traffic encryption. Many 
companies are faced with the Herculean task of protecting potentially 
gargantuan volumes of personal data, creating an urgent need for 
dedicated datacentre storage security. Telcos who run such data 
protection workloads in their proprietary clouds also need to pay close 
attention to their hybrid cloud security capabilities, bearing in mind 
that a leak somewhere can all too easily become a leak everywhere. 
Again, we urge care and consideration of ecosystem risk, and supply 
chain attacks.

For the second regulatory concern, Telcos must remain alert to 
the lists of banned resources regularly published and updated by 
regulatory institutions across the world. There is some degree of 
debate about where responsibility lies for protection of cloud tenants’ 
own workloads. However, considering the damage that a breach of 
regulations can bring to bear on a cloud computing vendor, Telcos 
need to be proactive, investing in globally-oriented web traffic security, 
and seeking options that allow for bespoke blocking of relevant 
categories.

However frustrating regulations might seem to those forced to 
comply, it’s worth stepping back and appreciating that all data 
regulations are driven by an ethical stance that’s easy for any human 
being to appreciate. Data is precious – personal data even more so. 
If I tell you something personal about myself, I expect you to treat 
that information with care – it doesn’t matter if you’re my personal 
physician, or my Telco provider.

https://eugdpr.org
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This is good news. It means that Telcos can show true leadership in a 
changing regulatory climate by approaching their roadmaps through 
an ethical lens. Not only that, but visionary Telco leaders could 
actively employ a data-ethics culture to preempt any regulatory 
changes that may come after the implementation fact. 

Regulation is about more than simply avoiding fines – it’s about 
customer trust – and this proves our assertion that taking an ethical 
stance towards data privacy will serve Telcos well in the end. 

It goes without saying that Telcos need dedicated enterprise-
level cybersecurity to support their ethics-driven data privacy 
regulatory compliance efforts. The scale of the data potentially at 
risk, and its increasingly distributed locations, means that traditional 
cybersecurity solutions (including proprietary offerings packaged 
with third-party partnership services) will not lead to a high-trust 
situation. The only way to achieve data privacy leadership, with 
high ethics, and seamless regulatory compliance, is to choose 
cybersecurity that ‘ joins the dots’ – providing an end-to-end defense 
that takes everything into account – partnerships, cloud, customers, 
and above all, the future.

30%
According to Gartner, Inc, “by 
2023, companies that earn 
and maintain digital trust with 
customers will see 30% more 
digital commerce profits than their 
competitors.”
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The Tech Spaghetti 
Junction of Telco 
Possibilities
Even the Oracle of Delphi probably couldn’t predict exactly how the 
Telco sector will look in a decade’s time. We’ve mentioned AT&T’s 
WarnerMedia volte-face several times in this paper, not because it’s 
extraordinary, but because it proves that the Telco industry truly is 
at a crossroads, and that even the boldest predictions and strategies 
can be subject to change.

In fact, we might call the 2021-22 Telco crossroads a Tech Spaghetti 
Junction. But it’s a Tech Spaghetti Junction of Possibilities, no matter 
how complex the ecosystem environment, no matter how infinite the 
range of services and monetization models potentially on offer. The 
overwhelming sense in the sector right now is one of opportunity. 
When it comes to opportunities, there are (in the broadest sense) two 
risks to consider. 

Firstly, there’s FOMO (Fear of Missing Out) – the feeling you might 
get when a competitor surges forward to make a land grab in a market 
or region that you haven’t been able to target yet. In many cases, it 
might be fear that has held your Telco company back – and fear of 
cyber risk (or regulation) in particular. 

The second risk is YOLO (You Only Live Once) – rushing in because 
the market seems ‘on fire,’ and becoming overwhelmed with the 
sense that the time to act – to partner, transform, evolve – is now. 
Now, or never. Yet, however much 2022 might seem like an 1849 Gold 
Rush moment, it’s likely that Telco companies that choose prudent 
innovation strategies (with cybersecurity at the core) will be those 
who inherit the bounty in the end. Rushing in without due care is far 
too risky.

The Tech Spaghetti Junction of Telco Possibilities is why we, 
at Kaspersky, are so excited about the Telco sector. It’s why 
we love helping global Telcos transform, expand, and discover 
new ways to monetize and optimize, without putting their core 
businesses at risk. We believe in moving forward boldly, with 
conviction and confidence. But we also know that white-
knuckling it is a risk too far. 
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Stage-by-stage 
cybersecurity for 
Telco innovation

Our dedicated enterprise-level cybersecurity solutions offer the 
conviction and confidence that Telcos need to keep pressing forward 
with the next decade of change. Just like with the sector’s contribution 
to helping the us all survive lockdown, we’re absolutely convinced that 
the world depends on the stunning and exciting services that Telco 
leaders like you will bring to us, at work and home alike.

Helping global Telcos transform means offering solutions that fit. We 
meet our Telco clients right where they are, placing business continuity 
and secure innovation first at all times. 

Everything we do is backed by Kaspersky’s legendary Threat Intelligence; 
fortifying our enduring quest to protect data, customers, and business 
continuity 24/7 against advanced threats and targeted attacks.
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Kaspersky’s step-by-step 
cybersecurity approach 

Kaspersky Security Foundations –
essential core of cloud-based, automated 
protection for all devices, VDI and hybrid 
server infrastructures, before organizations 
advance seamlessly to …

Kaspersky Optimum Security - 
for organizations requiring more specialized 
security against new and evasive threats, 
before effortlessly implementing ...

Kaspersky Expert Security – 
for organizations with established mature IT 
security teams combatting the most complex 
targeted attacks. 

1

2

3
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Cybersecurity 
maturity level Solution

IT

Smaller organizations 
without a specialized
IT security team

What
Kaspersky Security Foundations

How 
Implement fundamental security for organizations of any size and infrastructure 
complexity, delivering cloud-managed automatic prevention of commodity 
cyberthreats on any devices, VDI and hybrid server infrastructures.
 
• Endpoints: Protect every endpoint in your organization with Kaspersky 

Endpoint Security for Business; Kaspersky Embedded Systems 
Security

• Cloud: Benefit from borderless security with Kaspersky Hybrid Cloud 
Security

• Network: Secure your perimeter with Kaspersky Security for Mail 

Server; Kaspersky Security for Internet Gateway

• Data: Safeguard valuable and sensitive data with Kaspersky Security for 
Storage

• Security Management: Access expertise with Kaspersky Premium 
Support; Kaspersky Professional Services

IT security

Organizations in need of
advanced defenses, but 
with
limited specialist IT security
resources

What
Kaspersky Optimum Security

How
Combat evasive threats with effective endpoint detection and response and 
continuous security monitoring – but without prohibitive costs or complexity 

• Advanced detection: Boost ML behavior analysis, sandboxing, threat 
intelligence and automated threat hunting* with Kaspersky Sandbox, 
Kaspersky Threat Intelligence Portal and Kaspersky Managed 
Detection and Response Optimum

• Analysis and investigation: Enhance threat visibility and simplified 
investigation process with Kaspersky Endpoint Detection and Response 
Optimum

• Rapid response: Deploy automated in-product response options, as well 
as guided and managed response scenarios* with Kaspersky Endpoint 
Detection and Response Optimum and Kaspersky Managed Detection 
and Response Optimum

• Security awareness: Equip employees with automated tools at all levels 
and develop key cybersecurity skills with Kaspersky Security Awareness 
Training

*Supported by Kaspersky experts
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go.kaspersky.com/foundations
https://www.kaspersky.com/enterprise-security/endpoint
https://www.kaspersky.com/enterprise-security/endpoint
https://www.kaspersky.com/enterprise-security/embedded-systems
https://www.kaspersky.com/enterprise-security/embedded-systems
https://www.kaspersky.com/enterprise-security/cloud-security
https://www.kaspersky.com/enterprise-security/cloud-security
https://www.kaspersky.com/enterprise-security/mail-server-security
https://www.kaspersky.com/enterprise-security/mail-server-security
https://www.kaspersky.com/enterprise-security/products/internet-gateway
https://www.kaspersky.com/enterprise-security/storage-security
https://www.kaspersky.com/enterprise-security/storage-security
https://www.kaspersky.com/enterprise-security/premium-support
https://www.kaspersky.com/enterprise-security/premium-support
https://www.kaspersky.com/enterprise-security/professional-services
go.kaspersky.com/optimum
https://www.kaspersky.com/enterprise-security/malware-sandbox
https://opentip.kaspersky.com/
https://www.kaspersky.com/enterprise-security/managed-detection-and-response
https://www.kaspersky.com/enterprise-security/managed-detection-and-response
https://www.kaspersky.com/enterprise-security/edr-security-software-solution
https://www.kaspersky.com/enterprise-security/edr-security-software-solution
https://www.kaspersky.com/enterprise-security/edr-security-software-solution
https://www.kaspersky.com/enterprise-security/edr-security-software-solution
https://www.kaspersky.com/enterprise-security/managed-detection-and-response
https://www.kaspersky.com/enterprise-security/managed-detection-and-response
https://www.kaspersky.com/enterprise-security/security-awareness
https://www.kaspersky.com/enterprise-security/security-awareness
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Mature and fully formed 
IT security team and/or 
dedicated SOC

• Have a complex 

and distributed IT 
environment 

• Are a highly likely target 

for complex and APT-like 
attacks

• Have a low risk appetite 

due to high costs of 
security incidents and 
data breaches

• Are concerned about 

regulatory compliance

What
Kaspersky Expert Security

How
Complete mastery over the most complex and targeted cyberattacks

• Equipped: Equip your in-house experts to address complex cybersecurity 
incidents. Benefit from a unified cybersecurity solution. Kaspersky Anti 
Targeted Attack Platform with Kaspersky EDR at its core empowers 
your team with XDR capabilities.

• Informed: Enrich your knowledge pool with threat intelligence and upskill 
your experts to deal with complex incidents:

• Integrate actionable, immediate threat intelligence into your security 

program. Kaspersky Threat Intelligence gives you instant access to 
technical, tactical, operational and strategic threat Intelligence.

• Develop your in-house team’s practical skills, including working with 

digital evidence, analyzing and detecting malicious software, and 
adopting best practices for incident response, with Kaspersky 
Cybersecurity Training.

• Reinforced: Call upon external experts for security assessment, immediate 
support and back-up:

• Take advantage of immediate support from the Kaspersky Incident 

Response team of highly experienced analysts and investigators to fully 
resolve your cyber-incident, fast and effectively.

• Bring in a second opinion and managed threat hunting expertise from a 

trusted partner with Kaspersky Managed Detection and Response, 
so your in-house IT security experts have more time to spend reacting 
to the critical outcomes requiring their attention.

• Understand just how effective your defenses would really be against 

potential cyberthreats, and whether you’re already the unwitting 
target of a long-term stealth attack, through Kaspersky Security 
Assessment.

go.kaspersky.com/expert
https://www.kaspersky.com/enterprise-security/anti-targeted-attack-platform
https://www.kaspersky.com/enterprise-security/anti-targeted-attack-platform
https://www.kaspersky.com/enterprise-security/endpoint-detection-response-edr
https://www.kaspersky.com/enterprise-security/threat-intelligence
https://www.kaspersky.com/enterprise-security/cyber-security-training
https://www.kaspersky.com/enterprise-security/cyber-security-training
https://www.kaspersky.com/enterprise-security/incident-response
https://www.kaspersky.com/enterprise-security/managed-detection-and-response
https://www.kaspersky.com/enterprise-security/security-assessment
https://www.kaspersky.com/enterprise-security/security-assessment
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Targeted Solutions

What How 

Kaspersky 
Fraud 
Prevention

Kaspersky  
DDoS 
Protection

Advanced Authentication allows for frictionless and continuous 
authentication, cutting the costs of second factor processes for 
legitimate users, while keeping fraud detection rates high in real time.

Automated Fraud Analytics thoroughly analyzes events that occur 
during the entire session, transforming them into valuable pieces of data.

Protects the external perimeter of any business, ensuring safety and 
protection for clients. 

Covers a bandwidth of up to 2Gbps, with extensive service 
coverage, including attack analysis reports and anti-DDoS 
capability assessments.

Optional automatic always-on DDoS mitigation, fortified by 
Kaspersky engineers running parallel checks to optimize defense 
according the nature of each DDoS attack.
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https://kfp.kaspersky.com/ru/
https://www.kaspersky.com/small-to-medium-business-security/ddos-protection
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