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4 years ago…

Spanish hacker 

manages to control 

every room at a luxury 

hotel remotely
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Use Cases in Rail

Maintenance 

of equipment across stations.

Provide real time alerts for people on the 

ground.

Onboard 
Train

Provide information from control to comfort 

zones, and/or protect critical subsystems.

Asset Management Evaluate current status of equipment.

And many, many more…
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Rolling Stock Evolution

• Invented in the 1800s

• A reflection of the industrial revolutions

• In the 3rd revolution, IT was added to 
trains, in the form of computers and 
buses

• In the 4th industrial revolutions, 
information is collected by hundreds of 
sensors
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• Positive Train Control (PTC) is 
designed to automatically stop 
a train before certain accidents occur. 

• In 2008 a collision between two trains 
resulted in the deaths of 25 and injuries 
to more than 135 passengers.

• The US congress passed a law to 
implement PTC by 2015 later extended 
to 2018

• Complex system with no cybersecurity 
bolted in

Example Application
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How much does it cost to hack a train?

Train Kill Chain
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What will 
evil Jesus 
do?
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First: Pick a Method
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Second: Pick a Target

From: Threat Modeling for Train Control and Management Systems based on the Ethernet Train Backbone
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Third: Find a Flaw

From: Threat Modeling for Train Control and Management Systems based on the 

Ethernet Train Backbone
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• Train control is a critical network, lose of life is 
possible

• Highest level of security required

• Reduced space
• Requires a compact solution

• Regulations and Standards
• EN 5012, EN5015

• Unmanned security
• Configuration based tools (Firewall, AV) not suitable

• Flexible configuration for different trains

• Able to work with existing software/hardware 
configuration and protocols

Challenges protecting trains
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Segmentation on rolling stock
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• Today's cyberattacks aim to disrupt 
production, damage equipment, harm 
a company’s brand or demand ransom 
in rail networks.

• Rolling stocks contain complex 
networks with very little security

• IT-class security fails to maintain a 
secure perimeter, and should not be 
applied to rolling stock.

• Hardware segmentation minimizes the 
risk in rolling stock

Takeaways
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