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Myth #1

…e.g. they are not accessible from Internet

…and therefore are not exposed to threats coming from Internet

”Our ICS are not connected to Internet”



Myth #1: ICS are not connected to Internet
Scenario #1: multiple connected plants
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Myth #1: ICS are not connected to Internet
Scenario #2: connected substations
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Myth #1: ICS are not connected to Internet
Scenario #3: bank in ICS network
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Myth #1: ICS are not connected to Internet
% of ICS Computers Attacked by Malware – According to KSN Statistics

19.400 Malware modifications

UP 1500 compared to H2, 2017

2.800 Malware families

UP 400 compared to H2, 2017
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https://ics-cert.kaspersky.com/reports/2018/09/06/threat-landscape-for-industrial-automation-systems-h1-2018/



OT vs IT
20,6%

9,3%
8,3%

4,4%
3,9%

22,7%

7,9% 7,2%

4,1%

3,8%

27,3%

8,4%
7,3%

4,4% 3,8%

0%

5%

10%

15%

20%

25%

30%

Internet Removable
devices

Droppers ThirdParty Mail

H1 2017 H2 2017 H1 2018

Myth #1: ICS are not connected to Internet
% of ICS computers attacked by malware via selected attack vector - according to KSN statistics

https://ics-cert.kaspersky.com/reports/2018/09/06/threat-landscape-for-industrial-automation-systems-h1-2018/
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Myth #2

…there are no simple ways for the criminals to monetize an attack

…we are either not attacked or attacked by a highly capable adversary

…so there is no need to spent too much resources to defend

”It makes no practical sense to attack us”



OT vs IT

Nigerian phishing: 500+ Industrial organizations attacked world-wide

.RU campaign: 400+ Industrial organizations attacked in Russia

Criminal attack campaigns

Energetic Bear / Crouching Yeti attacks in 2017-2018

Politically motivated (?) attack campaigns 

It’s getting harder to find differences

Myth #2: no practical sense to attack
Wide-spread attack campaigns targeting hundreds of industrial enterprises
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Myth #3

…to protect from random and criminal attacks we just need to train the staff

…no additional security measures and tools are needed

”It’s sufficient just to train the stuff”
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https://ics-cert.kaspersky.com/reports/2018/09/06/threat-landscape-for-industrial-automation-systems-h1-2018/

Myth #3: just train the staff
% of ICS computers attacked by malware - according to KSN statistics
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Myth #3: just train the staff
% of ICS computers attacked by malware in APAC, H1  2018 - according to KSN statistics
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Myth #3: just train the staff
% of ICS computers attacked by malware in APAC, H1  2018 - according to KSN statistics
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https://ics-cert.kaspersky.com/reports/2018/09/06/threat-landscape-for-industrial-automation-systems-h1-2018/
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Myth #3: just train the staff
% of ICS Computers Attacked by Malware – According to KSN Statistics vs GDP Rank



Myth #4

…safety measures are sufficient to protect from cyber attacks 

...we might need to upgrade them to mitigate cyber risks

…no additional security measures and tools are needed

”Safety > Security”
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Myth #4: safety > security
TRITON case study
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Myth #4: safety > security
Power & Energy sector cases
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Myth #5

…since Stuxnet ICS vendors started to pay more attention to security

...their new products’ architecture & implementation is getting more secure by design

…no additional security measures and tools are needed

”New ICS products are secure by design”
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Myth #5: new ICS products are secure by design
0-day vulnerabilities in ICS products found and reported by KL ICS CERT
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Myth #5: new ICS products are secure by design
Vulnerable common technologies – OPC-UA case study
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UP to 468 products could possibly be affected:

https://opcfoundation.org/products
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