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?Our ICS are not connected to Internet”

...e.g. they are Not accessible from Internet
. ...and therefore are NOt exposed to threats coming from Internet



Myth #1: ICS are not connected to Internet
Scenario #1: multiple connected plants






Myth #1: ICS are not connected to Internet
Scenario #3: bank in ICS network
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Myth #1: ICS are not connected to Internet
% of ICS Computers Attacked by Malware — According to KSN Statistics

41,21%

Malware modifications

UP 1500 compared to H2, 2017

2.800 Mmalware families
A UP 400 compared to H2, 2017

' H2 2016 H1 2017 H2 2017 H1 2018

https://ics-cert.kaspersky.com/reports/2018/09/06/threat-landscape-for-industrial-automation-systems-h1-2018/ KASPERYKY2
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Myth #1: ICS are not connected to Internet

% of ICS computers attacked by malware via selected attack vector - according to KSN statistics
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’It makes no practical sense to attack us”

..there are NO simple Ways for the criminals t0 monetize an attack
_ ...we are either NOt attacked or attacked by a highly capable adversary
...so there is N0 Need to spent too much resources to defend



Myth #2: no practical sense to attack
Wide-spread attack campaigns targeting hundreds of industrial enterprises

Criminal attack campaigns

Nigerian phishing: Industrial organizations attacked world-wide

.RU campaign: Industrial organizations attacked in Russia

Politically motivated (?) attack campaigns
Energetic Bear / Crouching Yeti attacks in 2017-2018
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’It’s sufficient just to train the stuff”

...to protect from random and criminal attacks we JUSt need to train the staff
. ...N0 additional Security measures and tools are needed



KASPERSKY LAB ICS CERT

Myth #3: just train the staff

% of ICS computers attacked by malware - according to KSN statistics

30%
25%
20%
15%
10%
5%
0%
> % 533§ 5§85 8 L3888 5838F5¢83 8¢
S 22 8 € €|2 &8 8<=23"° %% 9 €t E|2 58 8 <=3
> 5 8 5 5|15 o = I & 8 o o|lg o =
< 2 0 £ o|» U a O £ 8|~ LWL
g ~ 8 8 § 24
n Z
2016 2017 2018

12|'1ttps,://ics-cert.kaspersky.com/reports/ZO18/09/06/threat-landscape-for-industrial-automation-systems-h1-2018/ KA$PER$KY3



Myth #3: just train the staff
% of ICS computers attacked by malware in APAC, H1 2018 - according to KSN statistics
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Myth #3: just train the staff
% of ICS computers attacked by malware in APAC, H1 2018 - according to KSN statistics
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Myth #3: just train the staff
% of ICS Computers Attacked by Malware — According to KSN Statistics vs GDP Rank
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"Safety > Security”

...safety measures are sufficient to protect from cyber attacks
. ...we might need to upgrade them to mitigate cyber risks
_...NO additional SECUrIty measures and t0OIS are needed



Myth #4: safety > security
TRITON case study

Attack
Scripts

| TRITON
[riStation Communication

inject.bin

) imain.bin
Triconex
Controller

Masqueraded
Trilog Application

trilog.exe

SIS Engineering
library.zip Workstation

TsHi
TsBase

TsLow

)
<© FireEye
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Myth #4: safety > security

Power & Energy sector cases

S B ] | s e

Dear customers!

Dec. 23, 2015, from 15:35 - 16:30, third parties were made illegal entry
nto information-technological system of remole a«
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"New ICS products are secure by design”

...since Stuxnet ICS vendors started to pay more attention to security
. ..their new products’ architecture & implementationis getting more SEcure by design
_...NO additional SECUrIty measures and t0OIS are needed



Myth #5: new ICS products are secure by design
O-day vulnerabillities in ICS products found and reported by KL ICS CERT
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Myth #5: new ICS products are secure by design

Vulnerable common technologies — OPC-UA case study

Login ¢ Crea

LET OUR OPC UA COMPLIANT
ALGORITHMS DO THE

FOUNDATION
The Industrial Interoperability Standard™

GE is First to Implement and Release
New OPC-UA Standard with Launch of
Global Discovery Server -

Membership ~ Products ~ Certification ~ Markets & Collaboration Reso

The OPC Foundation publishes security bulletins that affect software that it maintains or distributes. In many cases
these bulletins will affect code that OPC vendors incorporate into their products. As a result, vendors will have to patch

thair nradiinte tn addrace tha wilnarahilitine idantifiad

e The OPC Foundation’s formal response can be found here.

GE is First to Implement and Release New OPC-UA Standard with Launch of Global Discovery Server

hd richer context for data provide a foundation for cloud-based
Secure-by-design methodologies i peticys
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