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Introduction

• Cybersecurity design should be based on the risk of the PROCESS

• Most cyber-related risk analysis focuses on ICS equipment

– Poorly defined accident scenarios

– Infinite potential outcomes

– Lack of consideration of Inherent Safety

• Well designed plants do not need cybersecurity to prevent 

catastrophic loss of containment

• Use of Security PHA Review will identify PROCESS scenarios of 

cyber concern

– Assign appropriate cybersafeguarding

– Propose inherently safe against cyberattack safeguards



The current state of cybersecurity



Our Example – Oil Pipeline Pump Station



• Scenario
• Override High Pressure Shutdown

• Override Pressure Indication/Alarm

• Override Flow Indication Alarm

• Close Downstream Isolation Valve

• Wait….  Overpressure, Rupture, 

Explosion, Fire

Pump Station Schematic - Original
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Oil Surge Tank

Pipeline Booster 
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Process Risk Assessment - HAZOP
• Process Hazards 

Analysis 

• ~50 years old

• HAZOP is the most 

common method

• Facility is broken 

down into Nodes 

and every deviation 

like High Pressure, 

Low Temperature, 

Reverse Flow is 

considered 

• If safeguards are 

inadequate, 

recommendations 

are made 

Considers Random Hardware Failures – SPR Modifies for Deliberate



Security PHA Review

• Designed to either generate the cybersecurity 
performance targets  for a zone or specify the 
recommendations for inherently cyber-secure 
layers of protection  

• Developed by technical safety practitioners 
with a strong background in industrial controls 
implementation and cybersecurity 

• Designed to fit with existing project life cycles 
of design, implementation, and operation of 
process plants while leveraging existing 
engineering tasks and reports generated for 
process safety

• Makes SL-T (ISA/IEC62443) selection similar 
to LOPA for SIL selection targets for SIF



Security PHA Review Flow

• Can be done after a PHA, or as a step 
during we check each SCENARIO
– Is the initiating event hackable

– Microprocessors are hackable

– Control loops, SIS functions, operator 
interface actions are all micro-based

– Human operation manually opening a 
valve are not hackable yet

– Mechanical safety devices like pressure 
relief valves are not hackable

• If all layers are hackable 
– Assign Security Level (SL) or recommend 

inherently safe device



SPR of Overpressure Scenario

• Scenario is Determined to be Hackable

– Cause is Hackable

– All Safeguards are Hackable



Address Hackability with Security Level

• When a scenario is hackable, risk could be addressed by 

appropriate level of cyber-safeguarding

– Function of consequence

– Consequence category 

determines SL

– Organizational risk 

criteria must be define

• In this example, SL 3 

could be selected



Propose Non-Hackable Safeguards – Inherent Safety

• Install piping that is rated to withstand a higher pressure than the 

pump is capable of developing



Non-Hackable Safeguards – Pressure Relief/Spillback

• Relieves excess pressure by creating pathway back to inlet or other 

safe vent location



Non-Hackable Safeguards – Motor Overload Relay

• Detects excessive/insufficient current in pump motor coil windings 

and disconnects power to motor



Non-Hackable Safeguards – Analog SIF Mimic

• Perform the same action as the computer based (hackable) SIF with 

analog electronics – analog transmitter, current monitor relay, 

solenoid valve



SPR of Revised Overpressure Scenario

• Scenario is Determined to be Non-Hackable



Security PHA Review Benefits

• Lower risk to tolerable level based on lowering consequence of 

event

• Better understanding of attack vectors

• Make the right choices for the design you have

• Increased efficiency by extending existing studies 

• Standards compliance by building on recognized and generally 

accepted good engineering practices

• ISA Book and Training – “Security PHA Review” Coming Soon!!!


