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Cyberattack vectors
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Cyberattack vectors

Malicious changes of
process control logic
hydraulic surge, equipment
damage, emergency shutdown

Infected A
USB keys

Malicious overrides /»
of process setpoints

Tank overfill / fraud

A\ 4

Malicious changes
Plant DMZ Network

of PID parameters
Malicious changes of

_ | Equipment overstress/disruption
measurement values J

A

Tank overfill / fraud

Malicious STOP command

iiiiiiiiiii Process out of control
SCADA/DCS Network

| B

Infected LS
USB keys

Level Meter

Control Network

Control Valve

Fieldbus
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YKusHeHHbin umkn ataku / Kill Chain

Pa3Bepka / .
DocTtyn / Access ) Discovery ) Cyber-Physical Attack
JTan CueHapum PearnposaHue
Hoctyn / 3apaxeHHbIn USB device, mogem, Wi-Fi aganTtep « Device control
Access Touka gocTyna B ceTb: HOyTOYK, wireless access point  Application control
YcTtaHoBKa coeuMHeHus, nonyyeHMe JOoCTyna B CETb * Antimalware
* Network Integrity Control (WL)
* Intrusion Detection System
Passegka / CkaHnpoBaHue ceTn, MOUCK YCTPONCTB U Criyx0 * Network Integrity Control (WL)
Discovery Mopbop napons K 06opyaoBaHMIO * Intrusion Detection System
[Mony4eHne KoHdUrypaumm, napaMmeTpoB u cbop Tpadmka * Process Integrity Control (DPI)
ANSA N3y4eHUs 1 NraHMpoBaHNS aTaku
Cyber- 3anucb BpegoHocHowm nporpammel MNJ1K yepes nokanbHoe * PLC Integrity Checker
Physical NnoaKrtoyeHne * Network Integrity Control
Attack 3anncb BpegoHocHom nporpammel [MJ1K no cetun * Intrusion Detection System

N3meHeHue napameTtpa B namatu MNJ1K
MogmeHa napamMeTpoB, KOMaH, B CETEBOM Tpaduke
OTtnpaBka Bpe4OHOCHbIX KoMaHg Ha 1K

(Whitelisting)
Process Integrity Control (DPI)




KICS for Networks

» Software, Virtual or Hardware appliance

» Only passive / monitoring mode

* Mirroring port connection (SPAN)

* In-line connection (TAP)
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KICS for Networks
/ Internet

Direct local
connections

» Inventory network assets and communications

» Detect unauthorized hosts and communications Internal
network
connections

» Detect intrusions (IDS) AN __ -

» Detect critical PLC commands (DPI)

Kaspersky
Security
Center

Control Network

» Control over the technological process parameters (DPI)

SPAN -
>
. KICS for
L

Networks

» Store and provide incident data for investigation




KICS for Networks: Supported Industrial hardware
» Ethernet IEEE 802.3 link protocol SI E M E N S "“ == ==

» Supported controllers and relays:

« Siemens Simatic S7-300 series
« Siemens Simatic S7-400 series

* Siemens SIPROTEC 4 series ROCkWE“
e Schneider Electric Modicom M340 A .' i"
 ABB Relion 670 “ Oma |°“

* Mitsubishi MELSEC-Q
» Devices with the IEC 60870-5-104 protocols
» Devices with the IEC 61850 protocols (MMS, GOOSE)

* Allen-Bradley/ControlLogix 5571 MITSUBISHI SChneider
- GE RX3i, C60, B30 ELECTRIC a Electric

« Emerson Delta —V

* Schneider Electric Modicon M580
« |ED EKRA BE2704/243

* Micom P645

SCHWEITZER
SEJ:-421 SU,-401 U S E ENGINEERING
. ... LABORATORIES

* The list can be extended at the customer’s request




PLC Commands Processing

Manage security policy  Settings Help "~ . ISOCBC%&ECT REQUEST

CONNECT CONFIRM
REJECT
REQUEST NOT FOLIND
WROMNG PACKET SIZE
WRONG PACKET FORMAT
UNKMOWMN COMMAND
PARSING ERROR: LINKNOWN
PARSER: BUFFER MOT WALID
PARSER: EXCEPTION CAUGHT
comm
START PLC
N STOP PLC
~— Name ‘ Contains ‘ Description TRANSFER FROJECT FROM PLC

‘ TRANSFER PROJECT TO PLC
MEMORY CLEAR
INCORRECT PASSWORD
LIST PLC MEMORY BLOCKS
DELETE PLC MEMORY BLOCK
INSERT MEW PLC MEMORY BLOCK
WROMG COMFIGURATION
ERROR CODE
+~ A Process_Interlock_Disabled Responsible for the bulk transportation REQUEST NOT FOUND
RESPONSE AND REQUEST MISMATCH
(e — INCOMPLETE TAG

i - T REGISTER ADDRESS MISMATCH

mmm Device type: [Siemens SIMATI WRONE PACKET S12E
WROMNG PACKET FORMAT
UNKNOWMN COMMAND
UNKMOWMN SUBCOMMAND
PARSING ERROR: LINKNOWN
PARSER: EXCEPTION CAUGHT
PARSER: BUFFER MOT WALID

Process control Configure events Network control

Groups: 0, rules: 6, Lua scripts: 0, devices: 1, tags: 44, monitoring points: 1~ Monitoring points  Exclusions

Process control rules Show groups [Search by rules/scripts

+Add group * A add rule 47 Add Lua script ¥ Remove -~ @

<JJUcfefeelc]c]<]<

<

A4S

‘ A Cycle_completed Process cycle completed

2 Process_start Process start instruction from HMI

A Process_Stop Process stop instruction from HMI

ASESASAS

<

” Device name: [Siemens SIMATIC 57-300
Events: Total: 32 Monitored: 26 Select events

% Protocol: [Siemens S7comm

ASRSA SRR SASAIAS

% Address: IP address: [192.168.0.2 | Port: [102 [ {[Monitoring point [mpoint

~+ Additional address of the device

Traffic: 0 kbps Tags: 0tag/s Network control is disabled, Network Integrity Control events are not registered,

%!- ses @ Kaspersky Industrial CyberSecurity for Ne 2 us

{zAS)

g,% W o 050 PM




PLC Command Detection

Manage security policy  Settings Help KASPERSKYﬁ

A Events: 1000 Events history Frocess parameters Configure settings

Process Integrity Contr

Protocol: S7comm. TRANSFER PROJECT TO PLC command detected

A 18:20:32.351 Process Integrity Contirol:
02-17-2017 Protocol: S7comm. WROMG PACKET FORMAT

A 18:20:32 406 Process Integrity Control:
02-17-2017 Protocol: S7comm. INSERT MEW PLC MEMORY BELOCK command detected

A 18:20:30.167 Process Integrity Contirol:
02-17-2017 Protocol: S7Tcomm. LIST PLC MEMORY BLOCKS command detected

A Eventinfo

Importance Critical
Cate Process Integrity Control TRANSFER PROJECT TO PLC command detected,
o 56804 Protocol: ST7comm

Device: Siemens SIMATIC 57-300

. EEETE Source: MAC address: 00:0c:28:27:0d:1f; IP address: 192,168.0.30; Port: 49182
1820z 32l Dal 2oLy Destination: MAC address: 00:1b:1b:45:5¢:09; IP address: 192.168.0.2; Port: 102
Monitoring peint: mpoint

PLC program changing attempt detected

Event not acknowledged

Acknowledge

Traffic: 1105 kbps  Tags: 139 tagls Network control is disabled, Network Integrity Control events are not registered.

B - =
4% ese M Kaspersky Industrial CyberSecurity for Ne )] ey >1§ ‘ﬂl 06:21 PM




Process Control Rules

Manage security policy  Settings Help KASPERSKY‘E

Process control Configure events Network control Intrusion detection Monitoring

Groups: 0, rules: 6, Lua scripts: 0, devices: 1, tags: 44, monitoring points: 1~ Monitoring points  Exclusions

Process control rules ~| Show groups Devices and tags Show tags: [All -
+Add group ZAdd rule uAdd Lua script ¥ Remove '.:; Import device “ Add device 5 Add tag » Remove
Name Contains Description Name Unit Type Address °
& 457 bool 5.6
A Process_Start Process start instruction from HMI & 4s8 bool 15.7
A Process_Stop Process stop instruction from HMI & Clock int8 M10
A Process_Interlock Disabled Responsible for the bulk transportation & expired bool MZ20.0
A Process_Interlock_Enabled Responsible for the bulk transportation {7 SCADA bit bool M40.3
A DRILLNG_TIME_SETPOINT_OUT_OF_RANGE Drilling time setpoint out of specified range & Drill_time_setp... unsigned int16 M30
& start bool M40.0
& stop bool M40,1
& 1sworking bool M40,2
& Interlock int8 Ma0
&7 ltems_Produced unsigned int16 M13
&7 Total_Drilling_T... unsigned int32 M15

Traffic: 0 kbps Tags: 0tag/s Network control is disabled, Network Integrity Control events are not registered,

% ese M Kaspersky Industrial CyberSecurity for Ne 22 us ) £ }% E 05:28 PM




Process Control Rules

-8 =
Manage security policy Settings Help I(AsPERSKY‘E
Process control Configure events Network control Intrusion detection Monitoring
Groups: 0, rules: 6, Lua scripts: 0, devices: 1, tags: 44, monitoring points: 1~ Monitoring points  Exclusions
Process control rules Show groups |Search by rules/scripts Devices and tags Show tags: [All [ +][search by tags
+Add group *A Add rule 47 Add Lua script ¥ Remove 2 Import device 8 Add device 49 Add tag » Remowve
Name Contains Description Name Unit of measure Type Addre
A Process_Interlock_Disabled Responsible for t... & Interlock ints M80
" | A Process_Interlock_Enabled Responsible for t.., & ltems_Produced unsigred intl6 M13
DRILLING TIME_SETPOINT OUT OF | ¢ Total Drilling_Time unsigned int32 ML5

POINT_OUT_OF RANGE | |Drilling time setpoint out of specified range

x Condition [out of range

[ +][Read and write |
Minimum [Constant [~ | |2 ]

Tag |Dr|||_t\me_setpc|nt

Maximum [Constant | + | [5 |

Traffic: 0 kbps

b ees M Kaspersky Industrial CyberSecurity for Ne

Event [Process control rule viclation: $ruleMame

Code: 4000002900 Importance level: [Critical
Title

[-]

| Process control rule viclation: $ruleMame

Description

Process control rule viclation: $ruleName. Values of tags: $tags.
Source: $source

Destination: sdestination,
Monitoring point: $moniteringPoint.

Alert timeout:

<] Alert regenerate timeout:
3 Add variable c

ndition

Tags: 0tag/s Metwork control is disabled, Network Integrity Control events are not registerad.

v o
3 us ) & % u - 05:26 PM




Process Control Change Detection

KASPERSKY#

Manage security policy  Settings Help

A Events: 1000 Events history Frocess parameters Configure settings

Process Integrity Control:

control rule violation: DRILLING_TIME_SETPOINT_OUT_OF RANGE

A 15:24:14.790  Process Integrity Contirol:
02-20-2017 Protocol: S7comm. REQUEST MOT FOUND

15:24:12.620 Process Integrity Control:
02-20-2017 PROCESS_START_INSTRUCTION_DETECTED at PLC

A 18:22:53.500 Process Integrity Contirol:
02-17-2017 Protocol: STcomm. INCORRECT PASSWORD

A Eventinfo

Importance Critical Desc :
C Process Integrity Control Process control rule vielation: DRILLING_TIME_SETPOINT_OUT_OF_RAMNGE. Values of tags: tag: Drill_time_setpoint, value: &,
: Source: MAC address: 00:0c:29:79:fd:51; IP address: 192.168.0.4; Port: 49193
1D 66812 Destination: MAC address: 00:1b:1b:45:5¢:09; IP address: 192.168.0.2; Port: 102,
T T T T

15:32:48.325 02-20-2017

Parameter value changing attempt detected
Mistakenly or intentionally (can cause product damage)

Acknowledge

Event not acknowledged

Traffic: 38 kbps Tags: 81 tag/s Network control is disabled. Network Integrity Control events are not registered,

&> see (X Attempt to start application Console @ kaspersky Industrial CyberSecurity for Ne g ) &5 >;|l§ ‘ﬂl 03:34 PM
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Network Communication Whitelist / Inventory

(=} X

Manage security policy  Settings Help KAsPERSKY'E

Process control Configure events Network control Intrusion detection Monitoring

Network control: disabled £ Enable Modes: 10, protocols: 6, rules: 7. & Enable learning mode & Delete all rules TCP/UDP port numbers

Client nodes Interactions [Filter | Server nodes
IP address ~MAC address Protocol «Ports IP address «MAC address Ni
M 192.168.6.2 00:0C:29:23:DT7:AE g0 TCP Any e 102 M 197.168.6.2 00:0C:29:23:D7:AE
M 192.168.23.2 00:0C:29:3D:3F:D3 g UDP 138 + 138 192.168.23.2 00:0C:29:30:3F:D3
E 192.168.221.5 00:0C:29:64:06:85 192.168.221.5 00:0C:29:64:D6:85
M 192168.235 00:0C:29:64:06:8F g/ TCP 58012 « 51210 M 192168.235 00:0C:29:64:DE:8F
M j192168.22.2 00:0C:29:88:56:26 g0 TCP 51310 « 51945 ™ loz1l6es.222 00:0C:29:88:5B:26
M 192.168.65 00:0C:29:C4:03:66 g/ TCP 58074 « 52210 M 19216865 00:0C:29:C4 0366
M 1921682205 00:0C:2e:C8: 79118 M 1921682205 00:0C:2eCB79:1E
M 192168225 00:0C:29:C8:79:2F M 192168225 00:0C:28:CB:79:2F
M 192.168.220.10 00:1E:1E:30:A4: AF M 192168.220.10 00:1B:1E:30:A4:AF
M 192168.221.10 00:1B:1B:62:7TA:7A M 192168.221.10 00:1B:1B:62: 7A:TA

n port

Traffic: 0 kbps Tags: 0tag/s Network control is disabled, Network Integrity Control events are not registered,

{‘- ses @ Kaspersky Industrial CyberSecurity for Ne '5"5; us )| &5 % !I < 05:33 PM
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Network Communications Detection

KASPERSKY#

Manage security policy  Settings Help

A Events: 1000 Events history Frocess parameters Configure settings

Network Integrity Control:
n

Unauthorized netwaork tion detected via protocol: TCP

15:44:22.55  Neitwork Integrity Control:
02-20-2017  Unauthorized network interaction deftected via protocol: ICMP

15:44:13.50  Network Integrity Control:
02-20-2017 Unauthorized network interaction detected via protocol: TCP

15:44:13.51  Neiwork Integrity Control:
02-20-2017  Unauthorized network interaction detected via protocol: ICMP

Event info
Important
Network Integrity Control Unauthorized network interaction detected, Protocol: TCP,
: _ Source: MAC address: 00:0C:29:79:FD:51; IP address: 192,168.0.4; Port: 51011,
1D 66867 Destination: MAC address: 00:1B:1B:45:5C:09; IP address: 35.38.134.12; Port: 8080.
15:44:22.54 02-20-2017 Monitoring peint: mpoint,

External network connection detected
Possible botnet C&C server connection

Create network control rule Acknowledge

Event not acknowledged

Traffic: 41 kbps Tags: 314 tag/s

&> see (X Attempt to start application Console @ kaspersky Industrial CyberSecurity for Ne ey >;|l§ ‘§| 03:44 PM



KICS for Nodes: Technological Specifics

» A dedicated set of components [next slide]

» Computational load is reduced

256-512 MB RAM on Windows XP SP2 / XP Embedded EZAEA/D_CSEet\ATDrk_ ———————————————— -

» Monitoring mode 1 !(
] Elssefsor KICS for

» For isolated environment (airgap) Nodes

Kaspersky
& Security
Center

» ICS vendors certification Control Network

PLC PLC




KICS for Nodes

» Application Startup Control
» Device Control

» Antimalware Engine

» Anti-Cryptor

» Wi-Fi network control

Insecure
Remote

) Access

SCADA/DCS Netwo

N

—»i I E- Unalowed

Infected KICS for KICS for Wireless
USB keys Nodes Nodes Kaspersky
& Security
Center
Control Network
PLC PLC
Infected E —_— g T E P
PLC Ioglc= % Nodes

e — PEVAINSEEE

Fieldbus
m] [&] [¢

Fun Malware Ransomware




KICS for Nodes: Supported OS

VVYVVYVV VYV VVVVYVVVVVYVVYVYVVYVVYVYYVYYVYYVYY

Windows XP Professional with SP2 and higher x86;
Windows Vista with SP 2 x86/x64;

Windows 7 Professional x86/x64; E :‘:::c::

Windows 7 Enterprise/Ultimate x86/x64; L Access

Windows 7 Professional with SP1 and higher x86/x64;

Windows 7 Enterprise/Ultimate with SP1 and higher x86/x64;

Windows 8 Pro x86/x64;

Windows 8 Enterprise x86/x64;

Windows 8.1 Pro x86/x64; _—— — — )\ — - — — — — — — — — — — — — — — —
Windows 8.1 Enterprise x86/x64. SCADA/DCS Netwo |

Windows 10 Pro x86/x64; %

Windows 10 Enterprise x86/x64. -] —> <_E- Unalowed

Windows Server 2003 Standard/Enterprise with SP1 and higher x86/x64; Infected P Z'CZ for KiCs for Wireless

Windows Server 2003 Standard/Enterprise with SP2 and higher x86/x64/  USB keys o Nodes . g s
Windows Server 2008 Standard with SP1 and higher; Center

Windows Server 2008 Enterprise with SP1 and higher; Control Network

Windows Server 2008 R2 Standard;
Windows Server 2008 R2 Enterprise;
Windows Server 2008 R2 Standard with SP1;

Windows Server 2008 R2 Enterprise with SP1; Infected E —

Windows Server 2012 x64; PLC Iogic=

Windows Server 2012 R2x64;, o 71 _______
Windows Server 2016. Fieldbus

Windows XP Embedded x86; m

Windows Embedded Standard 7 x86/x64; Fun Malware Ransomware

Windows Embedded 8.1 Industry Pro x86/x64;
Windows Embedded 8.0 Standard x86/x64.



PLC Integrity Check / Attack Detection
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PLC Project Integrity Checker

-

¢l Data for PLC project integrity checks

Data for PLC project

PLC Type: Siemens SIMATIC 57-300 ID:  gp4eFA7L
IP-address: 192.168.0.2 Rack number:
Port: 102 Slot number:

PLC configuration poling interval

1 %min. 0 %s.

Project version to consider as reference for PLC configuration selected:

Description:  CPU model : 6E57 314-1AG 14-0AB0 ; Firmware version : 32.9.9; Serial Mumber : 5 C-C4VAS0002012

PLC project hash
01034bde4c00f6438b03b7c8083db

Reference PLC project receipt date Description

01034bde4c00f6:

General

PLC program
unauthorized

|| changing attempt

Il detected. Locally or

N

\| over the Network

General

[ |
o I PLC project does not match reference project I

Severity: Critical event

Application: Kaspersky Industrial CyberSecurity for Nodes 2.0
Version number: 2,0.0,111

Task name: PLC Project Integrity Check

Device: PCYUE-WINT-64

Group: Qs

20.02.2017 16:14:48

Virtual S

Description:

Controller type: Siemens SIMATIC 57-300. PLC configuration parameters: IP address:
192.168.0.2; port: 102; rack: 0; slot: 2. Description: CPU model : 6ES7 314-1AG14-0AB0 ;

Firmware version : 32.9.9; Serial Number : 5 C-C4VAG0002012, PLC configuration identifier:
3139322e3136382e30223230303130323030303030323030




KICS Integration
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Situational Awareness

NSV-1 System Interface Internal Description [

Reference Solution Monitoring and Analysis Logical Architecture U

3 i : 0 i i : Enterprise (Reference Solution)
NIST Special Publication 1800-7 -
SITUATIONAL AWARENESS A e
G tor
8 =208 > | fostetin | Logheto L] ‘Aggregator ANt AnaNet
For Electric Utilities ) [!Andv-ls‘rooll
Includes Executive Summary (A); Approach, Architecture, and Security Characteristics (B); IC .
and How-To Guides (C) Unidirectional
Event Logs Gateway Evenﬁoqs
Co Asse Physical Access
Jim McCarthy Change (+/-) E‘Lem
Ofis Alexander L&
Sallie Edwards =m.w Access
Don Faatz &
Monitoring Sensors [ 1 | L5
Susan Symington Change
Andre Thibault 4 (+1-)
John Wiltberger
Karen Viani ot icf
A
Event Logs
DRAFT, ICS Data
This publication is available free of charge from: ICSNet ICS Net
https://nccoe.nist.gov/projects/use_cases/situational_awareness.
A
. IT Security
Unidirectional Event Rpt
Gateway
ICS Datal : :ﬁ:wﬂtv
1CS Net .LITOpNa nalys
LI
< : Application
1 1CS Network Monitor & Protection




‘_ e —
7 [ _———

m""“""mm By
| E4Ab BAVUTENEH! k
*EXUﬂMT B HPFMblmﬂEHHUM CETW!

Eﬂgﬂ!iﬂ_ TEM, 47O NP0 B Tl
o Cceg==s) f=ssc=smhE AR |

=
) )
3arpyx,
ary noc:
N0 a Pasovuempo""ee
NPOMbIysp,
1 l

UCNONBIYN COBPEMEHHBIE CUCTEMBb
¥ BUZYANUZALUA KWEEPEEZONACHOCTU

KASPERYKYE

'h Industrial
5 oo A




HocTtyn / Access x ) E?gggeg?y/ Cyber-Physical Attack

Malicious changes of
__ process control logic control logic

“hydraulic surge, equipment
damage, emergency shutdown
Malicious overrides
of process setpoints
Tank overfill / fraud
Malicious changes

of PID parameters
< Equipment overstress/disruption

Malicious changes of
measurement values _/
Tank overfill / fraud

Malicious STOP command
Process out of control

Level Meter

Control Valve
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