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I loT Security Landscape

Root-of-Trust, Strong Authentication, Verification

EEE DNSSEC / DANE
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Smart Devices
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Authentication (verified) *  Authentication (verified) Authentication (verified)
Service discovery / provisioning / pairing *  Encryption *PKI / certificate management
Trusted execution environment *  Message integrity *Trusted execution environment
Network security / firewall *  MitM protection *Network security / firewall
Secure Boot *  DNS spoofing protection *Access control (role based)
loT Device Security Communication Security Cloud Security



loT Developer Survey 2017 KAJPERJKY
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= The Eclipse IoT Working Group, IEEE 10T, AGILE IoT and IoT Council co-sponsored an
online survey to better understand how developers are building 10T solutions.

= The survey was open from February 7 until March 17, 2017.
A total of 713 individuals participated in the survey. Each partner promoted the survey to their
communities through social media and web sites.
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Key Industries / Trends 2016-2017
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middleware

Home automation

Industrial automation

Connected / smart
cities

Energy management

Building automation
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Automotive

Transportation

T 36,4%

T 33,4%

. ECKCECI

.
A 26,1%

T
A 25 504

22, 7%

21,4%
]

9
Wit l

eclipse.org

20,1%

IEEE
Internet of Things

m 2016
m 2017
E Participation of
= other
industries is
growing...

). I

GTLE Tam s n mm



Hardware Components in IoT Solutions KASPERJKY

What hardware components are included in your IoT solution?
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I .
Sensors  Actuators Gateway/ Edge node Camera/ LCD Touch Audio None Other

hub device device video display screen  playback /

capture speaker
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I Security is the N1 loT Developers’ concern

Security

Interoperability
Connectivity

Integration with hardware
Standards

Return on investment (ROI)
Cost

Scalability

Privacy

Performance

Data analytics

Complexity

Maintenance

Certification / conformance
Other

| don't know
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loT Security Technologies

Communication security

48,30/.\
Data encryption [ N 4 3,2%

JSON web token or
similar token formats

Public key infrastructure |GGG °7.2%
OAuth & OpeniD NG 24,39
Over the air update [IIINIGINGNGEGEE 15,59

No security technology is L 0
sed 16,4%

Secure boot G 11,4%

Use of Hardware
0,
Security Module (HSM) I 10,6%

Use of Trusted Platform
0,
Vodules (TP M 10,0%

Don't know | 9,3%

Other M 2,5% Root of Trust (55%)
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TLS/SSL (48,3%)

Encryption (43,2%)

Identity & PKI (51,5%)

LifeCycle (29,5%)
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What can we learn from mobile & apply to l10T?

Lifecycle Securi

Communications Secur

Device Securi trusted softwar
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I loT Security should be integrated

Situation

Applications g
A0 C"f‘/;}

Code Lifecycle Debug
encryption management authentication

Data protection  Rollback
SW  (off-line,runtime) protection

updates
validation  Loaded SW Crvbtosranh
validation YPrography
RNG Persistent trusted storage

Trusted Execution Environment isolation

Most loT developers are not security
experts

Little to no knowledge of hardware

Prior experience in mobile app
development

Time to market & functionality beat security

Strategy

Ease of use requirements on tools & loT
platform providers

Hide complexity of hardware based
security

Provide built-in security functions

Use standard methods and building blocks

ARM
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I How much security you need ? JPER]

ecure Element
éttzick l Security Subsy&L ]
oS
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Hardware isolatedTEE/SP ] ‘

SW & HWAttacks
. * Physical access tode
\

! 36\@ vice

xO 2 — JTAG, Bus, 10 Pins,

TpagauumoHHble TLS/S ] A “Time, money
Software Attacks & Iightweglzgﬁ?ﬁlgrlﬁws' are attacks
* Buffer overflows
* Interrupts
» Malware

‘ Communication Attacks
Man InThe Middle
‘WeakRNG
*Code vulnerabilities

*Trusted Execution Environment / Secure PartitioningMan Secu rity Cost AR
ager



GlobalPlatform Trusted Execution Environment

TEE Client API

Rich 0S

Isolation
from the REE
(rich execution
environment)

Isolation
from other TAs
(trusted
applications)

9 Hardware Platform
<]

HW Keys, Storage, TUI Peripherals
(Screen and Keyboard), Secure Element

HW Secure Resources
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Random
number
generation,
cryptography
and monotonic
time stamps

Trusted
access to
peripherals
(screen, biometrics,
sensors, Secure

Element)

Identification
and binding
of the TEE

Integrity and
confidentiality
protected data

storage

B 2010, nog arngon GlobalPlatform 6b1n1 3anyLweH NpoeKkT
Trusted Execution Environment (TEE). MHuunaTumBa 6bina
3anylleHa B OTBET HA M3MEHEHUS Ha pbiHKE MOBUTBHOCTH:
TpeboBaHuMs kK 6€30MacHOCTU CyLeCTBEHHO BO3POCAN MO
Mepe Toro Kak notpeburenn Havanu Mcnonab3oBaTb
MOBuNbHbIE YCTPOMCTBA A5t GUHAHCOBbLIX M NAATEXHbIX
TpaH3akuuii. KpoMe Toro, no Mmepe pocra norpebneHus
KOHTEHTa (BMAEO, My3blKa) Ha pa3HbIX TUNax yCTPOMCTB,
cTapble MeToAbl 3alnTbl KOHTEHTA OKa3anncb
HeAoCTaTOYHbl. NS 3aWwmThl NPpeEMUanibHOr0 KOHTEHTa ero
Bnajenblbl TpaAMUMOHHO ncnonb3osanu Digital Rights
Management (DRM), Conditional Access (CA) v ap.
nofobHble CXeMbl 4YacTo MCMOAb30BaaN annapaTHo-
YCUNEHHYI0 3alLMTy KOHTEHTA, B TO BPEMS KaK Tenepb OHU
CTOJIKHYJINCb CO CpeaoM rae B3anMOAenCTByeT MHOXECTBC —
pa3HblX areHToB.Kpome Toro, namMeHeHwe nyTen AOCTaBKU E
KoHTeHTa (3G, 4G, Wi-Fi, WiMAX, Bluetooth, NFC)
npeabsBnseT NoBbilWeHHble TpeboBaHna K
KOMMYHUWKaUNOHHbBIM KaHanaM.

GLOBALPLATFORM



Global Platform Trusted Execution Environment

Open to

I any user modification
S (e.g. “Jailbreaking”/ Premium content

TEE became the global standard for embedded security

Protection of

* Payment engine @

» Bank authentication

management
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* Device integrity and

B Sensmve user data

‘ “Rooting”) management » Corporate service

Main OS Environment

APPLICATIONS
TEE Client API
& Windows Phone System

-
\ / Application processor
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Trusted Foundations™
(Trusted Execution Environment OS)

3 Trusted
User
Interface

‘Trusted Execution Environment

Trusted Ul for pin
code entry to
make payment

Secure
Elements

GLOBALPLATFORM
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TEE Platform in action

Merchant Payment

k m @ m Register Account Enter Address Input Card Details Authenticate
zal 15 Seconds... ﬁ 59 Seconds... 78 Seconds... 7 Seconds...
S SR g S ~ ~ \:\:‘-, =R

32 Keystrokes 56 Keystrokes 23 Keystrokes 9 Keystrokes

2.5 Minutes
120 Keystrokes

Select Account
Select Address Enter PIN

1 Second... 6 Seconds...

O: &
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1 Keystroke 5 Keystrokes

7 Seconds
6 Keystrokes




Global Platform TEE Management Framework

security operations

®
protocoks)
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The newly emerging TEE MF standard lays ground to the remotely controlled embedded security

{ Administration |

Administered Device

Server(s) : ' REE TEE
E i (D
[:K Administration Operations Operation
o) Authentlcat'lon or Authorization ' : Rights w0
9
P 5 1 __.__ Envelope
X}, remoteprotocol | %) omds
"""""" : ' | :
: 2 — 11 TEE '
; i TEig:lent < Communication
: r Agent
Operates : Perbrms
service(s) operations
Emits Verifies
authorizations authorizations

The goals of the security model for administrationare:

e to provide means to manage the Trusted Execut
ion Environment (TEE), Security Domains (SD),
and Trusted Applications(TA),

e to ensure the security and the integrity of these e
ntities,

¢ to enable the confidentiality of the data,

e to provide a scalable model allowing deployments
involving a unique Actor or multiple Actors,

e and to enforce the security policy of each Actor w
hile preserving its assets.

To ensure the security and integrity of these entities, th
e TMF code implementation on the device is a Trusted
OS Component (see [TEE Arch]), or composed from a
group of such components. As such it inherits the same
security requirements as other Trusted OS Component
S.
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Kaspersky loT Security Platform - proposal
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Security Operation Center

Gateway

Edge
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@ o Security Services Mngmnt KSN, DPI
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GE) Cloud security services
17 Systems Management
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%) Policy Management

I
u . . . . .
= Lifecycle Security Service Discovery Hypervisor
L Comm Security Provisioning TEE Services
|I-I_J Device Security Pairing O
I

Integrated

Security

Trusted Boot Trusted Channel

Non-TEE 3rd-party TEE

ARM
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Trusted Storage Crypto
KOS TEE KOS TEE + SE
KOS TEE on trusted SoC on trusted SoC




I Platform Roadmap
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Services KL Core Assets Ecosystem

S

£ Anomaly Detecion
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g % Malware Protection
% loT Platform Connectors "
g Trusted Monitoring
£ Lifecycle secuity | | " FirmwareUpdate SN Add-ons 3
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%’ Communication Security
5 Device Security
s System Securlty
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e Integrated Security KOS
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