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Ecosystem extending framework

Tl Sources

Managed Detection
and Response, analysis

D

New threat Adversary

Incident Response,

service reports models model
update
Penetration testing
and Security Assessment,
service reports
& Attack

vectors

MITRE Shield update

matrix analysis

APT research

New findings

Checksufficiency

and efficiency
of ecosystem

NEW ELEMENTS
FOROUR
ECOSYSTEM

Addnew threat
scenariosto portfolio




Ecosystem extending framework 6

March 24, 2021

Kaspersky named a leader in external threat
Intelligence services

Influential research and advisory company Forrester has recognized
Kaspersky as a ‘Leader’ in external threat intelligence services in its ‘'The
Forrester Wave™: External Threat Intelligence Services Q1, 2021 report.




multi-platform coverage

Multi-platform




Kaspersky B2B Security EcoSystem
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OSMP- Deployment model agnostic
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Incident SOC 35425 D =»
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Summary Timeline  Investigation graph ~ MITRE Matrix ~ Alerts 1  Assets 1  Observables 2 Eue +5

Summary

Assignee Ralph Edwards Severity m

Status [new ] Priority Normal

Status reason In progress Created 2019-10-22 12:15:01 by Ralph Edwards

Elapsed reaction time 5mof 2h Updated 2019-10-22 12:16:01 by Ralph Edwards
-

MITRE Tactics TAOOOT Initial Access

a: 1alert
MITRE Techniques T1133 External Remote Services

Dynamic +1for past 24 hours Soustion Invorved CUMA
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Assets affected 1 This rule detects Brute force attempts
Affected entity +1for past 24 hours Detection technology KUMA

Critical entities type and IP:10.69.169.60
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Resource Develo

Description

Successful logon after multiple failed logon attempts.
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