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Intro

What,
if someone can control

The Sun



Solar Power

Kaspersky ICS-CERT
found a vulnerability in a product
for solar power generation

Current status:
Vendor working on Patch



Solar Power

How is the European Grid working?

A small introduction and what has
this to do with the vulnerability



The Grid

entso@

Interconnected network
'| ~of Continental Europe

Interconnected Network of continental Europe (entso-e) https://www.entsoe.eu/data/map/downloads/



50 hertz

50 Hertz is the base frequency in Europe Grid

N

Production Side: 7o) Production Side:

Power plants industry
Wind houses
Solar EV

Picture: (https://www.swissgrid.ch/de/home/operation/regulation/grid-stability.html)



50 hertz UCTE OH - Policy 1: Load-Freguency Control - Final Version (approved by SC on 19 March 2009) RPi-2
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Figure 2: Control scheme and actions starting with the system frequency

Picture: (https:/ /eepublicdownloads.entsoe.eu/ clean-documents/ pre2015/publications/ ce /oh/Policy1_finalpdf)



Frequency

51,5Hz
50,2Hz
50,1Hz
50,0Hz
49.9Hz
49.8Hz
49,2 Hz
49,0 Hz
48,8 Hz
48,6 Hz
48,4 Hz
475 Hz

grid frequency levels

Action load sum

all renewable energy disconnected from grid 100%

starting of demand side management renewable energy

no action

Baseline

no action

immediately activating +control power & load shedding of pumps (t<10s)
direct load shedding of storage pumps

load shedding LEVEL 1,ca.12,5 % ca. 125 %
load shedding LEVEL 2,ca.12,5 % ca.25,0%
load shedding LEVEL 3, ca.12,5 % ca.375%

load sheddini LEVEL 4,ca.12,5 % ca. 50,0 %

10

activation

automatic
automatic

manual/automatic
automatic
automatic
automatic
automatic
automatic
automatic



