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What is a bug bounty? 



What is that
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You hack – they pay



Who pays

Kaspersky Industrial Cybersecurity Conference 2019

You Vendor

You Platform+Vendor



Quick statistics. Platforms
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Hackerone: 340+

Bugcrowd: 950+

The average bounty for critical issues rose to more than $2,000

From HackerOne’s inception in 2012 through June 2018, organizations have awarded 

hackers over $31 million

$11.7 million in bug bounties was awarded in 2017 alone



Quick statistics. Vendors
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Microsoft: Up to $300 000 (Azure); up to $250 000 (Hyper-V)

Intel: Up to $100 000 (Intel firmware)

Kaspersky: Up to $100 000 

Google: Up to $150 000 (exploit chains that can compromise a Chromebook or Chromebox 

with persistence in guest mode) 



ICS Bug Bounties



ICS Bug Bounty
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THERE WAS THE ONLY ONE: 

https://www.integraxor.com/integraxor-hmi-scada-bug-bounty-program/



ICS Bug Bounty
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Statistics
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415 (2018), US ICS-CERT stats



The bug was born!
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Bug Bounty
In-house 

research

External

Service Provider
Exploit Brokers



Stop factors



Reason 1: “That’s too expensive for us”
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IT

DOS – $500

XSS – $250 – $1000

SQLi – $2 000 - $6 000

Information disclosure – up to $20 000

RCE – $4 000 - $25 000

XXE – $500 - 10 000

Path traversal – $5 000 - $12 000

OT 

(MY IMAGINARY NUMBERS)

DOS – $1 000

XSS – $250

SQLi – $2 000

Information disclosure – $5 000

RCE – $5 000

XXE – $2 000

Path traversal – $3 000



Reason 1: “That’s too expensive for us”
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Approximate payouts per company

Average number of vulnerabilities – 17 (from top 20 vendors; KL ICS CERT Statistics based 

on US ICS-CERT information)

One vendor – 40 vulnerabilities

RCE – 5 – $25 000

DOS - 29 ~ $29 000

Certificate validation – 1 - $1 500

XSS – 2 - $500

Missing Authentication (leads to DoS) – 1 - $1 000

Path traversal – 1 - $3 000

LPE – 1 – $3 000

Total: $63 000



Reason 2: Maturity problem
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Denial, anger, bargaining, depression, acceptance – we see all the stages (ZN talk 2018)

Only several vendors have established processes how to deal with external vulnerability reports

Smaller amount know how to push R&D teams to release fix faster

Difficult to track third-party/open source code usage and vulnerabilities

Vulnerable third-party/open source code is hard to fix for all versions. Sometimes almost impossible



Reason 3: In-house research challenge
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Vendor thinks that’s enough 

Early bug discovery



Reason 4: “Oh, we have an external security team”
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It’s more convenient

It’s more confidential



Counter arguments



Counter arguments
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Factor Counter argument

Too expensive Yes, that might be expensive. But depends on vendor

Maturity The sleeping fox catches no chickens

In-house research challenge Challenge to build a strong offensive team

Offensive in-house research is based on the 

methodology agreed with R&D

Established relationship with one external security 

team

Expensive

Limited time and scope

Blurred eyes (better to have rotation)



Bug bounty arguments
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Motivation to build internal processes

Opportunity to enhance internal security team 

by improving skills and techniques

Increasing level of trust to your product

Making your product more secure

Making this world safer place 



From Fantasy to Reality



From Fantasy to Reality
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A good start – private invite-only bug bounty 

for a limited number of products. 

Inviting security companies?



Thank you!
Vladimir Dashchenko (@VDashchenko)

Kaspersky ICS CERT

Ics-cert.kaspersky.com


