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Contrasted

gaps

Common Solutions in a Global OT 

Environment

UNAWARENESS, LACK OF TRAINING & 

QUALIFICATION

INDUSTRIAL CYBERSECURITY 

RESPONSIBLE

CIBERSECURITY IN NEW PROYECTS

INCIDENT INFORMATION SHARING

REGULATIONS, NORMS & STANDARDS



UNAWARENESS, 
LACK OF 
TRAINING & 
QUALIFICATION



?

ASSETS



IF YOU DON’T KNOW 
WHAT YOU’VE GOT…

HOW CAN YOU 
PROTECT IT?



NO

DIAGNOSIS



217 

organizations

Our participants



33%
Have not carry out a risk assessment



63.500

Industrial

organizations

700.000

employees
33%





VULNERABILITIES
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20% 25% 30% 35% 40% 45%

Incident response management; 38%



6% 8% 10% 12% 14% 16% 18%



NO

INTEGRATION



30%
Have not defined an incident procedure



Electricity, water, oil & gas

A cyber incident response process has 

been defined, implemented and tested 50%



Electricity, water, oil & gas

A cyber incident response 

process is being defined 33%



Electricity, water, oil & gas

Cyber incident response is reactive 17%



17%
CYBER INCIDENT RESPONSE IS REACTIVE



8.529
Infrastructures

215.739 
Employees
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0% 20% 40% 60% 80% 100%

Fairly well aware

19%

Have an average 
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36%

Very little 

awareness

37%

I don't know

9%19% 37%
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PLEASE,

work on

awareness, 

training, and 

qualifications
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CYBERSECURITY 
IN NEW 
PROJECTS



IMPACT

• Performance

• Deployment

• Budget

EXISTANCE

• Industrial 
technology

• Providers

• Law or
standard

VALIDATION PROFESSIONALS



Design phase
requirements

Completely; 
19,95%

At a basic 
level; 

48,55%

Never; 
20,34%

I don't know; 
11,17%
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RESPONSIBLE



COMMITMENT

CONSEQUENCES

LACK OF STRATEGIC 
ALIGMENT

LACK OF SUPPORT

LACK OF LEADERSHIP

WITHOUT THE INDUSTRIAL CYBERSECURITY RESPONSIBLE



LEADERSHIP TEAM

RESPONSIBLE FOR 
BUYING

HAVE NOT DEFINED 
INCIDENT PROCESS

ONLY BASIC 
CYBERSECURITY 

REQUIREMENTS IN NEW 
PROJECTS

HAVE NOT CARRY OUT 
A RISK ASSESSTEMENT

CHARACTIRIZATION

WITHOUT THE INDUSTRIAL CYBERSECURITY RESPONSIBLE
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INCIDENT 
INFORMATION 
SHARING



We all are in the same boat…
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Incident notification 
systems 

• Incident notification 
systems implemented by 
the states 

• Teams need also to get 
prepare

Cybersecurity 

exercises

• Attacker & Defense point 

of view

• Theory and reality are not 

always the same

Sharing Platform of 
Industrial Cybersecurity 
Incident Information

• Incident scenario

• Incident full characterization

• Incident treatment

• EMPOWERMENT TEAMS



REGULATIONS, 
NORMS & 
STANDARDS



Do not start
the house
from the roof



30%
DO NOT USE ANY NORMS & STANDARDS



ISO 27001; 42%
PERSONAL DATA 

PROTECTION; 34%
NONE; 30%

CRITICAL 
INFRASTRUCTURE 

PROTECTION LAW; 16%



But they are 
not enough



Proactive measuresDisinformation

&

Uncertainty

Reactive measuresControl actions based on

analisys of malicious activity

Learning algorithms

&

Model training

Anticipative measures



Initiatives

Kaspersky Industrial Cybersecurity Conference 2019



CCI INITIATIVES

UNAWARENESS, 
LACK OF TRAINING 
& QUALIFICATION

INDUSTRIAL 
CYBERSECURITY 

RESPONSIBLE

CIBERSECURITY IN 
NEW PROYECTS

INCIDENT 
INFORMATION 

SHARING

REGULATIONS, 
NORMS & 

STANDARDS

TECHNICAL 

PLATFORM OF 

INDUSTRIAL

CYBERSECURITY

REQUIREMENTS

EVENTS  &

TEAMS &

INDUSTRIAL

CYBERSECURITY

SCHOOL

GUIDE  &

CREDENTIALS &

INDUSTRIAL

CYBERSECURITY

SCHOOL

INDUSTRIAL

CYBERSECURITY

INCIDENT 

INFORMATION 

SHARING

PLATFORM

ICMS,

INDUSTRIAL

CYBERSECURITY

SCHOOL,

EUROPEAN LAW 
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PLEASE,

BUILD TEAM

THAT, NEVER 

FAILS

Rumba chiva bus



Cybersecurity grows, 
as it grows the team trust
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THAT’S ALL

THANK YOU

;-)

www.cci-es.org
susana.asensio@cci-es.org

http://www.cci-es.org/

