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Benefits of the connected car
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Example Connected Powertrain
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Public

Accident free driving

active safety functions e.g. emergency braking, lane keeping

assistant

Driver relief and comfort functions
e.g. parking assistant, adaptive cruise control

Connectivity

e.g. smart phone interaction, real time traffic information,

car2x, cloud computing

Fuel/energy efficiency
e.g. EV driving range, predictive fuel saving

Operating cost: Driver substitution as TCO argument
at mainly transport & shared mobility business
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Safety and Security -
Common, yet Different
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SECURITY SAFETY
Protect the system Protect human
against human beings against the
beings system
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Both Safety and Security are companions in the automotive world!
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AVL &

Functional Safety
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The Big Picture of Safety

Safety Domains

Vehiclesafety B - High Voltage Safety of Use
A | 3 (HV) s
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Safety through . Safety by design
Safety shortly reIiabIquncti?)ns Safety by Safetyin customer (meych;nicalg
before, during and in SW and protecting against use (intended / electrical !
after a crash - high voltage foreseeable abuse - !
electronicHW g g ) chemical,...)
Turn off the HV-system Measures for monitoring Avoiding contact with Instructions for use and The mechanism assembly
when it recognizes the and plausibility check of voltage leading parts cautionary concepts is designed so that the
crash the driver demand M f itori (engine sign on parking pawl tooth
. against the wheel torque €asures Tor monitoring dashboard. collides and overrides the
Airbag protects the HV system arkin ear teeth
occupantsin case of an Measures to protect E’ratch?atg) until a safe
crash. unintended engine starts

engagement speed for

(Start-Stop) the vehicle is reached
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International Functional Safety Standards

Development can be safety-related in several industries...

[railway] B : [aerospace]
EN 5012x : . - DO-254
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IEC 60880 -

[process ,
plant] 7
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. Functional safety

of electrical / ' ISO 26262
ISO 25119 electronic / 1-9
ISO 15998 programmable
electronic safety-
related systems

IEC/DIN EN 61508
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Functional Safety Development Lifecycle
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Concept System development
A A

Release,
Safety

FS - Project Management and Supporting activities Case
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Functional Safety for ADAS/AD systems
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AVL &5

Automotive CyberSecurity
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Why Automotive Security?

bSO . Serch h nternational edition - LIST THREATS ~ CATEGORIES ~ TAGS ~ ENCYCLOPEDIA STATISTICS
C

Sport Culture Lifestyle Morev Gu dlan

»ldevelopment Football Tech Business Environment Obituaries ‘:'—_'_j\.:l

Team of hackers take remote control of MObl le a P pS d nd stea li ng a con neCted

Tesla Model S from 12 miles away car

oh
""""""""""" By Mikhail Kuzin, Victor Chebyshev on February 16, 2017. 10:27 pm
Cybersecurity

Tesla Offers a Model 3 as ‘Bug Bounty’ for ¥ WIBEEE ADeep Flawin Your Car Lets Hackers Shut Down Safety Features

Anyone Who Can Hack Into It A DEEP FLAW IN YOUR GAR LETS
HACRERS SHUT DOWN SAFETY e s T
Ik FEATURES |

NEWS SHARE HACKERS

H Video World UK E-us.ines Tech Science Siories REMOTELY K]LL A
Nissan Leaf electric cars hack JEEP ON THE
vulnerability disclosed HIGHWAY—WITH
ME IN IT

The Car Connection

New Cars ~ Used Cars ~ Research - Videos

EDEH

9 popular Android car apps vulnerable to hackers, putting owners at risk
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Why Automotive Security?
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In addition to the threats in IT Security,
Automotlve Cyber Securlty also has the goal of av0|d|ng safety hazards
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Remote Key
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Exéntlplg 1 - the ’"'c'o'6|:1'erati.\_/e highway-assistant (vehicle level):
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.

Hazard and__.Risk“AnaIysis must consider:
unintended loss of braking function

unintended strong braking without real cause in high
speed
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Security threats as subject on
safety requirements 2/3

"'Exérﬁp 2 < {hé co‘iﬁmunlcatlon morrrtorlng (control system level):
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Security threats as subject on
safety requirements 3/3
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Knowledg'e about structure of flash integrity check opens the download of changed SW safety functions
(e. g Feactlvated"torque monitoring for power tuning)
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~ e e i =
G’M eyxentams a'}l,setups of code, data and configuration of safety monitoring

ﬂam ng/ﬂmsjﬁce eﬂu ér  me et ROM |ntegr|ty with ASIL D, but weak for security purposes
(Low ,,encrlptlo‘n‘/s;apd, CRC) .
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Automotive Security
Engineering Steps

"%

= Attacker Models = Requirements = Secure Coding and = Vulnerability Scan = Vulnerability

» Threat Analysis Engineering HW Design & Assessment Database

» Risk Assessment » Functional Security = Security = Functional Security » Variant
Concept Mechanisms Testing Management

= Technical Security = Secure Operating = Penetration Testing = Incident Response
Concept Systems and Management
Configurations = Security Updates
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Partnership of AVL with Kaspersky Lab

AVL 3

kaspersiky
SOFTWARE AND FUNCTIONS
= Leading Company in automotive » Leading Company for IT and Cyber
embedded SW Security
= Various SOP projects = 270.000 corporate clients worldwide
= Deep Functional Safety and Diagnostics » Defending against ~323.000 attacks

Know-how daily

L Detecting Avoiding
Software & - Malware
o
Degradation / Authentication F&:mréléi;gal
Reconfiguration / Autorization Safety
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Cybersecurity on vehicle level

Development of security-related architecture and allocation of security
requirements to the components: /-\\
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Security measures on
system

level of operating

Application 1 Application 2 Application 3

Application ... Application n

L] L] ] ™ L]
Memory Communication Other System
Services Services Services
@ KasperskyQ5s
Kaspersky I/O Hardware Complex
Security System Abstraction Drivers
c . Memory Communication Onboard
'ﬁ';:’“,’“""" Hardware Hardware Device
VISEs Abstraction Abstraction Abstraction

Microcontroller

Communication

Drivers

Microcontroller
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Conclusion ?
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ehicle features require connectivity
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 + Vehicle features require safety

AVL Powertrain & Vehicle Engineering. |8
Designing the Future with You. |

N
- S

- " - —
- «

- -
T —— E—

— N

A9

Safety, availability and privacy require
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