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CnyouHr F§HCC

HoBas yrpo3a AN KpUTUYeCcKon HPPaCTPYKTYpb!



MpumeHeHue NMHCC B KpuTHyeckon MHPpPaCTPyKType

Bpemsa

RoopAauHaThbl

ABMaLMA

- CMCTEMA MHCTPYMeHTanbHOM nocaakm GBAS landing system

- yNpaB/aeHne BO3AyLHbIM ABuxKeHnem ADS-B

MopcKowm TpaHCnopT

- CUCTeMa aBTOMATMYECKON MAEHTUPUKaumm AlS

KenesHoa0POKHbIM TPAHCMOPT

- CNCTeMbl aBTOBEAEHUA

Ha3eMHbI TpaHCcOopT

- MNnaTtoH

- 9PA-TMOHACC

- CUCTEMbI KOHTPOAA TPAHCMOPTUPOBKM OMaCHbIX rPy30B
- Self Driving Cars

Banku, bupsxkun (HFT)

- BCE TPAH3aKUMM A0/IKHbI ObITb MAapPKMPOBaHbl METKOM
BpemeHun B cootsetctBumn MIFID Il 1 SEC 613

CoToBas CBA3b

- 5G TpebdyeT becnpeueaeHTHO BbICOKOM TOYHOCTM
BpemeHn 60 Hc.

LindpoBoe TenesnaeHbe

- nepeaaTynkm DVB-T TpebytoT BbICOKYHD TOYHOCTb
CUHXPOHM3ALMMU

CucTeMbl Nepeadm sNeKTPosHepPrnm

- Ana 6aNaHCUPOBKM CUCTEMbI HEOOXOAMMBI TOYHbIE
n3amepeHuns Gasbl 1 YacTOThl
- YMHble MOACTaHLMN

LOA
OnepaTtopbl ra3o-HedpTe NPOBOAOB
ABTOMaTUYECKME CUCTEMbI YNpaBaeHua



AHanus PbiHKa cUctem CUHXPOHU3aLUUN BpEMEHMU

Konnyectso exxeroaHo NnpoJaBaeMbIX CEPBEPOB BPEMEHU MO OTPACAAM B TbiICAYaX e ANHNL],

500
pm BF

CoToBas cBA3b

loT/Small cells

400 m N -

- - Pagmnocsasb
300 = B Tenedonms
- B Ganku
200 B CnyTHuKoBaA
CBA3b
100 B Nepepava
3N1IeKTPO3HEPTUH
1 H B B B B R R B B B
2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 Bl cvpxv

2,9M cepBepoB BpemeHUn K KoHuy 2021

[JaHHble n3 otyeTa EBponeinckoro Kocmuueckoro AreHctea “Time & Synchronisation User Needs and Requirements”



Yrpo3bl THCC

- reHepaums wyma ans 610KMPOBaAHNA CUIHANOB - reHepaumsa ¢ernkosbix curHanos MHCC
- OTHOCUTEeNbHO He3onaceH ANA CEPBEPOB BPEMEHU - cepBsep BpemeHu yepes 15c capuraet
- MNPOCTO AETEKTMPOBATb - MHOXeCTBO pPa3HbIX CLLlEHapMeB aTakM



Mouemy cenyac?

$319.95

HackRF One Software Defined
Radio (SDR) & ANT500
Antenna Bundle

v29

$3199%

$198.50

ANALOG DEVICES ADALM-
Pluto SDR Software Defined

Radio Active Learning Module
PlutoSDR

$19850

$346.29

LimeSDR Flexible, Next-
generation, Open Source

Software Defined Radio
USB 3.0 100 kHz - 3.8 GHz

{7 v 523

$346%

$480

bladeRF 2.0 micro xA4, 47MHz to
6GHz frequency range, 61.44MHz
sampling rate, 2x2 MIMO
channels USB 3.0 SuperSpeed
Software Defined Radio.

17

$480



THCC cnyduHr B aHTUAPOH cUCTEeMmaXx
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CueHapuum atak. GPS cnyduHr ¢ HackRF One

o0 Qs

gps-sdr-sim HackRF One CepBep BpeMeHMU
CtonmocTb atakm— 320USD 3almTa — ncnonb3osaTtb MybTU-I HCC npnemHmkm

Bpema atakm —oT 15 cekyHA, A0 5 MUHYT [leTeKTMpoBaTb Ha YPOBHE CUCTEMBbI Nerko



CueHapuu atak. THCC cnyduHr ¢ HackRF One u gxxamepom

GNSS Jammer

go® @) e,

axo

gps-sdr-sim HackRF One CepBep BpeMeHHU

CronumocTtb aTakm— 320+ 150 USD 3aWMTbl HA YPOBHE TalM CepBepa HeT
Bpema atakm —oT 15 cekyHA, A0 5 MUHYT [leTeKTMpoBaTb Ha YPOBHE CUCTEMBbI Nerko



HackRF One + Android Phone + GNSS Jammer = Multi-GNSS Spoofer




Ycunurteno + Halnpas/sieHHaA aHTEHHa

RF Microwave Power Hyperl_OG® 7025

r 10W
€199.95°
US $291.19

US $3.32 Bam kynoH /4 Addable options

Quantity:
1 - 9 pie ) » :
» P Add to Cart
Free Shipping =

to Belarus via AliExpt

- Only a single broadband antenna for the complete frequ
700MHz up to 2,5GHz

- Optimal for usage with spectrum analysers for EMC mej
= Incl. high-tech radom with modern, appealing design

- Freely alignable polarisation

- Calibration data can be saved to an IC on the antenna al
- Excellent forward/backward ratio

- Excellent symmetry of radiation patterns

- Integrated 1/4" tripod socket

- Suitable for mobile use

- Suitable for outdoor installation

- Directional

- Robust design

75-Day Buyer Prc
Money back guar:

BbixoaHaa mowHocTb 10 BT KoadppuumneHT ycunenmsa 4 ab



CueHapuu atak. THCC cnyduHr ¢ HackRF One, pxXamepom un ycunutenem

GNSS Jammer @ a:feiia

1o = _

gps-sdr-sim HackRF One CepBep BpeMeHMU

CtonmocTb aTakm— 1k USD [leTekTnpoBaTb Ha YPOBHE CUCTEMbI HEBO3MOXHO,
Bpema atakm —oT 15 cekyHA, A0 5 MUHYT ecnu byayT NOKPbITbl BCE CEPBEPA BPEMEHM



CueHapuum ataK. THCC cnypuHr c cuHxpoHusaumeun. KorepeHTHana aTtaKka

GNSS Jammer o @ a:f;,f,a

)<
D> )

Receiver Custom app HackRF One CepBep BpeMeH#U

®

3alMTa — CUCTEMbI AETEKTMPOBAHMA CNYPUHIA C aHANM30M
NPOCTPAHCTBEHHbIX XaPAKTEPUCTUKM + aNbTEPHATUBHbIN
MCTOYHMK PNT.

CtommocTb aTakm — 1k\50k USD
BpemAa aTakm — MTHOBEHHO



Tunbl CnydpuHra

COUNTERFEIT SIGNAL

_

40-50dB

(*All canstellations
will be blocked)

ORIGINAL SIGNAL

N o .

CORRELATION




Otyet C4ADS o cnydpuHre B Poccuun n Cupun “ABOVE US ONLY STARS”

C ¢peBpana 2016 no HoAabpb 2018 obHapy:keHo 9883 nHumnaeHTta c 1311 cyaamum

AIS Path History for Vessels

Affected by Spoofed GNSS Signals
June 22, 2017

Spoofed Vessel Location
(Gelendzhik Airport)

Actual Vessel
Location

https://www.c4reports.org/aboveusonlystars



[Nekabpb 2019. depmep ¢ nomouwbio NTHCC axamepa 3awwmiianca ot 4pPOHOB

B South ChinaMorning Post SUBSCRIBE Q

People & Culture

i China flight systems jammed by pig farm’s African swine fever
o] defences

» Reports of criminal gangs using drones to spread infection led to installation of jamming device

+ Unauthorised equipment interfered with navigation systems of planes flying overhead

g Mandy Zuo | +FoLLow |

TOP PICKS 2.4k
How Lever Style E
chairman Stanley °
Szeto learned from
past mistakes to thrive
in his industry @
In Partnership With:
Withers HK e
VR

Post
News D

https://www.scmp.com/news/china/society/article/3042991/china-flight-systems-jammed-pig-farms-african-swine-fever



AOekabpb 2019. CnyduHr B nopty LLIaHxan
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Chinese GPS spoofing circles could hide gunover the passiEs
Iran OII Shipments Spirent PNT test tools
December 17, 2019 - By Dana Goward Est. reading time: 2 minutes |:J ,/y

“GPS spoofing circles” have been discovered at 20 locations along the Dep}éy your products faster
Chinese coast, according to the non-profit environmental group streamline innovation

Skytruth. Of the locations observed, 16 were oil terminals; the others

were corporate and government offices. Fastest update rate

- & lowest latency give you

GPS spoofmg in Shanghal that resulted in reported posmons from ships,

https://www.gpsworld. com/chlnese -gps-spoofing- C|rcles could-hide-iran-oil- shlpments/



Ausapb 2020. B 85% Kpaxk asToTpaHcnopTa B MeKcuke ucnonosyerca FrHCC axkamuHr

< EL ECONOMISTA -

TOKYO 2020 ANUNCIATE SUSCRIBETE
El Economista > Empresas

TELECOMUNICACIONES

Axkuus no 30 cenrabps

Ley anti-jammer, que prohibe los o
bloqueadores de video, voz y bt
datos, entra en vigor este sabado

Este sabado 25 de enero de 2020 entrara en vigor una reforma a diversos articulos de la Ley
Federal de Telecomunicaciones y del Codigo Penal Federal, que tiene el objetivo de reducir los
delitos cometidos con el uso de aparatos que bloquean las comunicaciones inalambricas.

0. . QO©  MASPOPULARES

NPEeMManbHbIA NaKeT
cepsucos Becnnario

G N i - 2 e
| iViolencia sexual! iNgeS#™
no!

Los hogares ricos se
beneficiaron mas de los
apoyos sociales; la politica no

P W & ! ! es progresiva ni interseccional
- : /
Sl = / /! . . ) Por Ana Karen Gareia Hace 1 hora
— ‘ L, HAN \3 ==\ La radio de religion se

https://www.eleconomista.com.mx/empresas/Ley-anti-jammer-que-prohibe-los-bloqueadores-de-video-voz-y-datos-entra-en-vigor-este-sabado-20200124-0053.html



ABryct 2020. Kutarckue pbibaku nogaenbiBasivu CBOU KOOpPAUHATHI

stuff = environment Login

Chinese vessels off Galapagos ‘cloaking' in

New Zealand o Missed a

New Zealand

0O OO0 student loan

repayment?

s, S

8 Wecanhelp §
N\ i . d
Find out how

0

ALJAZEERA

most popular

1 oGiid

d-19: Health staff able 10

Trustworthy, accurate and reliable news stories are more important now
than ever. Support our newsrooms by making a contribution.

A fleet of Chinese “ghost ships” were falsely reporting their location within
New Zealand waters while they fished off the Galapagos Islands.

https://www.stuff.co.nz/environment/122339295/chinese-vessels-off-galapagos-cloaking-in-new-zealand



Hoabpb 2020. MopcKaa agmuHuctpauma CLUA npeaynpexaaert, uto ¢ npobaemni c THCC, Tenepb

CTaHAapPTHAA CUTYaLMA Ha KOMMepUYecKux peircax mexay CLUA, EBponou u BanxXHmum BoctoKom.

Fu R T u N E RANKINGS v MAGAZINE  NEWSLETTERS  PODCASTS COVID-19  MORE v SEARCH SIGN IN Subscribe Now

Most Popular
‘Nasdaq I Investors continue to buy into the As Bitcoin soars to near $50,000, Why it's taking so long to get COVID
b L S techrally, lifting global markets Elon Musk’s profit jumps by 250% vaccines for kids under 12
Z - . |
TECH - GPS

Planes continue to fly into a GPS dark hole
over the Mediterranean, puzzling experts

5Y KATHERINE DUNN

GPS: The Evolution of Mapping Software

G lobal

Pasitioning
Satellite

Related Articles

Sudoku creator and

Nikoli CEO Maki Kaji
dies after life spreading ’
the joy of puzzles aﬂ b

https://fortune.com/2020/11/01/planes-ships-gps-mediterranean-russia-syria-north-korea/



MwuHcK. CTaTUCTUKA duHry 3a Asrycr 20
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LOGOUT

MockBa. Ctatuctuka no cnyduHry 3a 25 Asrycra 2021

MAP SETTING
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MockBa. UHUMAEHT 2.5 MUHYTDI
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KpacHopap. 30 yacos cnyduHra 3a AoBoe CyTOK
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KpacHopap. 30 yacos cnyduHra 3a AoBoe CyTOK
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KpacHopap. 30 yacos cnyduHra 3a AoBoe CyTOK

GP-CLOUD
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Perynauuun B CLLUA. PeBpanb 2020. NMpukas Tpamna 13905

“Strengthening National Resilience Through Responsible Use of Positioning, Navigation, and
Timing (PNT) Services”

Sec. 4. Implementation. (a) Within 1 year of the date of this order, the
Secretary of Commerce, in coordination with the heads of SSAs and in
consultation, as appropriate, with the private sector, shall develop and make
available, to at least the appropriate agencies and private sector users, PNT
profiles. The PNT profiles will enable the public and private sectors to identify
systems, networks, and assets dependent on PNT services; identify appropriate
PNT services; detect the disruption and manipulation of PNT services; and
manage the associated risks to the systems, networks, and assets dependent on
PNT services. Once made available, the PNT profiles shall be reviewed every 2
years and, as necessary, updated.



Perynauuu B CLLA. lekabpb 2020. Department of Homeland Security

“Resilient Positioning, Navigation, and Timing (PNT) Conformance Framework”

° Level 1

- BOCCTaHOBAEHMe cuctembl PNT ¢ nomMolLbto py4HOro cobpoca (nocne ycTpaHeHuna npuymH cbos — cnyduHra)

° Level 2

- cuctema PNT Jo/1KHA MMETb HECKOIbKO MCTOYHUKOB AaHHbIX (Hanpumep, GPS 1 nHepumanbHy0 CUCTEMY HaBUraumm)
- cUCcTeMa J0/1KHa onpeaensaTb Haaundme cnyduHra 1 OTKAYaTb CKOMNPOMETUPOBAHHbIA UCTOYHMK.
- pa3pelaeTcs HEHOPMMPOBAHHAA Aerpajalns ToOYHOCTM onpedenenna PNT npu Bo3aencTBum cnyduHra

° Level 3

- pa3pewaeTca HOpMmMpoBaHHaA derpadauna TOMHOCTU Mo, Cﬂyq)MHFON\

° Level4

- HaZIM4yme MHOMecTBa MCTOYHMKOB PNT
- TpebyeTca coxpaHeHne NPon3BOANTENBHOCTU M TOYHOCTM B MPUCYTCTBMU CNYPUHTa


https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework

Perynauuu B CLUA. PeBpanb 2021. NIST

“Foundational PNT Profile: Applying the Cybersecurity Framework for the Responsible Use of
Positioning, Navigation, and Timing (PNT) Services”

* Uenwn:
- NAEHTUOMKALMA CUCTEM 3aBUCALLMX OT cepBmncos PNT
- BblI6Op McTouHMKoB PNT
- JETEKTUPOBAHME WUCKAXKEHUN N MaHUnynaumm PNT
- YNpaB/eHne PUCKamm

* TpeboBaHwusa, cBsa3aHHble ¢ [HCC cnydpmnHrom

- ummuTaums THCC cnydumHra (M apyrmux abdekTos, cHMKaoWmMx TodHocTb PNT) Ans TeCTUPOBAHUA NPUEMHMKA\CUCTEMDI
- AETEKTMPOBAHME, KnacCuduKauma, TOrMpPoOBaHME M MOCTaHAAM3 aHOMANAMM B AaHHbIX PNT

- aHanu3 ToyHocTu\Kavectesa PNT

- onpeaenerHne CTaTUCTUKM MHUMAEHTOB

- aHa/IM3 MeToZa aTaKu

- aHanmM3 cnekTpa B nosocax NHCC

- TOKaNM3auUmMa MCTOYHMKA cnyduHra
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Cnacubo 3a BHUMaHUe

bopoabKko MaKkcum
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