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BunsHec-pesynbTar

YBepeHHas
AecaTU3Ha4vHas
BblpyuYKa

350 npombILLIEHHbIX 3aKa34NKOB

250 ceTeln 3aWlMLLEHO

4x noBblweHne 3P PEeKTNBHOCTU
KaHanbHoro 6usHeca



Me>xayHapogHbie 3akasbl

4%
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® Europe = China

LatAm

APAC

= META
NA+ANZ

Fno6anbHoe npucyTcTBUe
KoHKypeHuuns ¢ HoCTpaHHbIMIN
peLueHnaMn MOTUBNPYET
passutue

MepcnekTuebl
MoTeHuman passutuns
9KCMOPTHOro KaHanbHOro
6nsHeca

MapTHépckas ceTb
CunbHbIV NApTHEP — B LEHTPE
Ka>kporo ycnexa



PeanusoBaHHble npoeKTbI

i“; POCCETH

CEBEPO-3ANAQ

2% CeTeBas
@ KomMmnaHua

SIEMENS

WATERFALL

Stronger Than Firewalls

Mouemy BbiGupaioT KICS?

KavecTBO M nonHoTa
peannsauumn 3awmThbl

HesHauuTenbHoe BnnsiHne
Ha 3almLaemMblie YCTpOMNCTBa

Bbicokas coBMmecTUMOCTb

Ypno6cTBO MNpocToTa
aKcnyaTauium i MHTerpaumn

Ceptundukauma ®CTIK n

®CBb, Hannume B peecTpe
oteyecTtBeHHoro 10



Ananntukm npo KICS

FORRESTER

1 BosepaTt uHsecTnumii
coctaBun 135% ot BHeapeHns
KICS for Networks n 368% KICS
BE Kaspersky yaoctoe for Nodes.
Harpagbl Global Company
of the Year 2020 Ha pbiHke
MPOMBbILLIEHHOIA VDC Resea rCh

KnbepbesonacHOCTI.
1 Kaspersky — Be gywinii noctaBmk

B KaTEropun NPOMbILLIIEHHOIA
Knbepbe3onacHOCTU Ha OCHOBE
oueHok 6onee 250 cneuvannucTos.



CepTtudukauns 2020-2021
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PaspewieHo BeHpopamu

MpoTecTuposaHo
MonyueHo 15 ceptTndurkaros Ha 25 cuctem

C 3 poccuiickumu 1 11 3apy6e>xHbIMn
Npou3BoOAUTENSMU CUCTEM aBTOMaTM3aLmmn

O

NMpoBepeHo perynaTopom
MonyueHbl cepTndurKaThl OT ABYX
Poccuiicknx perynsitopos

O

MexxpayHapopaHblii cTaHpapT
CooTtBetcTBYeTOCT MOK 62443 4-1:2018
- He HMXKe 3 ypOBHS 3penocTn



LleHTp aKcnepTn3bI Mo
KopnopaTUBHbIM
peLeHnusam

Monnep>kka KnoYeBbIX
BHeApPeHWiA U NNIOTOB

ConpoBoxpaeHune
3aKa34nKoB

Mopnep>kka npopax

VlHTerpaLl,I/II/I n nncnbiTaHNA




O6 akcnepTnse

30+ akcnepToB B Noncke v aHanu3se yrpo3 u yassumocten ACY Tl

O6Hapy>Xnam 1 NoMornv UcnpaenTb
coTtHu O-day B npogykTax n TexHonorusax gna ACYTr1

p y Hanncann 120+ kommepuecknx oT4€TOB 06 yrposax 1 ysa3BMMOCTSIX
I C S C E RT AeTopunsoBaHHbini CVE Numbering Authority (CNA)*

OCHOBHblE CI)aKTbI ABTpun3oBaHbl uCcnonb3oBaTb TOproByto mapky CERT**

YHusepcutetom Carnegie Mellon

YneHbl FIRST

..  APYr1X yBa>kaeMbiX OpraHn3auuii:
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Kaspersky MLAD

OEeTeKTop aHoManuu
Ha OCHOBE MICKYCCTBEHHOIO MHTEeNseKkTa

@ [penoTBpalLeH e Neperpesa 0O6MOTKM cTaTopa
TypboreHepaTopa

3 penckasaHve aBapuiiHO OCTaHOBKIM ra30BOro
KomMnpeccopa

(@) Sawwmra oTowrbok onepaTopa
MeTannoobpabaTbiBalOLErO CTaHKa

Avomannm % CokpalleHne o6bemMoB bpaka B NULLEBOIA
MPOMBILLIIEHHOCTY

@ YBenuueHne cpoka Cny>x0bl MHXEHEPHOro
0b60opynoBaHNS 3OaHNA

;.@* BbisiBNieHe CTPEeCcCOBOro COCTOSHNS onepaTopa
h OMacHOro NPoOnN3BOACTBa I oy

Machine Learning
for Anomaly Detection






Okcnpecc-ayauT

|ICS Express audit

Ha 6a3e KICS
Portable

31 ycTpoincTeo 3akasaHo
pernoHanbHbiMn oprcamu
N aKTUBHO Y4aCTBYIOT B
npopaxax v TecT-ppansax
pewenusa KICS for
Networks

14 akcnepToB HQ npmenekannck
K yAanéHHbiMm aypuTtam 6e3
Bble3pga 3a pybex

B nepBoiinonosuHe 2021ropa, B
cpenHeM, Npe3eHTyeM K/IMEeHTaMm
10TUéT 06 ayauTe B Mmecsy,

B nnaHe - 33% nnaTHbIX
aKcnpecc-ayauToB
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LLla6bnoH oTuéTa

Cucrema
aBTOMAaTM3auum

NHTepnpeTaunsa HanpaeHHbIX
KICS for Networks paHHbIX 06
aKTMBaxX 1 KOMMYHUKaLMAX
3KCNepTOM No aBTOMaTU3auummn

— THE SYSTEM

OT network monitoring

It is advised to ex:

odel. Such connection example is shown
in picture below.

The product is connected 10 one of core
ustomer OT Etheret switches, configured for
fic miroring The traffc from o

switches n infrastructure

outiined diagram
RSPAN tachnology, thus allowing us t
and process al the rele:
raffic fron

communications,

By having extended product integrat
capabilities the product may give addticnal
advantages of

« SIEM andior Sysiog sorver integration

« Mobile and e-mail alerting capabilities

gration to Kasp
local securtty event colec

orsky Security Canter for
ion and reporting

+  Intogration to Kaspersky Machine Learning
‘Anomaly Detection, allowing to use neural
network and machine learning for process

model definition and threatianomaly

detection based on this model and real-time
process parameters’ montoring

+ Firewallintogration and rule activaton
tnggering wia product AP! when necessary

* The fsted items can be a subject of separate
discussion and corresponding works.

IT Network

O Network

Kaspersky

THE SYSTEM

* Levelt.PLC
contains all PLCs discovered
in Customer network

* Level2. SCADA
contains all SCADA.

HMI ang Engineering machines

KICS solution
contains all nodes o
solution for intrastructure
and monitoring
and KICS for Networks server

implemented KICS
ection network infrast
om host server to KSC

ment (Ethemet switc

all nodes based on Raspberry
mal production das!
« IT network

contains all hosts found in IT
cture

)is not reflected on the communications disgram due
ing 6xcopt Fortinet davice, which works on L3 level of OS! netwos

s




Boisoabi 06 YA3BMMOCTAX CUCTEMDbI

— THE VULNERABILITIES

AND FINDINGS

Kaspersky
Industrial
CybarSaeurity

SECURITY FINDINGS AND YOUR INFRASTRUCTURE

We identified more than 200 security findings
(vulnerabilities, configuration issues and other
weaknesses) with different severity levels that
relate to most of the resources in provided
dataset for analysis.

Most vulnerable resource of industrial
environment are PLCs

Engineering station and OPC Server.

gineering station
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Summary of security findings

+ Can adversary get inside industri
network?
‘Suspicious communications from industrial
network to Internet were identified. Lack
of network filtering and network
segmentation

+ Can adversary get access
to resources in industrial network?
Vulnerable and exploitable software,
and weak passwords

+ Can adversary impactindustrial
process?
No protection of main automation
components - PLCs

Summary of recommendations

+ Perform full-blown security assessment
o get complete picture of security issues
and remediation guidelines, practical
compliance violations and baseline security
posture

+ Following the remediation guidelines, leamn
to implement security with your system
integrator and maintainers (in accordance
with |EC 62443), and introduce
compensational measures into the network

+ Choose security operations friendly
compensational measures (SOC-enabled)
to jump-start your security maturity
to a new level

12 | kaspersky

THE VULNERABILITIES
AND FINDINGS

SECURITY FINDINGS ON PURDUE MODEL

targeted attacks or commaodity malware infection
(e.g. ransomware), are developed from the
enterprise network segments. Network
segmentation and filtering security issues that
were identified during analysis are very critical,
but not easily addressed topics in industrial
network. Nevertheless, they should be
considered one the first remediation steps to
plan and implement.

Kaspersky
Industrial
CyberSacurity

Where are all those findings in the industrial
environment? Network traffic and role-based
suggestion were made to map analyzed
resources on Purdue model*. We also provide
description of usual impact from exploitation of

Note, almost all real attacks on industrial
networks, whether they are highly advanced

Level
- Adversary is able to access industrial
) Level6  Internet proweinnt dudix: 2 2 A
[ Levels  Enterprise zone, Enterprise  A0versary leverages access from 0

enterprise fo industrial network

Enterprise zone, Site business  Absense of telemetry, operations 0
planning and logistics and history process data

A Levera

Industrial zone, Site Absence of control and supervisory
& Level 3 -
= operations and conirol over the process:

91 A

O Lovp CellareaArea Absence of control and supervisory

supervisory control over the process.
[l Level1  Cell area, Basic conirol Process disruption or modification 1090 AN

Level0  Cell area, Process Long-tenm and direct process 0

disruption or modification

Key takeaways
01 02 03

Simulate attack steps of real
adversaries in your network
and assess your detection
and response capabilities

Test the security Learn and keep track on
of enterprise network techniques, tactics and
and to get of real
inside the industrial attacking industrial
network organizations

ironment 13 | kaspersky

— THE VULNERABILITIES

AND FINDINGS

SECURITY FINDINGS DETAILS

Vulnerabilities proportion

What are the security findings identified during
light assessment of provided dataset for
analysis? Overwhelming number of findings
came from unpatched vulnerabilies (lack of
security updates), which is a widespread
situation for industrial envi

Kaspersky
Industrial
CyberSecurity

While being most widespread it is still important
to address patch management: be aware of most
critical vulnerabilities, have a process with
system integrator to periodically update systems,
have toolstack to detect exploitation of known

W High Medium  ® Low

100 8

Insecure
twork

nel
protocol

Insecure network
architecture

16

inpatched
vulnerability

N~

Weak
credentials

Weak

management

3 Lack of network
filtering

Vulnerabilities proportion

Light assessment methodology suggests
that security findings will have different
grades of certainty based on
completeness of provided dataset for
analysis. Probability of security findings
ranges from low (which is more a
suggestion) to high (evidence definitely
suggest issue). Most of the issues have
high or medium probability to be true

positive.
Average o4

probable S

Improbable

100 Probable

14 | kaspersky



Pasnnunsa cepsucos

JKcnpecc ayant OueHka 6e3onacHocTn ACY TI

MoNHbIM aHaNN3 CUCTEM

MpomblLNeHHbIE CUCTEMbBI LIEIMKOM MOMajatoT B obnacTb aHanusa

Y3Kana o61acTb aHanM3a

AHanus TpadduKa NpomblLLNEHHOTO 06beKTa

METOAM Ka 6e3 orpaHmM4YeHwu" VI
M eTognyeckmne o rpa HU4YeHumAa AHanu3 ceTeBOM apxXUTEKTYPbl, TpaddMKa, XOCTOB, Tex. npouecca, white/Grey box

MHCTPYMEHTaIbHOe TECTMPOBAHMWE, cUCTeM M KomnoHeHToB ACY (PLC, RTU, IED.) JeTanbHble
MHCTPYKLMM MO NPOTUBOAENCTBUIO yrpo3am, obHapyKeHua yrpo3 O-day

AHann3 Ha obbeKTe

* KomaHpza u3 4-5 aKcnepToB € pa3HbiMU 0bnacTaMu aKkcnepTumsbl: cetu, UB ACY TN,

BblBOAbI HA OCHOBE CETEBbIX B3aWMOZeNcTBMi

YnanéHHbin aHanmn3

e 1 aHanMTMK-SKCvI'IePT 6e30MacHOCTb MPUAOXKEHUI, NEH. TECT, PEBEPC-UHKUHMUPUHT
* Bes B3aMMoAeicTBMA C COBCTBEHHUKOM * HenocpefcTBEHHbIN A0CTYN K 06bEKTY aHasmM3a
Oy Otuyer
TyHeT ~
¢ 90-200 cTpaHuL; YA3BMMOCTH, CTaA MM U NMPOLECC MOWCKA, NMOTEHLUMANbHbIN Bpes, BEKTOpPbI
15-20 cTpaHuL, WwabnoHHoro otyéTa e 1-2 cTpaHuUbl OTYETA ANA PYKOBOACTBA
MuHUMaNbHbIE peKOMEHZALNU MoapobHble pekoMeHaauMmM Mo 3awmTe

Kak fgeincTBeHHble 1 NpakTuyeckune pekomengaumm (obHosieHne MO, 3ameHa cabbix naponei
uTn. TaK 1 CBA3aHHbIE C YCTOMYMBOCTHIO K aTaKaM B [,0/ITOCPOYHOM nepcnekTuee (06bekTbl 1
METOZbl KOHTPO/ISA, U3MEHEHWME apXUTEKTYPbl CETU U T.1.)

HeBO3MOXXHOCTb MPeAOCTaBAEHUsA AeTabHblX PEKOMeHAaLMiA no
YAYHLWEHUIO cUTyaumm 6e3 usydeHus MHOPaCTPyKTy pbl

BepoATHOCTHbIN XapaKTep BbIBOAOB J[loctoBepHbIe BbIBOAbI

BO3MOMHOCTb JIOXKHbIX BbIBOA,OB M3-32 HEMONHOTbI AaHHbIX * [locToBEepHO NOATBEPMHKAEHHbIE HAXOAKM
o [leiicTBuA cUMyUpyioLMe AeNCTBUA aTaKyoWero — NPoBepKa BCex cucrem 6e3onacHocTv
¢ [IpaKTUYeCKM 1 Nosie3Hble Pesy/ibTaTbl OLEHKM



£6 Jlioan Bcepbes paboTaowme Hap,
nporpaMmMHbIiM o6ecneueHnem
AONKHbI CAeNaTb CBOE
obopynoBaHune

Alan Key



KICS Portable

[lpoTOoTMN

KICS Portable v.3 B
[,eM0-30He




OOHoOBNEHne
NPOAYKTOB

Bnnxaiwmne penussi.



B 6nvxaiiuem penuse

Ka S p ers ky Nuterpauusa c KICS for Networks
Ind USt rial 3awmTa oT ceTeBbIX Yrpos3

CYbersecurlty for “LLIa6noHbl” HacTpoek ang
NOd es 3_0 HekoTopbix cuctem ACY TrI1

JInueHsuposaHne “no nognucke”

OrpaHunyeHne notpebneHuna CPU



DRIVEN BY INTELLIGENCE

WNHTerpauus

Kaspersky

KICS
Security Center T41

for Networks

D-0-0-0

EDR CueHapum

CpabaTtbiBaHUs Cratyc CeTeBble TouHble
3alunThI coepunHeHns cBeAeHus o6
aKTUBax

EMPOWERED BY TECHNOLOGIES



Hosble ¢pyHKkuMN

Kaspersky
Industrial
CyberSecurity for
Networks

NHTerpauma c KICS for Nodes

anaBneHme YA3BMMOCTAMU

MonHo¢yHKUMOHaNbHasa Be6-KOHCOoNb

Hoebili gawbopp,

TemHaqa Tema

Bepcun gna CentOS mn Astra Linux

PocTt nponssognTenbHocTn



Vulnerability management

. o o
26 kbit/s 130 tags/sec
A= = HaHHble 06 ysa3BUMOCTSAX
SRR G e Mo3BoNsIOT KOHTPONMPOBATbL PUCKM
Industrial CyberSecurity & — P P P
for Networtks T = npeanpuaTns
. [ at o
Dashboard
@ o
Assets
Network map - L : =
: Jlyuywme nctouHukm
i eaman) - TouHble paHHble 06 yS93BMMOCTSX -
Process Control . . uccnepoBaHuga Kaspersky ICS-CERT.
Al s pam evmry S PRRETSN:_ s HononHutenbHo - NVD n US ICS-CERT,
P+ = - o HEasse = -
Intrusion Detection » l E & g E'D'y
Vulnerabilities _:
_: I 3 | =
Settings
- HarnapHoe nipopmmposaHue
7 o S MosBongeT cBoeBpeMeHHO
. | -2 | -2 | -B | &~ nnaHNpoBaTb Mepbl NPOTUBOAEINCTBUS
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LleHTpanbHOe ynpaBneHue ons KpynHbiX NpeanpusTuni

KASPERSKY SECURITY CENTER

T4T

138

eo.KapTa
06bEKTOB 1
CpPeacTB 3aluUThI

!

h-l 0

YnpaeneHue YnpaeneHue
MPOMBILUIEHHbIMW 3awwmTon MTK
aKTuBamm ACY

&

WHTerpauns c
ACY TN noOPC
nlEC 60870-104



KSC: pna reorpaduueckm pacnpepenéHHbix 06beKToB

KICS for Networks deployment map

KASPERSKY
SECURITY CENTER

A MONITORING & REPORTING

DEVICES

A USERS & ROLES

2 OPERATIONS

Paris

& DISCOVERY & DEPLOYMENT
SANDBOX
B KICS FOR NETWORKS
SEARCH
MAP

Last updated: 08/18/2021 5:32:40 pm

KICS FOR NETWORKS SERVERS

« Berlin

— Remove from map

Kaspersky Security Center State
connection

@ Critical
® Connection established

MONITORING & REPORTING / DASHBOARD

Berlin

Rome

@ CPU

RAM
390f31Gb

QOccupied on
0% disk
201 of 250Gh

MoHuTopuHr n ynpaeneHumne
Kaspersky Security Center

nosBonsieT cobupaTb AaHHble C rpynnbl
NP OMBbILLNIEHHbIX 06 bEeKTOB

HaBuraums

PacnonoxeHne C3M n o6bekToB Ha
KapTe C MTHOBEHHbIM NepPexXoaoM K
AeTanbHbIM HacTpolikam 6e3
LOMONIHUTENbHOro BBOAa Napons

OcBepomnéHHoCTb

CocTosiHMe 3alUTbl U MOMHbIN
KOHTPOJb Hag CUTyaumei ansa KPynHbIX
npeanpuaTUin



Kaspersky
ICS

5y Vision



TpeboBaHud k 3awwuTe

MpombilneHHbIe

npeanpunatTud

PernonanbHbin LLeHTpP

Ob6bekT




TpeboBaHud k 3awmTe

MpombilneHHbIe
npeanpusaTus

KOPMOPATVBHbIA, rOCYOAPCTBEHHbIA WX CEPBUCHbIA LLEHTP MOHUTOPUHIA

© Predict @ Prevent Q Detect ja Respond

PEMVIOHAJTBHAS KOPMOPATVBHbIE USLE Nl 4L YMPABJIEHVE

CIYXBA VB CUCTEMbI U CETU YOAJIEHHOE AKTVBAMU U
OBCNYXVBAHVE PUCKAMU

MpombiLLn e HHbIA MIHTEPHET

ABTOMaTU3aUNSA TEXHONOrMYEeCKOro npouecca Bele




CeptudurumpoBaHHas
sawmTta Windows n
Linux B K

LleHTpbl ynpaBneHus,
MOHUTOPWHra n
pearnpoBaHuns

WHBeHTapnzauua ACY,
ys3BMMocTel u undposble
OBOVHUKN

TexHonornm 6e3o0nNacHOCTN B NPOMbILLIEHHOCTN

_&

MoHuTopuHr cetu ACY:
0bHapy>keHne BTOPXXEHUIA,
ceTeBbIX aTak 1 aHomanumn

MalumrHHoe o6yueHne
v undposble
JABOVHUKW

3awwmTa nepumeTpa
M cerMeHTauus cetu

CepBuncbl 1 nakeTbl
aKcnepTU3bl

KoHTponb puckos,
OTYETbI O COOTBETCTBUMN
TpeboBaHUaMm

BesonacHoe
yhanéHHoe
noakstoyeHmne



Vision

Cospaém skocucrtemy peLeHnii pns
NPOMBbILLIEHHbIX KOMMNaHUI o600
BEJINYNHDI



P

Cyberimmunity _

Orvntpuin JlyknaH
PykoBoauTenb oTaena ynpaBneHns KopnopaTuUBHbIMU NpoaykTamm Ha 6a3e KasperskyOS
Jlabopatopus Kacnepckoro



HoBble TexHONOrMm — 310 HoBble BO3MOXXHOCTU 1 HOBbI€E Bbl30BbI

MpeankTUBHag ABTOHOMHbBI

Apokbi aHanuTuKa PoBotusaums TpaHcnopT

S

/"T— @

s

HoBble BO3MOXXHOCTU Hosbie BbizoBbl VIB

% OE Tx; ?;o
5G o & i

NHTepHeT Cetun 5G MawwuHHoe WNckyccTBeHHbIN
Beluen obyueHne WHTENNeKT



KubepmmmyHnuret

KasperskyOS

OC HOBOro nokoneHus

He aBngetca knoHom Linux

PeanusyeT koHUuenuuu:
Microkernel, MILS, FLASK

Knb6epnmmyHHbIe
CNCTEMDI

CUCTEMbIl, CNOCOBHbIE BbIMOJHATb
onpepeneHHbIi Habop PyHKLUNIA
noAa akTUBHOIN aTaKoW, KaK yXe
N3BECTHON TakK N HE N3BECTHOW



Kub6eprmmyHHble npoayKThbl

LLino3bi angd TOHKWNE KJINEHTDI I'Ipocl)eccmoHaanb|e
ViHTepHeT Bewleid ana VDI Mo6ubHbIE YCTPOCTBa
m =Ea

TpaHcnopT ACY TN In Chip Vb




Kub6eprmmyHHble NpoayKThI

LLinto3bl ans TOHKIME KNEHTBI MpodeccroHanbHbie
NHTepHeT Bewwel ana VDI Mo6ubHbIE YCTPOCTBa

TpaHcnopT ACY TN In Chip Vb

N




Kub6eprmmyHHble NpoayKThI

LLinto3bl ans TOHKIME KNEHTBI MpodeccroHanbHbie
NHTepHeT Bewwel ana VDI Mo6ubHbIE YCTPOCTBa

TpaHcnopT ACY TN In Chip Vb

N




- ——

B 3akniovyeHun






Kirill Naboyshchikov

Dmitry Lukiyan

Thank youl!

Let’s bring on the future

o

KICS Business Development

Head of KOS Enterprise products

kaspersky

@LinkedIn

@Kaspersky.com



