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Set Expectations

Whatever you
deploy will likely be
replaced in 2 years

Play with, Pilot, Test

Kaspersky Industrial Cybersecurity Conference 2019
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Promises Made
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Asset Inventory Vulnerability 
Management

Cyber Incident 
Detection & Response



Passive

- Listen only

Not sufficient for 
asset inventory

(not to mention CMDB, 

change control, …)



Active Query: Langner OT Base, Verve, 
Indegy plus some passive solutions are 
adding active

Project Files: PAS, MDT, Honeywell

Manual Entry (which can be combined 
with the other methods)

This Is The Single Source of Truth 

OT Asset Inventory 
Choices
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New 

Passive 

Solution

Asset 

Mgmt
Detailed

Asset Inventory
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New 

“Passive” 

Solution

Asset 

Mgmt
New Assets

& Detail

PLC Project 

Integrity Check



Passive Network Detection Enriching Configuration 
Management 





Added : Detected Device Added To Network
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New 

“Passive” 

Solution

OT Asset 

Mgmt

Org-Wide

Asset 

Mgmt

ServiceNow
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Vulnerability Management



Kaspersky Industrial Cybersecurity Conference 2019

Detection / Incident Response





Passive network monitoring is one of 
many data sources for detection

AND it does not score highly in 
efficiency or effectiveness.



OT Detection 

Sources

Passive Network Monitoring

Endpoint Protection Activity

Firewall / Security Perimeter Logs

Active Directory User Management

ICS Application Alerts & Events

Historical Data











Enterprise 

Detection and 

Incident Response

Enterprise SOC, SIEM or SOAR

Do you already have one?

Do you want to run and staff and OT and 

Enterprise SOC?

Most attacks on the ICS come through 

the Enterprise

Enterprise wide, including ICS / OT, is required

SIEM / OT detection integration is minimal 

today. Large users will cause this to progress



Set Expectations

Whatever you
deploy will likely be
replaced in 2 years

Play with, Pilot, Test
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Be Proactive

Develop and present a strategy to Executive Management



Thank you!

peterson@digitalbond.com, dale-peterson.com, @digitalbond

S4x20: Jan 21 – 23 in Miami South Beach, see s4xevents.com




